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WatchGuard SSL VPN Configuration for SMS PASSCODE®
This guide outlines the process of configuring a WatchGuard XTM Firewall for
SSL VPN RADIUS Authentication with CensorNet MFA.

WatchGuard Configuration

From the XTM Web interface, navigate to ‘Authentication’ > ‘Servers’ >
‘RADIUS’

{ﬂ)ﬁchGua rd Fireware XThl Web LIl

—

DASHBOARD

SYSTEM STATUS

HETWORK

FIREWALL Authentication Servers

SUBSCRIPTION SERVICES Server Status

AUTHENTICATION

Hotspot Firebax 0 Users 0 Groups

Settings RADIUS Primary 192.168.200.10

Users and Groups
Web Server Ceriificate Secondary Disabled
Single Sign-0On
Terminal Semnices SecurlD Primary Disabled
Authentication Portal

VPN Secondary Dizsabled

SYSTEM LDAP Primary Disabled

Enter the details of your SMS PASSCODE RADIUS server and click ‘Save’. The
‘Passphrase’ is the Shared Secret key that must also be entered on the NPS.
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g dmin | Help |
@atchGuard Fi U S
DASHBOARD
SYSTEM STATUS Servers
NETWORK
FIREWALL Before you configure your XTM device to use a RADIUS authentication server, make sure the server can successfully
accept and process RADIUS authentication requests.
SUBSCRIPTION SERVICES o .
Primary Server Settings
AUTHENTICATION

[v Enable RADIUS Server

IP Address 192.168.200.10

nd Groups
Neb Server Certificate Port 1812
Single Sign-On
Terminal Se

A A Passphrase 0000000000000000000000000000800!
Authenticatio
VPN
SYSTEM Confirm 200000000000000000000000000000,
Timeout 10 seconds
Retries 1

Group Attribute 11

Dead Time 10 Minutes _'_]

Navigate to ‘VPN’ = *‘Mobile VPN with SSL’ - ‘Authentication’
Enable Mobile SSL VPN and set RADIUS as the default Authentication Server
and click ‘Save’.

admin | Help Logout
@ﬁchGuard Fir il Reled

DASHBOARD

SYSTEM STATUS
NETWORK

FIREWALL
SUBSCRIPTION SERVICES
AUTHENTICATION

VPN

When you activate Mobile VPN with SSL, the "SSLVPN-Users” group and the "WatchGuard SSLVPN" policy are created to
allow Mobile VPN with SSL connections from the Internet to the external interface.

ll? Activate Mobile VPN with SSL

General uthentication \dvanced

Branch Office VPN
BCVPN Virtual Interfaces
Phase2 Proposals Authentication Server Settings
Mobile VPN with IPSec

N with PPTP Select one or more authentication servers. The first server in the listis the default authentication server.
TonTE VN W LoTE Sele Authentication Server
vioD v V v
Global Settings ™™~ |rapiUs (Default)

SYSTEM
[T |Firebox-DB

[~ Auto reconnect after a connection is lost
[~ Force users to authenticate after a connection is lost
[~ Allow the Mobile VPN with SSL client to remember password

Define users and groups to authenticate with Mobile VPN with SSL. The users and groups you define are automatically
included in the "SSLVPN-Users” group.

- Name Type Authentication Server
[T |SSLVPN-Users Group Any

Add
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NPS Configuration

On the NPS server with the SMS PASSCODE Radius client protection, open the
Network Policy Server management console. Navigate to ‘RADIUS Clients’ and

create a new client.

%5 Network Policy Server il

File Action View Help

& | 7w HE

€ NPs (Local)
= | RADIUS Clients and Servers
73 RADIUS Clients
;‘a Remote RADIUS Server Groups
=] Policies
W, Network Access Protection
B Accounting
Ml Templates Management

New RADIUS Client

Settings | Advanced |
' Enable this RADIUS clert

[~ Select an existing template;

I k|

Ix

— Name and Address
Friendly name:
|WatchGuard

Address (IP or DNS):

|192.168.200.1 Verfy... |

~ Shared Secret
Select an existing Shared Secrets template:

| None :J

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensttive.

{* Manual " Generate

Shared secret:
I.....................................
Confirm shared secret:

| OK I Cancel
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Navigate to ‘Policies’ > ‘Connection Request Policies’ and modify or create a
new policy matching incoming RADIUS requests. Ensure that the RADIUS
Attribute 11 - Filter-Id is set to 'SSLVPN-Users’. Make sure you have a
condition, in example a day and time restriction.

Overview | Condtions ~ Settings |

Configure the settings for this netwark policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
ll:llth:;l:d s To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
_ then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS clients. See
% Authentication Methods your RADIUS client documentation for required attributes.
Forwarding Connection
Request

=p Authentication

lEI Accounting

Specify a Realm Name
o] Atribute
RADIUS Attributes

# Standard

77 Vendor Specific

Add.. I Edit_ Remove

ok | cance | gy |

Note: For detailed instructions on how to configure the NPS, consult the SMS
PASSCODE Administrator’s Guide.

Make sure that you have a matching Network policy.
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Registry setting

Open Registry Editor and navigate to HKLM\Software\SMS
PASSCODE\RADIUS\[Connection Request Policy]\RetransmissionEnableFiltering
The DWORD must have a value of “0”

4| RetransmissionEna bleFiltering REG_DWORD ChaDODODO00 (10)

Please note that you might have more than one Connection request policy. The
registry key name reflects the name of the Connection Request Policy in the
NPS manager.

For SMS PASSCODE 7.2 and earlier versions of SMS PASSCODE:
HKLM\Software\SMS PASSCODE\RADIUS\RetransmissionEnableFiltering
Create a new DWORD, name it ‘RetransmissionEnableFiltering’ and give it a
value of “0”

Configuration in SMS PASSCODE®

Open the SMS PASSCODE Configuration Tool and navigate to the ‘RADIUS Client
Protection’ tab.

Set side by side to ‘Always’ and click ‘Ok’. In the main “Radius Client Protection”
pane click ‘Save’. The NPS service will restart after this configuration.

_ _ A = (O
- SMS PASSCODE® - Configuration Tool == - - Default RADIUS Settings = o .
Authentication ‘Aulhnnzatlnn | Miscellaneous |
k B He 2 " idati -
| Dat I = I Net | P | Enable password validation
Password Reset RADIUS Client Protection Import/Export About l Password provider
== e Dot /5’——--",;3@ WinNT [defaul) O LDAP
Connection Request Policy PASSCODE o it
- ings
Protection Ll Allow login when
CheckFoirt x I—— oty :l [] Password has expired || Password must change
Netscaler NSProbelser O *
' = Side by-side e
Netscaler Users A |_—ij Enable NP5 intemal Connection
Use Windows authertication for all users * Edit... Request Policies execution
Skip SMS PASSCODE validation and fail immediately for passwords matching the regular
expression
Default domains
[ || Add
4 test1local Remove
Edt defak seings .. e |I|
Down v

S
Reset to factory settings




