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SMS PASSCODE F5 Big IP APM
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F5 BigIP APM

For a successful implementation of SMS PASSCODE with the F5 products, you
configure authentication with Radius authentication using a Microsoft NPS server
as your Radius server. This server will have SMS PASSCODE Radius client
protection installed.

The SMS PASSCODE Administrators guide covers Using Microsoft NPS and
Radius configurations. This guide will cover the F5 BigIP APM portion of the
configuration.

BigIP APM with SMS Passcode

The solution is to change the AD password before creating a Radius
authentication. This is the way to use the password so the “SSO Credential
Mapping" can use it.

Access Policy: /Common/RDP-aksess | edtendngs | (Endings: Dany [defaut]. Alow)

fatback _ | | falack falback
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| 2uccest L 1 cave passwort 20T + Suos .{ Read password cache f—' S50 Credential Mapping
e RADJUS Ayth
BADIUS Auth |
AD Auth | falack
falback
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Save password:
|

falback +{

St 2000 Page

fPererﬁes ] |rBran|:h Rules ]

Mame: |Save password |

Variable Assign

Add new entry Insert Before: ITE
Assignment
1 : [5] session.logon.last.adpass = expr { [moget -secure session.logon.last.password]}  change
Custom Variable Iz‘ ISecure Iz‘ = ICustom Expression Iz‘
session.logon. last. adpass r expr { [mcget -secure session.logon. last. password] }

; 4 [

session.logon.last.adpass = expr { [mcget -secure
session.logon.last.password]}
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Read password cache:

fPruperties 1 rBranu:h Rules ]

Mame: |Read password cache |

Variable Assign
Add new entry Insert Before: ITE
Assignment
1 : [5] session.logon.last.password = expr { [mcget -secure session.logon.last.adpass]}  change
ICustom Variable E ISecure |Z| = ICustom Expression |Z|
session.logon.last. password - expr { [mcget -secure session.logon.last.adpass]} »

session.logon.last.password = expr { [mcget -secure
session.logon.last.adpass]}

SSO Credentials Mapping:
|

_[F‘rcnperﬁes] [Branl:h Rules 1

Mame: |SSO Credential Mapping |

Variable Assign: 550 Credential Mapping

Username from Logon Page
550 Token Username I IE'

|m-:u;|et {seszion.logon.last.username} |

Pazsword from Logon Page
550 Token Password I IE'

|m-:u;|et {eession.logon.last. password} |
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