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Guide for implementing SMS PASSCODE protection
with Citrix Sharefile.

Prerequisites;

Microsoft Active Directory Federation Services (AD FS), either

AD FS 2.0

AD FS 3.0

AD FS 4.0

Citrix Sharefile configured with AD FS Authentication.
(http://blogs.citrix.com/2012/03/19/samlauthentication-with-sharefile-using-
ad-fs-2-0/)

We recommend setting up AD FS Proxy.

SMS PASSCODE Cloud protection.

Once this above has been configured, then configure Citrix Sharefile for Single
Sign On as showed below:
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Send a File Request a File Adirin My Seftings Apps

Edit Account Name Single sign-on / SAML 2.0 Configuration
Edit Custom Branding Enter the configuration for your SAML 2.0 identity provider below. ShareFile requires SAML asserfions to include a NamelD in the
formal emailAddress
Edn Subdomans + Assertion Consumer Service (ACS) URL: htips:iDomain.sharefile.euisamliacs
+ SP-initiated Login URL: hitps:/Domain sharafile eu/samilogin
Power Tools
For 0 SAML , open a suppon ticket using the Help option in the navigation bar
Advanced Preferences

Password Policy Basic Settings

Enable SAML M @
Configure Single Sign-On
Edit Super User Group ShareFile Issuer / Entity ID: * htips:iDomain.sharefile.euisam x @
Reporting Your IDP Issuer / Enfity 1D °
Nothcaton History

X.500 Certificate: * Saved Change @
Login Coda Sampls
Remecte Upload Wizard Logia URL- * https:/ProxyName ode.comiadfsiogon @
StorageZones Logout URL °

Configure Device Sacurity

Optional Settings

Require SSO Login v @

S50 IF Range 9

SP-Intiated SSO certificate HTTP Redirect with no signature Vl [+ ]

Enable Web Authenbcation M @

SP-Inlialed Auth Contex! [User Name and Password ~| [Minimum v| @
Active Profile Cookies: aQ




