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CheckPoint configuration for SMS PASSCODE®

This guide outlines the process of configuring a Check Point® for Authentication
and Authorization with SMS PASSCODE®.

Authentication

Open the Check Point Gateway properties and select RADIUS authentication.

General Properties

- Topology

- NAT

- HTTPS Inspection

- HTTP/HTTPS Prosy

- Logs

Phedimmim—dinmn

Check Point Gateway - CP-R77-SMSPASSCODE
Authentication for Mobile Access

Authentication Method

() Defined on user record (Legacy Authentication)

- Platform Portal () Usemame and password
+- VPN Clients 4
- Mobile Access @ View
s Eherrtication > —
 Offics Tode (_) SecurlD View. ..
- Portal Customizatiol () Personal certfficate
- Portal Settings
. 551 Clients Two-Factor Authentication with DynamiclD
-« HTTP Proxy .
.. Name Resalution (@) Global settings (under "Authertication to Gateway” on the Mobile Access tab)
- Link Translation
- Endpoint Complian () Custom settings for this gateway ~ Configurs
- Check Point Secur

Allow Dynamic|D for mobile devices

If not already created, create a RADIUS host or RADIUS group

?

x
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Authentication Method

() Defined on userrecord (Legacy Authentication)

() Usemame and password

® RADIUS [...] | view...
() SecurlD Mame ¢ Port Comment
() Personal certi

Two-Factor .Futhantl 0 object(z]

RADIUS Group...
Allow Cymamic|D for mobile devices

Fill out the Shared Secret and select PAP.

General | Accourting

Name: \RADIUS_Auth

Commert: | RADIUS Authentication

Color: [ Orange A

f_
o [ tew

uoe RADIUS

Shared Secret:

Version: | RADIUS Ver. 2.0 Compatible

Protocal: | PAF

Priarity: (1is highest)




censornet

Set an external user profile to use the RADIUS server (or group).

|Users and Administrators:
Show: | Extemal User Profiles

=iz generict

- General Properties Authentication
- Groups
Location

- Time Authertication Scheme: | RADIUS v
Encryption Settings:

Select a RADIUS Server or Group of Servers:

‘ [Z] RADIUS_Auth v

Authorization

Navigate to Policy -> Global properties
Choose SmartDashboard Customization and press Configure.
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Global Properties

- FireWall ‘Smart Dashboard Customization
- NAT - Network Addres
... A thertication Create Check Poirt installed Gateways using
VPN imple mode {wizard) () Classic mode
|dertity Awareness
UTM-1 Edge Gateway Create Check Point installed Gateway Clusters using
ifmote Access imple mode {wizard) () Classic mode
a
gm;rtDwreﬁory (LDAF) Install Palicy Window
o
SmatMap In Install Palicy window, set the default state of all Securty Gateways to:
UserAutharity elected
Management High Ave
ConnectCortrol Rule Base Editor

QSE - Open Security E

el repoctn Display Rule’s Tooltip

- SmartL SM Profile Base Display Fule Name Column
- Log and Alert

- Reporting Tools Advanced Configuration

-~ OPSEC

It is highly recommended to consutt with Check Point’s Technical Support

- Security Management | before modifying these values.

- Non Unique [P Addres:
Py
.. IPS

8 Smart Dashboard Custd

- SmartMap Customi

Enable add_radius_groups

SecuRemotelSecureClient

- Certificates and PKI properties
FireWal-1

dentity Awarsness

- SmartCerter

- UTM-1 Edge Gateway add_radius_groups

- User Defined
sdl_netlogon_timeout 0

[ send_clear_traffic_between_encryption_domains

oK | [ cancel

ake User groups beginning with RAD_
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Users and Administrators:

Show: | Uzer Groups

EEY raD_ven
2 RAD_WEB
2 RAD_WEB-AND-VPN

Use the user groups to allow access

File Edit View Manage Rules Policy SmartWorkflow 5Search Help
= - =l = @ Install Policy 5,3 SmartConsole =

A F By g - Ardi F
E Application & Drata Loss Threat Anti-Spam Mobile
=H Firewall URL Filtering L] Prevention r-, IPS Prevention ﬁ & Mail HAecess
¢ .
@ Overviow Policy
(] Policy
zdé Gateways No. Users Applications Install On
Applications
& Auhertication 1 £2 RAD_WEB % Any [ Any
(5 Clert Crtficates £, RAD_WEB-AND-VPN
ék Portal Settings
W Irs

{1 Endpoint Security On Demand
@ Mobile Settings
a Additional Settings

Configuration in SMS PASSCODE®

First, consult the SMS PASSCODE® Administrator Guide for configuration of the
SMS PASSCODE Radius Client Protection.

Install the SMS PASSCODE radius protection and set side by side to Always in
the SMS PASSCODE® configuration tool as illustrated below. You can configure
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this in the individual Connection Request Policy

settings (1) or in the default

settings (2).

SMS PASSCODE® - Configuration Tool = | = =

___STE|passcode

- RADI

Authentication | A thorization | Miscellaneous

[= =

[] Inherit defautt settings

US Settings for "CheckPoint”

Enable password validation

| Database | BackendHosts |  Network | EnduserIP |
Password Reset | RADIUS Client Prolection | Import/Export | About | F provider
SMS - (® WinNT [defaul) O LDAP
Connection Request Policy PASSCODE thrgt?e‘ﬂ Settings
Protection e ]
Allow login when
CheckPoint Edit N dh 4
3 | Password has expire ||
Metscaler NSProbelser O X
Netscaler Users Side-by-side
Enable NPS intemal Connection
Use Windows authentication for all users X Request Policies exscution:

Skip SMS PASSCODE validation
Eexpression:

-

Password must change

CAUTION: Test user authentication carefully when
using any of these settings. Incomect credentizls could
be accepted. if forwarding is not configured comectly.

and fail immediately for passwords matching the reqular

Default domains

Add

test1
Edit default settings test1local
test com

Remove
[ |

f=1 [=1] =]

Reset to default settings

Create network policy

And choose the Windows group(s) where the user must be member to get the

authorization attribute send to checkpoint.

CP_¥PN Propetties
Overview Conditions | Canstraints | Settings |
Configure the conditions for this network. policy.
If conditions match the connection request, MPS uses this policy to authorize the connection request. If conditions do not match the
conhection request, NP5 skips this policy and evaluates ather palicies, if additional policies are configured.
| Condition ‘ Walug
W Windows Groups SMSWRN
Condition description:
The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.
add. | Edt. | Remoe |
ok I Cancel | Apply |

The Class attribute can be used to send group name (without RAD_)
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CP_¥PN Properties

-Uverviewl Eonditionsl Constraints  Settings |

Configure the zettings for this network policy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

| RADIUS Attributes

™ Wendor Specific

MHetwork Access Protechon
W, NAP Enforcement
1B Extended State

Routing and Remote Access

ity Multiink and B andwidth
Allocation Protocol [BAP)

T |P Filters
% E nciyption
fd IP Settings

To zend additional attributes to RADIUS clents, select a BADIUS standard attribute, and
then click, Edit. If you do not configure an attribute, it iz not sent to BADIUS clients, See
wour RaDIUS client documentation for required attributes.

Attributes:
ame I W alue
Frarmed-Protocol FPP
Service-Type Framed

Add... Edi.. Remove

Ok I Cancel

Apply




