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Barracuda NG VPN configuration for SMS PASSCODE®

This guide outlines the process of configuring a Barracuda NG for Authentication
with SMS PASSCODE®. In order to protect the Barracuda NG the Firmware
must be at least version 5.2.3. (SSLVPN has been supported since version
5.2.2).

Authentication

Log on to the Barracuda NG administration console, go to authentication service
and create a RADIUS Server.

The Radius Server Address must be set to the IP-address of the NPS server as
the SMS PASSCODE radius authentication client. Ensure that the Radius Server
Key match the Shared secret on the NPS server s radius client.

Status Config Cantrol VP Stalistics Events  SSH i

= Althentication gl Stte .
8 Service

Unlock

Send Changes

T @® RADIUS Authentication Setlings Activate Scheme @
Betivate e v a Enable Radius as external directory service.
clivate Scheme es -
MSAD Authentication Radius Server Add @
MSAD BC Client Methor RADIUS v O IPaddress of the Radius server
MS-CHAP Authentication - =
Radius Server Key &
icati Radius S Add 10101010 [F] 5
L‘IE‘;AP Authentication adus server Addiess Note: Do not use backslashes!
& RADIUS Authenticati —
- uihentication Rladius Server P 1812 f  Group Attribute @
TACACS+ Authentication .
Radius attribute used as user group
RSA-ACE Authentication Radius Server Key Cunent [E] B T .
NGF Local Authentication Group Attribute Delimiter =
Hew g #8848 Delimiter used to separate groups
MSNT Authentication - 3 _
OCSP Validation Cunflrm_. ..... Group Attribute Usage &)
Define the used group information
Additional Schemes Group Atiibute Login-LAT Group a
Explicit Groups é!\ %mlplﬁze ?m?g
. . irst: Only the first grou
Timeouts and Logging Group Attibute Delimiter [} Dther 6 |22t Onlythe last araup
Group Aliibute Usage @ A v £ User Info Helper Scheme €]
Configuration Mode ®) Additional authentication scheme to determins
N User Info Helper Scheme ~ [ additional group information
NAS-ID <)
HasD 9 nasidentfier
HAS IP Address G NAS IP Address <]
Some radius servers require NAS credentials to
MNaS P Part & set.
Define here the used IP address.
Nurber of Processes 5 5 NASIP Port G
Some radius servers require NAS credentials to
be set.
1D This scheme is referred to as radius/RADIUS in this and other config parts. Define here the used port number.

Number of Processes
Number of authentication processes for handling
requests.

Increase if slow authentication servers are
present.
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In Client VPN Go to External CA and press “Click here for options...” and make
sure to check External Authentication and set the Authentication Scheme to

radius

State

- I i; Activate

Bamacuda VPN CA Bdemal CA
-

Group Policy MM

Click here for options._ .

Change Group ¥YPN Settings

. X505 Client Security :
Mandatory Cliert Credentials X509 Certificate Extemal Authertication Policy/QID
Certficate Login Matching ‘match AtName in Certfficate
Server /PA

Authentication Scheme radius -
Ras Login pemission required

-Use-Defautt- -

icate

Server Protocol Key -From-ServerCert- -
Used Root Certificates -Use-All-Known- -
X509 Login Extraction Field -NONE- -

LDAP Attribtes
IP Atribute: Name

virtual Cliert-IP from LDAP

VPN Group Aftribute

Preauthentication

- | Detais..

l

Preauthentication Scheme -NONE-

Create a Group Policy with corresponding Group Policy Condition to allow access
from the client.
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Mame TEST i
[] Disabled Bamacuda | IPSec I
Common Settings  TEST Barracuda - Settings: TEST
Enable VPN Client NAC
Statistic Name  TESTGP [ Encble *
ENA No »  Split Tunnel ON
Metwork TestMetwark.  10.30.50.0 -
Domain
DMS 10508
Firewall Rules
WINS
WPN Offline
Metwork Routes
lebioridiicutes Message  Welcome >  Bitmap -
10.6.0.0/32
Registry = [ Firewall Always ON
Key Tunnel
Time Limt 10 mins ¥  Probing 30 secs hd
Access Control - Traffic Limit Mo Limit *  Timeout 20 secs hd
: Access Control List
List [ACL) Accepted Ciphers: AES 256 CAST ADES [ Wul
AES Blowfish [T DES

Group Policy Condition

External Group Client ¥B09 Subject Cert Palicy /01D Peer

[ 0K J [ Cancel ]

It is possible to limit to Group Pattern (Groups send in the Login-LAT-Group
attribute)

|| Assigned VPN Group ET -

Exdemal Group Condition from extemal authentication)

Group Pattem

Subject Edit/Show
Certicate Policy (0ID: 25.2332)
Generic v30ID -
Contert
Peer Condtion
Baracuda Cient 7] Transparent Agent (SSL-VPN)
PSec Client
Peer Address/Network Addr/Mask

Configuration in SMS PASSCODE®

First, consult the SMS PASSCODE® Administrator Guide for configuration of the
SMS PASSCODE Radius Client Protection.

Install the SMS PASSCODE radius protection and set side by side to Always in
the SMS PASSCODE® configuration tool as illustrated below. You can configure
this in the individual Connection Request Policy settings (1) or in the default
settings (2).



censornet )

- SMS PASSCODE® - Configuration Tool =8 % ™ RADIUS Settings for "Barracuda” - [o [
‘ B |55C0de Authertication |A|.rthorization I Miscellansous | [ Inherit defaut settings
| Database | BackendHosts | MNetwork |  EnduserlP | Enable password validation -
Password Reset RADIUS Client Protection | Import/Export I About | Password provider
SMS . ® WinNT (defaut) (O LDAP
Connection Request Policy PASSCODE thrgill)eladl Settings
Protoction ol 1 Allow login when
Bamacuda Edit ow login
Netacaler NSProbelser 0 X Password has expired Password must change
Netscaler Users Side-by-side =
o T Enable NP5 intemal Connection CAUTION: Test user authentication carefully when
Use Windows authentication for all users X Request Policies execution using any of these settings. Incomect credertials could
be accepted. if forwarding is not configured comectly.
Skip SMS PASSCODE validation and fail immediately for passwords matching the regular
Expression:
Default domains
| || Add
testl Remo
Edit default seftings... |- test1Jocal =
Up
Down -

|| Cancel |

Rleset to default settings... | Ok

Open the Microsoft Windows Network Policy Server (NPS) and proceed to create
a network policy. Once done, open the policy and choose the Windows group(s)
that contains the users. Note the user must be a member of the group. For
more details, please consult the SMS PASSCODE® Administrator Guide.

CP_VPN Properties
Overview Condiions | Eﬂnstraintsl Sett\ngs'
Canfigure the conditions far this network. policy.

If conditions match the connection request, MPS uses this policy ta authorize the connection request. If conditions do nat match the
connhection request, NPS skips this policy and evaluates ather policies, if additional policies are configured.

| Condition \ Walue
i Windows Groups SMEVWPN

Condition description:
The ‘indows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

add. | Ed. | Aemove |

(1] I Cancel I Apply |




censornet

The Login-LAT-Group attribute can be used to send group name(s) to the
Radius client.

CP_YPN Properties | x|
Dvelwewl Enndlhnnsl Corstraints  Settings |

Canfigure the settings for this netwark policy,
If conditions and constraints match the connection request and the palicy arants access, settings are applisd.

Settings:

RADIUS Attributes To send additional attributes o RADIUS clients, select a RADIUS standard attibute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See

your RADIUS client documentation for required attibutes.
77 Wendor Specific

Network Access Protection
B, MNAP Enforcement Attibutes:
B Extended State Name [ Value
Houting and Hemole Access Framed-Frotocol FPP
o‘fd Mulhl\nk and Bandwidth Ser\.u'\cE-Type Framed
#llocation Protocal [BAF) Lagin-LAT-Group Groupl; Group2; Group3
T IPFilters
gl Enciyption
d;‘d IP Settings
Add.. Edit.. Remave

akK | Cancel | Apply

This completes the setup of the integration.



