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1 INTRODUCTION

This document describes how to install, configure, and administer SMS PASSCODE version 2020
Service Pack 1 (SP 1).

2 NOTATION

ActiveSync Technology developed by Microsoft, used for synchronizing personal
Outlook data to handheld devices.

ABS SMS PASSCODE Authentication Backend Service

AD Active Directory

AD FS Active Directory Federation Services

CAS Client Access Server role of a Microsoft Exchange Server installation

Cloud Setup A special type of SMS PASSCODE installation, containing only SMS
PASSCODE Authentication Clients, which communicate directly with
the I ntelli Tr ubld3MSPASSBCODE lsaekendi c e .
services are used in this type of setup.

DBS SMS PASSCODE Database Service

DP Dispatch Policy

Hybrid Setup

s

IntelliTrustE

Machine

memoPasscodesE

NPS

On-premises Setup

OoTP
OWA

A special type of SMS PASSCODE installation, where the SMS
PASSCODE backend is configured to communicate with the
Intelli TrustE cloud service.

Internet Information Server: Optional component/role on a Windows
Server.

A multi-factor authentication cloud service offered by Entrust
Datacard. For more documentation on IntelliTrust, please refer to:

entrust.us.trustedauth.com/documentation/help/admin/index.htm

This is a general term used to denote a server or a workstation

me moPasscodes EnSV8 PASSGODE innovation making
codes easier to read and memorize during authentication

Network Policy Server: Optional Role on a Windows Server. This Role
is the Microsoft implementation of a RADIUS server.

A traditional SMS PASSCODE installation, with all components
installed on-premises. No usage of toudkserviceine |
this case.

One-time passcode
Microsoft Outlook Web Access

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.
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RD
RDS
PRBS
PRWS

SMS PASSCODE
authentication client

SMS PASSCODE core
component

SDP
SSWS

TMG

TS
UGP
UlP

WAI

Remote Desktop

Microsoft Remote Desktop Services

SMS PASSCODE Password Reset Backend Service
SMS PASSCODE Password Reset Website

One of the SMS PASSCODE components Citrix Web Interface
Protection, RADIUS Protection, AD FS Protection, IS Website
Protection, Windows Logon Protection or Secure Device
Provisioning, i.e. one of the components responsible for
authentication for a specific type of client.

One of the SMS PASSCODE components Database Service, Web

Administration Interface, Self-service Website, Transmitter
Service, Authentication Backend Service or PowerShell Support.

SMS PASSCODE Secure Device Provisioning
SMS PASSCODE Self-service Website

Threat Management Gateway.
A Microsoft security gateway server (the successor of the Microsoft
ISA Server)

SMS PASSCODE Transmitter Service
User Group Policy
User Integration Policy

SMS PASSCODE Web Administration Interface

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.
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3 INTRODUCING INTELLITRUSTE

When Entrust Datacard (EDC) acquired SMS PASSCODE back in 2018, one of the main goals

wastoi nt egrate the best of EDCOoswitetheiS8SRABICOBEIt hent i C
product, to get the best of both worlds. We are proud to release SMS PASSCODE 2020 as the first

version that provides such an integration, and thereby allows all SMS PASSCODE customers to

optionallyl ever age the fleatekrlkisTofdsEBDCédlsoud service

IntelliTrustE is a cloud service o ffacterawhdntidation EDC,
using the following features:

1 Utilizes a risk-based authentication engine that takes contextual information into account
during each authentication attempt, and dynamically adapts the login experience according
to customizable risk criteria.

1 End-users that have installed the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app on their smartphone can validate their identity during
authentication attempts, either using a soft token OTP, or using Push Authentication.
Push authentication allows end-users to approve their identity, simply by the click of a
button within the app.

' Machine authentication allows IntelliTrustE to remember machines that have
successfully been used for authentication in the past, and thereby reduce the risk during re-
occurring authentication attempts from the same machine. For example, this can be used to
only request multi-factor authentication from a machine once a day, and allow simple
authentication attempts with username and password only, during the remaining
authentication attempts on the same day from the same machine.

SMS PASSCODE 2020 is the first SMS PASSCODE versi
cloud service. In this version, SMS PASSCODE RADIUS Protection and SMS PASSCODE AD FS
Protection have been integrated with the IntelliT

SMS PASSCODE 2020 SP1 release brings a broader supportforl nt el | i Trust E ¢l oud
among supported authentication clients. In this version, in addition to existing integrations, SMS
PASSCODE IIS Website Protection and SMS PASSCODE Windows Logon Protection have been

integrated with the IntelliTrustE cloud service.

Upcoming versions of SMS PASSCODE wi || integrate
provide more IntelliTrustE authentication feature
The new SMS PASSCODE / | isogidnal.ifyou ses valbe iri thetopgigns at i o n

provided by IntelliTrustE, you simply enable the

after installation. We have put great effort to make the integration as simple as possible; among

others,al SMSPASSCODE wusers will automatically be synch
service. On the other hand, if youdre happy with

PASSCODE in earlier versions, you can lgd@default | eave

setting), and continue to use SMS PASSCODE in the same way as previously.
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4 NEW FEATURES IN VERSION 2020 SP1

41 Support for IntelliTrustE Cloud Ser v
Entrust Datacard offers a mpdern, versatile multi-factor authentication cloud service, called

I nt el | i SMSRPASSEODE 2020 SP1 is the next version of SMS PASSCODE that optionally
allows to integrate with IntelliTrustE. Such inte
features via the IntelliTrustE nmsbeowd service, as
This service pack release brings IntelliTrustE in
clients:

1 SMS PASSCODE IIS Website Protection

1 SMS PASSCODE Windows Logon Protection

1 SMS PASSCODE AD FS Protection (Already supported by SMS PASSCODE 2020)
1 SMS PASSCODE RADIUS Protection (Already supported by SMS PASSCODE 2020)

The following IntelliTrustE authenticati ol mechan
Website Protection and Windows Logon Protection:

9 OTP authentication using soft- and hardware tokens.

1 Push authentication, using either the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app.

1 OTP authentication, with OTP messages delivered by SMS1 or email.

9 Temporary access code.

In addition, SMS PASSCODE IIS Website Protection supports:
9 Machine authentication
For more informationonthelnte | | i Trust E cl oud service, pl ease r e;

1 entrust.us.trustedauth.com/documentation/help/admin/index.htm

4.2 SMS PASSCODE IIS Website Protection Improvements

IIS Web Site Protection has been renovated and extended with IntelliTrust integration support. The
new IIS Web Site protection does not use Internet Server Application Programming Interface
(ISAPI) any more to protect IS web sites, including Microsoft Outlook Web App (OWA) and
Microsoft Remote Desktop Web Access (RdWeb). Instead, modern and native to IIS version 7.x
and higher, HTTP Modules are used for the purpose.

In addition, the following features have been added:

1 User facing login page has been localized to 17 languages

1 Restrictions apply to SMS delivery. Please read section 5.2 for details.
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1 PowerShell Administration Support (Please see section 25.4.3 for details)

5 NEW FEATURES IN VERSION 2020

This section summarizes the most important new features introduced in SMS PASSCODE 2020.

51 Support for IntelliTrustE Cloud Ser v
Entrust Datacard offers a mpdern, versatile multi-factor authentication cloud service, called

I nt el | i SMSPRPASSEODE 2020 is the first version of SMS PASSCODE that optionally

alowst o i ntegrate with IntelliTrustE. Such ieaegrat
features via the IntelliTrustE cloud service, as

tly s

The following IntelliTrustE authentication mechan
RADIUS Protection and SMS PASSCODE AD FS Protection:

1 OTP authentication using soft- and hardware tokens.

9 Push authentication, using either the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app.

1 OTP authentication, with OTP messages delivered by SMS? or email.

1 Temporary access code.

In addition, SMS PASSCODE AD FS Protection supports:
1 Machine authentication
For more information on the IntelliTrustE cloud s

1 entrust.us.trustedauth.com/documentation/help/admin/index.htm

5.2  Flexible Support for Cloud and On-premise Infrastructures

I n todayo6s | T departments, we are seeing a big mo
we are also seeing companies that prefer to stay with their on-premise installations. At Entrust

Datacard, we provide you the flexibility to decide, how much of your multi-factor authentication

infrastructure you want to move to the cloud, and how much to keep on-premise. We support a

broad range of possible setups:

1 Cloud Setup: Installation with a very small on-premise footprint. In this case, you only
install SMS PASSCODE 2020 authentication clients on-premise, to protect your on-premise
systems. You then configure the clientst o communi cate directly with
service. There is no need for any on-premise installation of SMS PASSCODE 2020 core
components in this case.

2 Restrictions apply to SMS delivery. Please read section 4.2 for details.
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1 Hybrid Setup: Full SMS PASSCODE 2020 on-premise installation. In this case, you
perform a traditional on-premise installation of SMS PASSCODE, including authentication
clients and core components. You then configure the backend to communicate with the
I ntelliTrustE c| dhetdackere withiadvanced doudesantice fieadures.
This gives you the best of both worlds.

1 On-premise Setup: Traditional SMS PASSCODE installation. In this case, you perform a
traditional on-premise installation of SMS PASSCODE, including authentication clients and
core components. But no configuration of access to cloud services is performed in this
case.Thisal | ows to have fneverything behind the fir
message transmissions.

| mportant information regarding IntelliTrustE Ilic

cl ou
ate al
t enal
ring
i cens.
The Cloud Setup and Hybrid Setup options are new to SMS PASSCODE 2020, and provide
access t o adv a n auhentchtior featuresi (describedtb&ow).
5.3 Risk-based Authentication and Push Authentication
When utilizing the new Cloud Setup or Hybrid Setup, SMS PASSCODE 2020 integrates with the
Intell i TrustE cl oud s er wihmany rew féatures, amohgetheesby e xt end

1 Avrisk-based authentication engine, allowing you to configure different authentication
behavior depending on contextual risk-based factors during each authentication attempt.
Among others, machine authentication allows recognition of machines previously used for
successful authentication.

1 Push authentication using any of the existing, renowned mobile apps from Entrust
Datacard: Entrust IdentityGuard Mobile or Entrust IdentityGuard Mobile Smart Credential.
Push Authentication allows your end-users to approve authentications from such apps,
simply by tapping ahoutdntarmgpanyonestimdpadsdoden 6, wi t
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5.4  Frictionless Hybrid Setup

In case you decide to go for the new Hybrid Setup, a lot has been done to minimize the hassle to
extend the on-premise experience to the cloud. This includes:

M Automatic creationof acloudt enant in IntelliTrustE.
9 Automatic synchronizationofon-pr emi se user data to IntelliTru

For more details on configuring a Hybrid Setup, see section 17.3.4, page 119.

5.5 Support for Windows Server 2019

SMS PASSCODE 2020 has full support for Windows Server 2019.

5.6 Improved Web Administration Interface

Two pages of the SMS PASSCODE Web Administration Interface have been improved with a new
Quick Filter, for easy, more flexible data filtering:

1 The user overview page (section 17.10.5, page 251).
1 The authentication monitor page (section 17.19.2, page 302).

5.7 Deprecated Features

The following, previous SMS PASSCODE features, are no longer supported in SMS PASSCODE
2020 SP1:

1 SMS PASSCODE IIS Website Protection for Exchange 2007
The following, previous SMS PASSCODE features, are no longer supported in SMS PASSCODE
2020:

1 SMS PASSCODE TMG Website Protection

1 SMS PASSCODE AD FS Protection for AD ES 2.0.
Important: AD FS protection is still supported for AD FS 2012 R2, AD FS 2016 and AD FS
2019. Only AD FS versions prior to AD FS 2012 R2 are no longer supported.
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6 END-OF-LIFE

This section summarizes end-of-life (EOL) for the different SMS PASSCODE versions. After the

EOL date, support and hotfixes will not be provided anymore for the version in question.

SMS PASSCODE 8.0 and older
SMS PASSCODE 8.0 SP1

SMS PASSCODE 9.0

SMS PASSCODE 9.0 SP1

SMS PASSCODE 9.0 SP2

SMS PASSCODE 2018

SMS PASSCODE 2020

SMS PASSCODE 2020 SP1

Already end of life
January 1, 2020
October 1, 2020
February 1, 2021
September 1, 2021
September 1, 2022
October 1, 2023
December 1, 2023
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/ FEATURE OVERVIEW

SMS PASSCODE is a versatile multi-factor authentication system with an extensive list of great
features. The most important of these features are described in the following subsections.

7.1 Authentication Clients

SMS PASSCODE provides comprehensive protection for a broad range of authentication clients.
The following clients are currently supported:

V Citrix Web Interface

V RADIUS clients
Supported are:
i Check Point
1 Cisco
9 Citrix Application Delivery Controller (ADC)
(Formerly NetScaler ADC)
F5
Juniper
Palo Alto
Any other RADIUS client supporting PAP with challenge/response
Any other RADIUS client supporting MS-CHAP v23
Any other RADIUS client when IntelliTrustE mobile push application is used

= =4 =4 -4 -4

V Applications protected by AD FS
Supports multi-factor authentication in any of the scenarios supported by the AD FS 2012
R2, AD FS 2016 and AD FS 2019 infrastructures, for example:
T éwhen acces sbhasedjapptidatens mithin your enterprise
1 éwhen aogoesaueas in any federation partner organization
1

éwhen accessing internally hosted Web sites:c
Application Proxy
i1 éwhen accessing resources or services in tl

Google Apps and SalesForce
1 é when approving new devices during a Workplace Join.

V Internet Information Server (1I1S) Websites
Supports protection of the following types of IIS websites:
T Outlook Web Access 2010 /2013 /2016 /2019
1 Remote Desktop Web Access (Windows Server 2008 R2 / 2012 R2 / 2016 / 2019)
1 IS Websites using Basic, Integrated Windows Authentication and ASP.Net Form
Based Authentication

V Windows Logon
Protection of:
1 Remote Desktops (RDP Connections)

3 For best user experience, the RADIUS client must support to show the challenge message returned by the
SMS PASSCODE protected RADIUS server.
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\Y

1 VDI machines
1 Windows servers
1 Windows workstations

Secure Device Provisioning (for ActiveSync Devices)
Protection for secure provisioning of ActiveSync devices accessing the following versions of
Exchange server:
1 Exchange Server 2010
Exchange Server 2013
Exchange Server 2016
Exchange Server 2019

1
1
1
1 Exchange Online

SMS PASSCODE is fully integrated into all supported authentication clients. No extra user
actions are necessary to trigger multi-factor authentication i the authentication is very intuitive,
which makes user training unnecessary.

7.2

Security

SMS PASSCODE provides improved security from several aspects. From a technical point of view,
SMS PASSCODE provides these important security features:

Vv

Strong authentication security with protection against modern internet threats such as
advanced Phishing-attacks, because passcodes are:

0 Session-specific (opposite to token-based solutions!)

o Randomly created in real-time without the usage of any pre-deterministic algorithm
(opposite to token-based solutions as well as many competing message-based
solutions)

0 Challenge-based

o Time-constrained

Patented location and behavior aware authentication for even stronger security, making
it possible to prohibit access or alert users in case of advanced attacks like some cases of
man-in-the-middle attacks

Cryptographically strong random passcodes are generated using FIPS-140 validated
crypto modules

Configurable passcode length, complexity, and lifetime
Strong encryption
0 Built-in 256-bit AES encryption of all network communication
0 Optional 256-bit AES encryption of the database files
Brute-force attack protection
o0 Automatic lockout of users on consecutive incorrect password entries

0 Automatic lockout of users on consecutive incorrect passcode entries

Denial-of-service attack protection
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V Lockout Notification
o Optional feature, immediately notifying a user in the event of a user lockout, thereby
giving the user the chance to take immediate counteractions, in case the event is
unexpected.

From a user perspective, SMS PASSCODE provides increased security compared to e.g.
traditional hardware-token based solutions due to:

V High user awareness of stolen or lost cell phone means shorter period before counter-
actions are taken

V High user awareness of the necessity to block SIM card of stolen or lost cell phone to
prevent misuse, which implies lock down of access using SMS PASSCODE

V Users can lock their stolen or lost cell phone (SIM card) themselves i meaning faster
reaction and shorter period of security breach

V Users are automatically alerted in case their user credentials have been stolen, since they
will start receiving passcode messages not requested by themselves

V Users are alerted by irregularities in the contextual message information, in case location
and behavior aware authentication has been enabled

7.3 Password Reset Module

Many IT helpdesks struggle with the burden of helping end users with password related issues.
There are several reasons, why this happens. Some examples are:

1 End users are requested to change their password frequently. It sometimes happens during
this process that users forget the new password, they chose.

1 When end users forget their password, they often try to guess it, attempting logins with
different password entries. This usually results in user accounts becoming locked out.

1  When end users are requested to change their password before it expires, they do not
always perceive prior warnings about this, potentially resulting in blocked access to IT
systems.

In many cases, users will not be able to get access to relevant IT systems and continue work,
before the IT helpdesk has been able to resolve the problem.

The SMS PASSCODE Password Reset Module was introduced to lessen the burden on IT
helpdesks related to password issues, while at the same time making it quicker and simpler for end
users to reset their password, when needed. As a result, users can regain access to required IT
systems and continue work immediately.
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Important characteristics of the SMS PASSCODE Password Reset module are:

V Convenient:
The SMS PASSCODE Password Reset Module provides a website, where users can reset
their own Active Directory password. It is very intuitive to use. Several authentication flows
are supported to let users reset their password, for example using their user ID and the
personal passcode that was entered (during activation) in the SMS PASSCODE Self-
service Website, followed by a one-time passcode (OTP).

V Hassle-free real-time notifications:
An important part of a password reset system is to ensure that a user is aware of the
possibility of resetting his / her password, when needed. The SMS PASSCODE Password
Reset Module ensures this in a hassle-free way, without the need to install additional
software on PCs or smartphones, by smart usage of automated real-time notifications.

Several types of notifications exist in SMS PASSCODE, each of which can be enabled or disabled
as required. The idea is that a user will automatically receive a natification that reminds him about
the possibility to reset his password, whenever it seems relevant. The following types of
notifications are available:

V SMS PASSCODE lockout notification
o Notifies a user, whenever he is locked out from the SMS PASSCODE system, e.g.
due to several log in attempts with a wrong password

V AD lockout notification
o Notifies a user, whenever he is locked out from AD

V Password pre-expiration notification
o Notifies a user, whenever his AD password will expire soon (e.g. within the next 3
days)

V Password expiration notification
o Notifies a user, whenever his AD password has just expired

The content of each notification type is customizable. By default, each message contains the URL
of the SMS PASSCODE Password Reset Website. This is a user-friendly, effective way to remind
the user about the possibility to reset his password by himself; and additionally, to inform where
and how to do it.

Note: If a user succeeds resetting his password, the SMS PASSCODE Password Reset module
will automatically unlock the user, if he was locked out, whereby the user regains access to all
relevant systems.

7.4  Deployment

Installation of SMS PASSCODE is very simple, since SMS PASSCODE i s a rof-tfieebwotx 0
end-to-end solution.

The component architecture of SMS PASSCODE offers maximum flexibility of installation,
allowing distribution of SMS PASSCODE components according to your specific needs. Starting
from version 2020, you can even decide, how much of your infrastructure you want to reside on-
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premise and in the cloud, respectively. You can choose between a Cloud Setup, a Hybrid Setup
and a traditional On-premise Setup (cf. section 5.2).

7.5 Administration

The daily administration of SMS PASSCODE is simple due to:

V No logistic overhead regarding administration and distribution of tokens.

V No need to involve IT personnel in the event of a lost cell phone, since users will quickly
discover the loss and act on own impulse to block the SIM card.

V Smart policy-driven administration making it easy to maintain settings on a system wide
level, user group level or individual user level.

V No need to involve IT personnel when end-users must enter or change personal data like
(mobile) phone numbers. The IT personnel can optionally allow end-users to maintain such
data themselves using the SMS PASSCODE Self-service Website.

V No need to involve IT personnel when users have forgotten their AD password. The IT
personnel can optionally allow end-users to reset their own AD password in a secure
manner using the SMS PASSCODE Password Reset Module.

V No need to involve IT personnel when users need to access their email using a new
ActiveSync device. The IT personnel can optionally allow end-users to approve new
ActiveSync devices themselves, in a secure manner, using the SMS PASSCODE Secure
Device Provisioning component.

Additionally, SMS PASSCODE includes an excellent User Store Integration feature that allows
administration of SMS PASSCODE users in your Active Directory or another type of LDAP
directory. The following is a list of User Store Integration features:

V Wor k s -ofithe-b b xNib schema extension of your AD is needed!

Supports both LDAP and Global Catalog lookups.

Supports encrypted secure communication (for both LDAP and Global Catalog lookups)
Supports extraction of users from multiple separate AD Domains / LDAP directories

Supports nested groups including groups from child domains and trusted domains.

< < < < <

Customizable extraction of several user attributes, like (mobile) phone numbers, emalil
addresses and token IDs. Even searching through a prioritized list of LDAP attributes is
possible.

Finally, as an administrator, you have the flexibility of administering the SMS PASSCODE product
using a graphical user interface (section 17, page 100), or using PowerShell script (section 18,
page 308).
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7.6  Enterprise Environment Support

Failover and scalability are very important in enterprise environments. SMS PASSCODE
provides failover and scalability on all levels thus providing unmatched support for enterprise
environments:

V Database level:
Each Authentication Backend service caches all data locally i meaning independence of
backend database and high scalability. l.e. system operation is maintained even in case the
backend database is down.

V Transmitter level:
An Authentication Backend Service provides intelligent distribution of all incoming
requests to many Transmitter Services, thereby providing full failover and load balancing
between all such Transmitter Services. l.e. system operation is maintained even in case a
Transmitter Service is down. An unlimited number of Transmitter Services are supported.

V Modem level:
Each transmitter supports a modem pool containing up to 32 modems, thereby providing
full failover and load balancing between all modems in a pool. l.e. system operation is
maintained even in the event of a modem being down. If SIM cards from different carriers
are used, then you can even obtain failover on the telco operator level.

V Authentication client level:
Each authentication client may forward incoming requests to several Authentication
Backend Services. l.e. system operation is maintained even in case some of the
Authentication Backend Services are down. An unlimited number of Authentication
Backend Services are supported.

V Authentication type level:
Global diversities of message transmission infrastructures can be a challenge for global
enterprises. SMS PASSCODE addresses this issue by providing support for several
message transmission mechanisms and authentication mechanisms. Users with
specific needs can be set to receive one-time-passcode messages by email, voice calls or
any other transmission mechanism provided by a dispatch plugin module; or be allowed to
authenticate using hardware tokens, software tokens or time-constrained personal
passcodes.

Additionally, using Dispatch Policies it is possible to control the load balancing of passcode
messages and notifications across all modems and other transmission mechanisms at a granular
level. Since Dispatch Policies are very flexible, the number of possibilities is enormous. Some
examples of the usage are:

1 Prefix load balancing: Group modems according to the country where they are located.
Preferable send SMS messages from modems having the same phone number prefix as
the receiver. Additionally, users with specific mobile number prefixes can be set to receive
passcodes by alternative dispatching mechanisms, i.e. by email, voice call or external
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message transmission providers.

i Telco operator failover: Group modems according to their operator. Preferable send SMS
messages using a selected operator but use another one for failover (e.g. automatically
send another passcode using a second operator if the first passcode could not be sent or
was not entered within a specified time limit).

1 Receiver failover: Allocate both a primary and a secondary phone number to some users.
Automatically send another passcode to the secondary phone if the first passcode could
not be sent or was not entered within a specified time limit.

1 Adaptive dispatching: Dynami cally switch Dispatch Policy
authentication context, for example depending on the country a user is logging in from, or
the type of client the user is trying to access. For example, this allows automatic switching
between modems and dispatch plugin modules, depending on the actual authentication
context.

Dispatch Policies are very flexible. The flexibility spans from having a single dispatch policy to be
used in all cases, to having different Dispatch Policies for any combination of user group, message
type and authentication context.

This clearly demonstrates that SMS PASSCODE has been designed and built with even the most
demanding enterprise environments in mind.

7.7 Pluggable Transmission Infrastructure

The SMS PASSCODE system provides an advanced transmission infrastructure for sending
different types of messages to users. For example, passcode messages containing one-time
passcodes, or notifications, informing users about important events, such as user lockouts or
password expirations. For sending such messages, the SMS PASSCODE transmission
infrastructure supports many transmission mechanisms. Transmission can occur by SMS, using
modems that are directly connected to the SMS PASSCODE Transmitter services, or by email,
using SMTP servers.

Additionally, the SMS PASSCODE transmission infrastructure optionally allows transmission using
dispatch plugin modules, thereby extending the system to transmit messages using any dispatch
mechanism that is accessible using a server-based API. For example, transmitting messages
using 3™ party web services, or using a direct connection to a short message service center
(SMSC). Out-of-the-box, SMS PASSCODE comes with a lot of plugin modules pre-installed, which
allows you easily to connect to a long list of external message providers.

One of the pre-installed plugin modules of special interest is the SMS PASSCODE Cloud Service

plugin. This plugin allows you to send messages as push notificationstoendus er s smart ph
free of charge, using the SMS PASSCODE Mobile app (see section 21.1, page 320). If you are on

a subscription license, the SMS PASSCODE Cloud Service plugin additionally allows you to send

messages via SMS or voice calls using a flat-rate cost model, via the SMS PASSCODE Cloud

Service.

Finally, the pluggable infrastructure allows you to extend the system with your own transmission
mechanisms, should you have very specific message transmission requirements.

Please read section 21 (page 318) for more details.
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8 COMPONENTS

SMS PASSCODE is composed of the following software components:

Core Components

SMS PASSCODE

Authentication Clients

1 Database Service 1  Citrix Web Interface Protection h Password Reset Module
T Web Administration Interface T RADIUS Protection*
T Transmitter Service M AD FS Protection*
Authentication Backend 1 IS Website Protection*
Service . )
1 Windows Logon Protection*
1 Self-service Website . .
1  Secure Device Provisioning
1  PowerShell Support (for ActiveSync devices)
* Supports authentication viathe | nt el | i Trust E cl oud service

Database for storing SMS PASSCODE user and configuration

Database Service

Web Administration Interface

Transmitter Service

Authentication Backend Service

Self-service Website

PowerShell Support

Citrix Web Interface Protection

data.

Website for maintaining SMS PASSCODE user data and

configuration data.

Service responsible for the actual dispatching of messages, either
using locally attached modems, SMTP servers, or using external
message transmission providers (using dispatch plugin modules).

Service responsible for authentication session management and
message handling in general; including passcode generation,
passcode verification and load balancing and failover between all
Transmitter services, when sending messages.

Website that allows end-users to maintain some of their personal
SMS PASSCODE account settings themselves.

A PowerShell module that allows administrators to maintain SMS
PASSCODE user data and configuration data using PowerShell
cmdlets. Convenient for automation and integration.

Citrix Web Interface integration, providing SMS PASSCODE multi-
factor authentication for Citrix Web Interface users. It is optionally

possible to run the Citrix Web Interface protection side-by-side with
hardware-token based two-factor authentication systems, e.g. RSA

SecurlD® or SafeWord®.

Both AD and NDS authentication is supported.

4 Please note that separate CALSs are required to gain access to add-on modules
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RADIUS Protection Integrates with RADIUS systems providing SMS PASSCODE
multi-factor authentication for RADIUS clients. It is optionally
possible to run this integration side-by-side with other RADIUS
authentication systems, e.g. hardware-token based two-factor
authentication systems.

This component optionally suppc
integration, thereby providing
authentication mechanisms.
RADIUS protection is provided by means of an extension for the
Microsoft Network Policy Server (NPS).

AD FS Protection Integrates with Microsoft Active Directory Federation Services (AD

FS), providing SMS PASSCODE multi-factor authentication for
applications protected by AD FS 2012 R2, AD FS 2016 and AD FS

20109.
This component optionally suppc
integration, thereby providing
authentication mechanisms, incl. machine authentication.

IIS Website Protection Microsoft Internet Information Server (11S) integration, providing

SMS PASSCODE multi-factor authentication for IS websites.
Currently the following types of websites are supported:
1 Microsoft Outlook Web Access 2010, 2013, 2016 and
20195
1 1IS websites using Basic, Integrated Windows
Authentication or ASP.Net form Authentication
1 Microsoft Remote Desktop Web Access (RD Web Access),
on Windows Server 2008 R2 / 2012 R2 / 2016 / 2019.

SMS PASSCODE authentication can be enabled or disabled for
each specific IIS website T it is even possible to configure different
settings for specific UR L & s/orapedific client IP addresses.

IIS Website protection is provided by means of a native HTTP
module.

Windows Logon Protection Windows Logon integration, providing SMS PASSCODE multi-
factor authentication for users logging on Windows machines. This
is for example useful for protecting Microsoft Remote Desktop
Services environments, or VMware View virtual clients.

SMS PASSCODE authentication can be enabled or disabled for
each specific RDP Listener.

Windows Logon integration is provided by means of a Credential
Provider.

5 Please note that when protecting an OWA 2013, 2016 or 2019 site, only form-based authentication is
supported
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Secure Device Provisioning Integrates SMS PASSCODEwi t h Mi crosoft EXxc
(for ActiveSync devices) built-in functionality for provisioning of ActiveSync Devices, thereby
providing secure, multi-factor authentication based approval of
such devices.

See system requirements (section 10) for an overview about which
versions of Exchange Server are supported.

The integration is provided by means of two components:

1 The SMS PASSCODE Secure Device Provisioning
website, to which users will be redirected for performing
secure approval of ActiveSync devices.

1 The SMS PASSCODE Secure Device Provisioning
backend service, which connects to the Exchange Server
to look up and change status of ActiveSync devices.

Password Reset Module Add-on module providing a website where SMS PASSCODE users
9 Password Reset Website that have forgotten their AD password can reset their password in
1 Password Reset Backend Service  a secure way.

The module consists of two components, which can be installed on
separate servers: The SMS PASSCODE Password Reset Website
and the SMS PASSCODE Password Reset Backend Service.

The Password Reset Website provides the user interface of the
Password Reset module. It acts as a proxy for the actual Password
Reset logic, which is performed by the Password Reset Backend
Service.
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Please note the following regarding the different installation options:

1 Cloud Setup: Currently, the RADIUS Protection, AD FS Protection, IIS Website
Protection and Windows Logon Protection components are supported in a Cloud
Setup.

1 Hybrid Setup: All SMS PASSCODE core components are required during this type of
setup, except the optional Self-service Website. Additionally, you may install any number of
SMS PASSCODE Authentication Clients. Please note, that currently the RADIUS
Protection, AD FS Protection, IIS Website Protection and Windows Logon Protection
components support authenticati orRemaninghS§ISt he
PASSCODE Authentication clients will still work in a Hybrid Setup, using traditional SMS
PASSCODE authentication.

1 On-premise Setup: All SMS PASSCODE core components are required during this type
of setup, except the optional Self-service Website. Additionally, you may install any number
of SMS PASSCODE Authentication Clients. All such authentication clients are supported
in this setup.

9 LICENSING

This section describes how SMS PASSCODE licensing relates to the SMS PASSCODE
components described in the previous section.

When acquiring SMS PASSCODE software, you must take different kinds of licenses into account:

1 Client Access Licenses (CALS)
Each CAL provides a single end-user the right to access specific types of clients.

9 Dispatch Licenses
Each dispatch license allows one of the followings:

0 Attach a single hardware modem to the SMS PASSCODE infrastructure.

o Create a single Email Connector in the SMS PASSCODE database to send
messages via a specific SMTP server.

o Create a single Dispatch Connector in the SMS PASSCODE database to send
messages via a specific Dispatch Plugin Module, for example sending messages
by SMS or voice call using a 3" party web service.
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Please note that you may install every SMS PASSCODE component as many times as you like
within your infrastructure, without acquiring extra licenses for this; the one exception being the
SMS PASSCODE Database component, which is only allowed to be installed once®.

The following types of CALs exist:

1 MFA Standard CAL
Each such CAL provides a single user the right to access any number of systems protected
by SMS PASSCODE Authentication Clients within a single SMS PASSCODE installation.

1 Password Reset CAL
Each such CAL provides a single user the right to access any number of SMS PASSCODE
Password Reset Websites within a single SMS PASSCODE installation.

CALs are allocated to users via User Group Policies (cf. section 17.6.1.4, page 181). To get an
overview about the total number of allocated licenses, go to the License page of the Web
Administration Interface (cf. section 17.4, page 122).

The table below summarizes the licensing requirements:

Component Number of installations allowed License requirements

Database Service The Database Service is allowed to -
be installed once within a single SMS
PASSCODE infrastructure.

Web Administration No limitation. -

Interface

Transmitter Service No limitation. A dispatch license per modem,
email connector and dispatch
connector’,

Authentication Backend No limitation. -

Service

Self-service Website No limitation. -

Citrix Web Interface No limitation. Each user needs to have an MFA

Protection Standard CAL allocated.

RADIUS Protection No limitation. Each user needs to have an MFA
Standard CAL allocated.

AD FS Protection No limitation. Each user needs to have an MFA
Standard CAL allocated.

51 f you are on an fAOpen License Agreemento, then

the same license code, but you will be billed for the CALs allocated within each such installation. However,
for billing purposes it is recommended to request separate license codes per installation, as it makes it
easier to understand the CAL usage per installation.

7 Only one dispatch license is needed per email/dispatch connector, even if the connector is assigned to
several Transmitter Services.
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Component Number of installations allowed License requirements

IIS Website Protection No limitation. Each user needs to have an MFA
Standard CAL allocated.

Windows Logon No limitation. Each user needs to have an MFA

Protection Standard CAL allocated.

Secure Device No limitation. Each user needs to have an MFA

Provisioning Standard CAL allocated.

(for ActiveSync devices)

Password Reset No limitation. Each user needs to have a

Website Password Reset CAL allocated.

Password Reset No limitation. -

Backend Service

9.1 Authentication Behavior: Authentication Clients

The table below summarizes authentication behavior for SMS PASSCODE protected
authentication clients. Please note that the behavior can be affected by the Authentication Policy
assigned to the user (cf. section 17.8), and by the fact, whether Proof-of-Concept (PoC) mode has
been enabled (cf. section 17.3.1):

Default behavior PoC mode enabled

(PoC mode disabled)

User Exists MFA

in the SMS Standard
PASSCODE CAL
allocated
to the
user

Database

Yes Yes If the user attempts to log in to an SMS No change, i.e. default behavior as
PASSCODE protected authentication client, described in the column to the left.
aut hentication occurs
Authentication Policy. This typically means
that multi-factor authentication occurs,
unless explicitly defined otherwise by the
Authentication Policy.

Yes No If the user attempts to log in to an SMS The user can log in to any SMS
PASSCODE protected authentication client, PASSCODE protected authentication
access is denied unl e client, bypassing multi-factor
Authentication Policy is set to bypass multi- authentication (i.e.theus er 6 s
factor authentication. Authentication Policy is not applied)

No - The user is not allowed to log in to any SMS No change, i.e. default behavior as

PASSCODE protected authentication client. described in the column to the left.
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9.2 Authentication Behavior: Password Reset

The table below summarizes authentication behavior for the SMS PASSCODE Password Reset
Website. Please note that the behavior can be affected by the Authentication Policy assigned to
the user (cf. section 17.8), whereas Proof-of-Concept (PoC) mode (cf. section 17.3.1) has no
impact in this case:

User Exists Password J Default behavior PoC mode enabled
in the SMS Reset (PoC mode disabled)
PASSCODE CAL
Database allocated
to the
user
Yes Yes If the user attempts to log in to the SMS No change, i.e. default behavior as
PASSCODE Password Reset Website, described in the column to the left.

authentication occurs according to the
user s Authenticati ot
means that multi-factor authentication

occurs, unless explicitly defined otherwise

by the Authentication Policy.

Yes No The user has no access to the SMS No change, i.e. default behavior as
PASSCODE Password Reset Website. described in the column to the left.
No - The user has no access to the SMS No change, i.e. default behavior as
PASSCODE Password Reset Website. described in the column to the left.

9.3 Hardware i Modems

When acquiring an SMS PASSCODE license, you may optionally acquire one or more physical
modems as well. The usage of modems is not mandatory, because SMS PASSCODE can be
operated with or without modem hardware, according to your preferences. Local modems have the
advantage of giving you maximum control of the transmission environment.

Please consult your SMS PASSCODE reseller to get advice regarding supported hardware for
message transmission.

You need a Dispatch License for each modem that you attach to your SMS PASSCODE
infrastructure.
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10 SYSTEM REQUIREMENTS

In this section, the system requirements are listed for each SMS PASSCODE software component
(cf. section 8).

Database Service 1 Supported operating systems:

0 Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O OO

If you are planning to import users from Active Directory using the User Store
Integration feature, it is recommended to install this component on a domain
member server or a domain controller.

Note: It is mandatory to install the PowerShell Support component on the
same server as the Database Service.

Web Administration 1 Supported operating systems:
Interface 0 Windows Server 2008 R2 (x64) - SP1 required
0 Windows Server 2012 (x64)
0 Windows Server 2012 R2 (x64)
0 Windows Server 2016 (x64)
0 Windows Server 2019 (x64)
1 Microsoft Internet Information Services (1IS) required i automatically
installed, if not present.
1 Must be installed on the same server as the Database Service
component.

Transmitter Service 1 Supported operating systems:
0 Windows Server 2008 R2 (x64)
0 Windows Server 2012 (x64)
0 Windows Server 2012 R2 (x64)
0 Windows Server 2016 (x64)
0 Windows Server 2019 (x64)
1 If you are planning to use local modems: An unused serial port® (COM
port) for each modem

8 If the server does not have a free serial port, you may use a serial port server instead. When using this

solution, you map a virtual serial port on the computer to a serial port on a device, which is connected to the
network. SMS PASSCODEhas been tested with serial port servers (
(http://www.moxa.com/product/Serial Device Servers.htm). It is recommended to use secure serial port

servers, which encrypt the network communication (e.g. Moxa Nport 6000 series). It is also advantageous to

use serial port servers in case you need to connect a lot of modems to the same computer, since serial port

servers with many serial ports are available.

IMPORTANT: In case of using any Moxa device, please ensure that the installed drivers are supported for
the Windows operating system in use.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.


http://www.moxa.com/product/Serial_Device_Servers.htm

SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 32 OF 441

Authentication 1 Supported operating systems:
Backend Service 0 Windows Server 2008 R2 (x64)
0 Windows Server 2012 (x64)
0 Windows Server 2012 R2 (x64)
0 Windows Server 2016 (x64)
0 Windows Server 2019 (x64)

Self-service Website 1 Supported operating systems:
0 Windows Server 2008 R2 (x64)
0 Windows Server 2012 (x64)
0 Windows Server 2012 R2 (x64)
0 Windows Server 2016 (x64)
0 Windows Server 2019 (x64)
1 Microsoft Internet Information Services (1IS) required i automatically
installed, if not present.

It is recommended to install this component on the same server as the
Database Service component. However, it is possible to install this component
on a separate server (cf. section 10.3, page 39).

PowerShell Support 1 Supported operating systems:

0 Windows 7 (x86/x64)
Windows 8 (x86/x64)
Windows 8.1 (x86/x64)
Windows 10 (x86/x64)
Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
0 Windows Server 2019 (x64)

O O0OO0OO0OO0OO0OOo

1 PowerShell version 4.0 or later is required.
I Please ensure that PowerShell script execution is NOT restricted by a
Group Policy. It must be allowed to change the script execution policy
ofaprocesstofi Re mot e Sarg nfieldndr est ri ct edo
Citrix Web Interface 1 Supported operating systems:
Protection 0 Windows Server 2008 R2 (x64)

9 You must install Citrix Web Interface on the server and publish at least
one Web Interface before installing this component.

The following Citrix Web Interface versions are supported:
o Citrix Web Interface 5.3.0
o Citrix Web Interface 5.4.0
o Citrix Web Interface 5.4.2

I AD and NDS authentication are supported.
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RADIUS Protection 1 Supported operating systems:

AD FS Protection

0 Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O 0o

Please note: Only Windows Server Editions including the Network
Policy Service (NPS) are supported. This means, that for example
Windows Server 2008 Web Edition, Windows Server 2012 Hyper-V
Edition and Windows Server 2012 Storage Edition are not feasible.

Network Policy Service (NPS) must be installed before installing this
component.

Supported RADIUS clients: All RADIUS clients that support the PAP or
MS-CHAP v2 authentication protocol. The best user experience is
achieved using RADIUS clients that support PAP with Challenge
Response. Among others the following RADIUS clients support
Challenge Response:
o Cisco ASA
Cisco VPN Concentrator 3000
Citrix NetScaler Gateway
Palo Alto
Check Point FW-1/VPN-1 NG/FP3
F5 BiglP
Fortigate SSL VPN
Juniper SSL VPN
Dell SonicWall SRA, Dell SonicWall NSA
VMWare Horizon View
WatchGuard Firebox

O O0OO0OO0OO0OO0OO0OO0OO0OOo

For further information regarding supported RADIUS clients, please
contact your SMS PASSCODE reseller. You can also contact
support@entrustdatacard.com if you have a support agreement or
direct support (Direct support is included in subscription license).

This component optionally support
integration, thereby providing supportforinte | | i Trust E au
mechanisms.

Supported operating systems:
0 Windows Server 2012 R2 (x64)
0 Windows Server 2016 (x64)
0 Windows Server 2019 (x64)

The AD FS server role must be installed before installing this
component.

This component optionally support
integration, thereby pr o\audathérticatpn s L
mechanisms, incl. machine authentication.
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IIS Website Protection 1 Supported operating systems:

Windows Logon
Protection

Secure Device
Provisioning
(for ActiveSync devices)

Password Reset
Website

0 Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O 0o

1 Supported operating systems:

0 Windows 7 (x86/x64)

Windows 8 (x86/x64)

Windows 8.1 (x86/x64)
Windows 10 (x86/x64)
Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O0OO0OO0OO0OO0OOOo

Remote Desktop is supported.

The following versions of Microsoft Exchange Server are supported:
o0 Exchange Server 2010

Exchange Server 2013

Exchange Server 2016

Exchange Server 2019

Exchange Online

O O o0 O

Note: It is not required to install the component on an Exchange Server,
as the component can make a remote connection to the relevant
Exchange Server, including Exchange Online.

Microsoft Internet Information Services (lIS) required T automatically
installed, if not present.

A certificate is required to protect communication with the Secure
Device Provisioning Website using SSL/TLS.

Supported operating systems:

0 Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O OO

Microsoft Internet Information Services (lIS) required i automatically
installed, if not present.

A certificate is required to protect communication with the Password
Reset Website using SSL/TLS.
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Password Reset 1 Supported operating systems:
Backend Service 0 Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O 0o

1 Itis recommended to install a certificate on relevant domain
controller(s) to encrypt the communication between the Password
Reset Backend Service and the domain controller(s) using SSL/TLS.

10.1 Requirements for Location and Behavior Aware Authentication

Location and behavior aware authentication® is the overall term for making use of Passcode
Policies, Authentication Policies and User IP Histories to achieve a more advanced and secure
authentication experience. The pre-requisite for this to work is that the SMS PASSCODE system
must be able to collect the correct end-user IP_address, from which an authentication attempt
originates.

The table below lists the pre-requisites for this with respect to the different types of authentication
clients supported by SMS PASSCODE:

Authentication Client Pre-requisite for collection of end-user IP addresses

Citrix Web Interface Protection The pre-requisites for all web-based authentication clients are
the same. These clients are running on an Internet Information
IIS Website Protection Server (11S) that reports the end-user IP address of the web

client to the SMS PASSCODE system.
AD FS Protection
A problem might be that the IS in question is located behind a

Secure Device Provisioning reverse-proxy (e.g. Citrix Secure Gateway, Citrix Access

(for ActiveSync devices) Gateway, TMG or Web Application Proxy) or other type of
network device (e.g. network load balancer), that hides the

Password Reset Module real end-user IP address from the IIS. If this is the case, you
have two options for regaining access to the real end-user IP
address:

1 Re-configure the network device to report the real
end-user IP address to the IIS.

1 Configure the network device to report the real end-
user IP address as an HTTP header value. SMS
PASSCODE can then be configured to retrieve end-
user IP addresses from this specific HTTP header (cf.
section 26.2, page 424).

RADIUS Protection End-user IP addresses are collected from a configurable
attribute of the RADIUS packets received from the RADIUS
client. l.e. end-user IP addresses can only be collected
successfully, in case the RADIUS client supports reporting of
end-user IP addresses.

9 Please read section 16.1 (page 94) for more details about location and behavior aware authentication.
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Authentication Client Pre-requisite for collection of end-user IP addresses

Windows Logon Protection

When accessing the SMS PASSCODE protected machine
using RDP, the correct end-user IP address of the RDP client
is collected.

However, please note that when an RD Gateway is involved,
the RD Gateway will act as the RDP client, i.e. the IP address
of the RD Gateway will then be reported.

If you still would like to get the correct end-user IP address in
this case, consider providing external access only through an
RD website protected by SMS PASSCODE multi-factor
authentication. Collection of end-user IP addresses can then
be enabled on the RD website instead.

10.2 Remote Desktop Service Protection

Access to a Remote Desktop Services infrastructure can be protected by SMS PASSCODE multi-

factor authentication in several ways:

1 Protection on the RD Session Hosts: You can decide to install SMS PASSCODE
Windows Logon Protection on each RD Session Host. This will ensure that multi-factor
authentication will occur in the Windows Logon session, when a RemoteApp or remote
desktop is started on an RD Session Host. If you have a VDI infrastructure, you can also
use this approach, and install SMS PASSCODE Windows Logon Protection on each VDI

machine.

1 Protection on the RD Web Access server: If remote access to your RDS infrastructure is
provided via an RD Web Access site, then you can decide to install SMS PASSCODE 1IS
Website Protection on the RD Web Access server to require users to perform multi-factor
authentication, before getting access to the RD Web Access site.
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The following table summarizes the options available on different operating systems:

Operating System Protecting RD Session Hosts or Protecting RD Web Access Site
VDI machines using using SMS PASSCODE IIS

SMS PASSCODE Windows Website Protection
Logon Protection

Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 7

Windows 8

Windows 8.1

Windows 10

10 RDP Client 8.1 or later required.
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The next table summarizes the advantages and disadvantages of the two approaches:

Protecting RD Web Access Site using
SMS PASSCODE IIS Website Protection

Protecting RD Session Hosts using

SMS PASSCODE Windows Logon

Protection

Advantages 1 Independent of the RDP Client 1 Simpler to administer, if you have many
version. In addition, works fine with RD Session Hosts, since SMS
any 3 party RDP clients. PASSCODE protection only has to be

installed on a single server.
1 Independent of the RDS " .
infrastructure. The RD Gateway T Set([:]urltt)_/. P;erforms mlultl—factor ib|
and RD Web Access Site can zuf en 'ﬁa lon as early as p053|h e’RD
reside on separate servers. SIS U LELEIF G2 CIEREES B Ui
Session Host.
T :::Jc? g s?sritr?gRF? eljnsor:gzggtss tfhorrou gh 1 Users o_nIy .have to perform muIti—f_actor
the RD Gateway. authentication once, w_hen accessing
the RD Web Access Site. Not, when
starting each RemoteApp in the RD
Web Access Site.

Disadvantages T If you have many RD Session 1 Requires the RD Gateway and RD Web
Hosts, you will need to install SMS Access site to reside on the same
PASSCODE Windows Logon server.

Protection on each host. 9 Does not support RDP shortcuts for
9 If users access RemoteApps on accessing RemoteApps through the RD
different RD Session Hosts, they Gateway.
\;Vﬂlhneen(?c;jc;?i (?r? r;g\r/rgr;T;Ltjilrtrlléi(.:tor 1 Not supported on Windows Server 2012
(but supported on Windows Server 2012
1 Security: Important to ensure that R2).
he RD way i nfigur . .
E)nely graﬁ? ;ic:gsstocﬁ os?su edto 3 party RDP clients might not work.
protected by SMS PASSCODE Specific for Windows Server 2012 R2 /
Windows Logon Protection. 2016 / 2019:
Otherwise, security could be o All RDP clients must be on version
compromised, since unprotected 8.1 or later (which is supported on
hosts could be externally accessed Windows 7 SP1 and later).
without multi-factor authentication. 0 When starting a RemoteApp in the
9 Since all users accessing the RD RD Web Access Site, the RDP file

Session hosts are validated by
SMS PASSCODE, this means that

must always be opened after
download, also in Internet

: Explorer.
all users must be present in the o
SMS PASSCODE database, 9 ;g‘? e A
including users that only have Int 0 tIE nl T il not €
internal access without multi-factor \(/vrc]nrtlime xplorer only) will no

authentication. Such users must be
configured to bypass multi-factor
authentication in the SMS
PASSCODE system, using
Authentication Policies.
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As you can see from the tables above, you have the following options, when protecting Remote
Desktop Services using SMS PASSCODE multi-factor authentication:

1 Windows Server 2008 R2 / 2012 R2 / 2016 / 2019: When using Remote Desktop Services
on Windows Server 2008 R2 / 2012 R2 / 2016 / 2019 you have two options to implement
SMS PASSCODE authentication:

1. Protecting an RD Web Access site directly on the IIS:
Install the SMS PASSCODE IIS Website Protection component on the server hosting
the RD Web Access Site. It is mandatory, that the RD Web Access site and the RD
Gateway reside on the same server. This server must NOT be a domain controller.
Form-based authentication and single sign-on (SSO) is supported**.

2. Protecting Windows Logon on all RD Session Host servers:
Install the SMS PASSCODE Windows Logon Protection component on each RD
Session Host requiring SMS PASSCODE protection.

1 Windows Server 2012: When using Remote Desktop Services on Windows Server 2012
(not R2), please install the SMS PASSCODE Windows Logon Protection component on
each RD Session Host server requiring SMS PASSCODE protection.

Please refer to sections 12.2.2 and 12.2.3 for details about setting up RDS Protection.

10.3 Installing the Self-service Website on a Non-DB Server

As mentioned in the system requirements table in section 10 it is recommended to install the SMS
PASSCODE Self-service Website (if installed) on the same server as the SMS PASSCODE
Database Service (called the DBS host below). However, it is possible to install the website on a
separate server. This section describes the required steps.

By default, the SMS PASSCODE Self-service Websiterunsunder the identity
is the reason why it can only access the SMS PASSCODE Database, when it is installed on the
same server. To install the website on a separate server, you need to create a dedicated domain
user and configure the website to run under such dedicated user identity and grant the dedicated
user identity access to the SMS PASSCODE Database. The required steps are described below:

1. Install the SMS PASSCODE Self-service Website on a separate server (cf. section 14.2,
page 67). This server is called the website server below.

2. Create a new domain user that is dedicated for being used for remote access to the DBS
host. The user must be a member of the same domain as the website server.

11 On Windows Server 2008 R2, if you experience any of the problems during single sign-on described in the
MS support article http:/support.microsoft.com/kb/977507, then please apply the suggested workaround /
fix.
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3. Log on to the DBS host.
a. Is the DBS host member of the same domain as the website server?
i. DBS host domain = website server domain:
The user created in step 2 is called the DB connection user below.

ii. DBS host domain i website server domain:
Create a local user on the DBS host, having the same username and
password as the user created in step 2 above. This local user is called the
DB connection user below.

b. On the DBS host, locate the secret.dat file. The default location is:
C:\ Prog ram Files \ SMS PASSCODEsecret.dat

Assign read permissions to this folder for the DB connection user.

c. Onthe DBS host, locate the folder containing the DB files. The default location is:
C:\ Prog ram Files \ SMS PASSCOD®Database

Assign read and write permissions to this folder for the DB connection user.
Restart the SMS PASSCODE Database Service. Now the dedicated user (from step
2) will have read and write access to the SMS PASSCODE database from any other

server.

4. On the website server, locate the secret.dat file in the SMS PASSCODE installation folder.
The default location is:

C:\ Program Files \ SMS PASSCODEsecret.dat

Assign read permissions to this file for the dedicated user created in step 2.
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5. On the website server, open the IIS manager and go to the Application Pools section:

q’ﬂ Application Pools

ﬁi Start Page
4 --‘j W2012R2TEST1 (TEST1VAdmi

...} Application Pools

This page lets you view and manage the list of application pools on the server.
Application pools are associated with worker processes, contain one or more applications,
and provide isolation among different applications.

Filter: - ¥ Go - [ Show Al | Group by: s

MName - Status MET CLR V... Managed Pipel...

@ NET w2.0 Started vZ2.0 Integrated

@.NEI' v2.0 Classic Started  w2.0 Classic B

L NET w45 Started w0 Integrated -

@.NEI’ v4.5 Classic Started vd.0 Classic Ad’

@ Classic .NET AppPool Started va.0 Classic Re

@ DefaultAppPool Started w40 Integrated

@SMS PASSCODE Self-service AppPool Started vd.0 Integrated X Re
Vi

a. Select the Application Pool SMS PASSCODE Self-service AppPool, and then click
the Advanced Sdikinihe Actoas pane.

w | 2 » W2012R2TEST1 + Application Pools @ -
Help
@9 Application Pools
ﬂ pp & Add Application Pool...
?‘i Start Page || This page lets you view and manage the list of application pools on the server. W
4 -i W2012R2TESTT (TEST T\VAdm Application pools are associated with worker processes, contain one or maore applications, Application Pool Tasks
@ Application Pools and provide isolation among different applications. » Start
bl Sites 3 . y
Filter: - ¥ Go - g Show All | Group by: s B Stop
Marme - Status .NET CLR V... Managed Pipel... 2 Recycle...
@ NET v2.0 Started w20 Integrated Edit Application Pool
@‘NHVZO Classic Started  v2.0 Classic Basic Settings...
L2 NETv45 Stated w40 Integrated Regin
@‘N!:T\Miclass\c Started w40 Classic Advanced Seftings
@ Classic .NET AppPool Started 2.0 Classic Rename
@ DefaultAppPool Started w40 Integrated
§IZT SIS PASSCODE Self-service AppPool  Started  vAD i d X Remove
View Applications
@ Help
i s e S L S P Sl S
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b. Inthe Advanced Settings dialog, click the button to the right of the Identity setting:

Advanced Settings I_-

4 (General) ~
MET CLR Version va.0
Enable 32-Bit Applications False
Managed Pipeline Mede Integrated
Name SMS PASSCODE Self-service AppPod =
Queue Length 4000
Start Mode OnDemand
4 CPU
Limit (percent) 0
Lirnit Action Mohction
Limit Interval (minutes) 0
Processor Affinity Enabled False
Processor Affinity Mask 4284967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model

[ Generate Process Model Event L

TR Loctystem
ldle Time-out (minutes) 20
Idle Time-out Action Terminate hd
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

| oK ‘ | Cancel ‘

c. Inthe Application Pool Identity dialog that appears, select the Custom account
option and then click the S e t lgutton:

Application Pool ldentity _

() Built-in account:

LocalSystemn

_t ® Custormn account:

Cancel

d. Inthe Set Credentials dialog that appears, enter the user name and password of
the user created in step 2. Then click the OK button.

e. Click the OK button in the Application Pool Identity dialog.

f. Click the OK button in the Advanced Settings dialog.
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6. This completes the setup. Start the website and check that everything works as expected.

Note: If you want to use the SMS PASSCODE Configuration Tool to test the connection to
the DBS host, then you need to take additional actions:

a. On the website server, add the user that was created in step 2 to the local
Administrators user group (otherwise, the user is not allowed to start the SMS
PASSCODE Configuration Tool).

b. On the website server, start the SMS PASSCODE Configuration Tool using the user
account that was created in step 2.

c. Inthe SMS PASSCODE Configuration Tool, go to the Database tab and test the
connection to the DBS host.

11 INFRASTRUCTURE

SMS PASSCODE is composed of various software components (cf. section 8) which can
communicate with each other across the network. This provides great flexibility regarding the
distribution of the components on different servers, which allows for optimization of the SMS
PASSCODE deployment according to your specific server infrastructure.

Since you can distribute the SMS PASSCODE components in almost any way you like, there are a
huge number of possible installation scenarios. The possibilities span from a simple Cloud Setup,
to Hybrid/On-Premise Setups, that can be very simple with all components installed on the same
server,t o advanade dt fitisetups, whene all components are distributed onto different
machines. Many other scenarios exist between these extremes i you can install some components
together on a machine while other components are installed individually on other machines.

The purpose of this section is to show selected network diagrams that illustrate differentis a mp | e 0
SMS PASSCODE installation scenarios.

Please note that if you do not need the flexibility of distributing components to multiple servers but
would rather prefer a very simple installation on a single server, you have the option of just
installing all required components on a single server.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 44 OF 441

11.1 Component Communication

Distributed SMS PASSCODE components communicate via the network. Communication takes
place using the TCP/IP protocol T all network messages between SMS PASSCODE components
are encrypted using strong 256-bit AES encryption. SMS PASSCODE uses several TCP ports as
described below:

Database Service Listens by default on the I Communicates with all Transmitter
two TCP ports 9090 and Services (TCP port 8989)
9091 1 Communicates with all Authentication

Backend Services (TCP port 8988)

9 Communicates with one or more Domain
Controllers / LDAP Directories, in case
User Store Integration has been enabled
(using LDAP or Global Catalog, possibly
using SSL)

1 Hybrid Setup: Communicates with the
I nt el | clohd serside E
(https://itcsadminservice.azurewebsites.net) on
port 443 (SSL).

Web Administration Listens by default on T Communicates with the Database Service
Interface TCP port 2000 (TCP port 9091)
1 Communicates with Transmitter Services
(TCP port 8989), when using the Modem
Monitoring page

Transmitter Service Listens by default on I Communicates with the Database Service
TCP port 8989 (TCP port 9090)
1 Might communicate with external web
services, when Dispatch Connectors are
used, typically on port 443. E.g. port 443
(SSL) is used when utilizing the SMS
PASSCODE Mobile app.

Authentication Listens by default on I Communicates with the Database Service
Backend Service TCP port 8988 (TCP port 9090)
I Communicates with other Authentication
Backend Services (TCP port 8988)
1 Communicates with all Transmitter
Services (TCP port 8989)
1 Hybrid Setup: Communicates with the
Il ntelli Tr ust Benantspeuaifit
URL) on port 443 (SSL).

Self-service Website Listens by default on 1 Communicates with the Database Service
TCP port 3000 (TCP port 9091)
1 Communicates with one or more Domain
Controllers, in case User Store Integration
has been enabled (using LDAP or LDAPS)
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SMS PASSCODE = 1 On-premise or Hybrid Setup:
Authentication clients Communicates with a list of Authentication
Backend Services (TCP port 8988).
1 Cloud Setup?®?: Communicates with the

Intelli TrustE ¢l oud
(SSL).
Password Reset Listens by default on 1 Communicates with the Password Reset
Website TCP port 5000, but Backend Service (TCP port 8888)
should be reconfigured
to use SSL (port 443)
Password Reset Listens by default on 1 Communicates with one or more Domain
Backend Service TCP port 8888 Controllers (using LDAP or LDAPS)

T Communicates with a list of Authentication
Backend Services
(TCP port 8988)

Secure Device The website listens by 1 The backend service communicates with a
Provisioning default on TCP port list of Authentication Backend Services
6000, but should be (TCP port 8988), and with an Exchange
reconfigured to use SSL Server on TCP port 80 or 443, depending
(port 443) on whether http or https is configured,
respectively.

The usage of the different TCP ports is also illustrated using network diagrams in the following
sections (e.g. the network diagram in section 11.6, page 52, gives a good overview). Section 23.4
(page 345) contains Password Reset Module specific network diagrams illustrating the
communication between the Password Reset Website and Password Reset Backend Service
components.

You can change the default TCP ports during an installation (or afterwards), in case they conflict
with other applications.

12 In SMS PASSCODE 2020 SP1, only the Citrix Web Interface protection and Secure Device Provisioning
are not supported in a Cloud Setup. Also, SMS PASSCODE Windows Logon Protection supports Cloud
Setup only for Windows versions newer than Windows 7 / Windows Server 2008 R2.
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11.2 Cloud Setup

This section illustrates a Cloud Setup of SMS PASSCODE. In this case, RADIUS Protection and

AD FS Protectionisconf i gured to communicate directly
SMS PASSCODE core components are installed in this case:
LAN DMZ Internet
Firewall Firewall

TCP 443 (SSL)

RADIUS Server
MS NPS
SMS PASSCODE RADIUS Protection

TCP 443 (SSL)

RADIUS client

\

MS AD FS Server
SMS PASSCODE AD FS Protection

Web Application Proxy
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11.3 On-premise Single Server Installation

The simplest form of an On-premise (or Hybrid) SMS PASSCODE installation is to install all
required components on a single server. The following (required) components must always be

installed during this type of installation:

1 Database Service

1 Web Administration Interface

1 Authentication Backend Service
1 Transmitter Service

The remaining components are optional.

LAN

S~

User Store (AD)

User Sync.

Modem(s) (optional)

(optional)
()

serial

SMS PASSCODE Server

User Sync. and
cloud authentication
(optional, hybrid setup)

Firewall

INTERNET

e

Server can optionally
be placed inDMZ

SMS PASSCODE Database Service

SMS PASSCODE Web Administration Interface

SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service

SMS PASSCODE Self Service Website (optional)

SMS PASSCODE Password Reset (optional)

SMS PASSCODE Citrix Web Interface Protection (optional)
SMS PASSCODE RADIUS Protection (optional)

SMS PASSCODE AD FS Protection (optional)

SMS PASSCODE IIS Website Protection (optional)
SMS PASSCODE Windows Logon Protection (optional)
SMS PASSCODE Secure Device Provisioning (optional)

=4 =4 -8 -8 _-8_-9_9_°a_-9._-2°_-93._-2°
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11.4 RADIUS Clients

In this section, an on-premise (or hybrid) installation example is shown with SMS PASSCODE
being used for RADIUS authentication. Whereas a possibility is to install all necessary SMS
PASSCODE components on the RADIUS server itself, the example below illustrates another
scenario where the RADIUS Protection component is installed on the RADIUS server and the
remaining components are installed on a separate server:

LAN Internet

SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface
_ SMS PASSCODE Authentication Backend Service
Modem(s) (optional) | 5\1S5 pASSCODE Transmitter Service

) SMS PASSCODE Self-service Website (optional)

User Sync. and
cloud authentication
(optional, hybrid setup)

User Sync. SMS PASSCODE Server

(optional)

Cisco VPN
Client

Cisco

TCP 8988

User Store (AD)

Juniper

Radius
UDP 1812
UDP 1645

Juniper

Radius
UDP 1812
UDP 1645

RADIUS Server
MS NPS
SMS PASSCODE RADIUS Protection

|
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For failover reasons it would be better to have several Authentication Backend Service and
Transmitter Service components installed, to ensure that if any Authentication Backend
Service would become unavailable for some reason, then the RADIUS server can communicate
with another one. In addition, each Authentication Backend Service instance will automatically

perform intelligent load balancing and failover between all available Transmitter Services,

according to the Dispatch Policies, that you define. You can install as many Authentication
Backend Services and Transmitter Services as you like. The example below illustrates the usage

of two instances of each:

LAN

Modem(s) (optional)

TCP 8988
TCP 8989

SMS PASSCODE Failover server
SMS PASSCODE Authentication Backend Service

SMS PASSCODE Transmitter Service

Modem(s) (optional)

TCP 8988

TCP 8989 e

TCP 9090

Internet

Cloud authentication
(optional, hybrid setup)

SMS PASSCODE Database Server
SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface
SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service
SMS PASSCODE Self-service Website (optional)

User Sync.
(optional)

TCP 8988

Radius
UDP 1812
UDP 1645

User Store (AD) RADIUS Server
MS NPS
SMS PASSCODE RADIUS Protection

User Sync. and
cloud authentication
(optional, hybrid setup)

RADIUS client(s)
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For further failover, you could additionally decide to deploy several RADIUS severs, each with
SMS PASSCODE RADIUS Protection.

11.5 Enterprise Setup

SMS PASSCODE supports enterprise environments with 24x7 uptime demands. This is achieved
by supporting failover on all levels of the SMS PASSCODE infrastructure:

T

Failover on the database level:

The Database Service continuously pushes all data changes to all Authentication Backend
Services. All data is cached locally which means that all Authentication Backend Services
have access to all data even in case the Database Service becomes unavailable®?,

Failover on the Transmitter service level:

Each Authentication Backend Service continuously monitors all Transmitter Services and
ensures an intelligent load balancing of all message requests between all available
Transmitter Services. The failover/load balancing algorithm is customizable using Dispatch
Policies. Using these policies, it is possible to define in detail, how incoming message
requests should be distributed according to customizable Dispatch Policy Rules. Please
refer to section 17.18 (page 271) for more information regarding this.

Failover on the modem level:

Up to 32 modems can be connected to each Transmitter Service in a modem pool. The
Authentication Backend Services ensure intelligent load balancing between all available
modems across Transmitter Services. In case a modem becomes unavailable, requests are
automatically redirected to other modems in the modem pool. By using SIM cards of
different telco operators, you can even achieve failover on the operator level.

Failover on the message dispatching level:

If you have users that cannot receive one-time-passcodes (OTPs) by SMS, you can define
policies to allow authentication by other means (e.g. send OTPs by email, voice calls or
SMS PASSCODE Mobile app, or enable push authentication, or allow authentication using
hardware tokens, software tokens or time-constrained personal passcodes).

Failover on the authentication client level:

Each SMS PASSCODE Authentication client can be configured to redirect its requests to a
prioritized list of Authentication Backend Services. If any of the listed services becomes
unavailable, then requests are automatically redirected to the services being available.
Please notice that the list of services can be changed on-the-fly during operation without
any downtime.

For optimal failover, your SMS PASSCODE On-premise (or Hybrid) installation should include:

At least two Authentication Backend Services.

At least two Transmitter Services.

At least two different dispatch mechanisms assigned to every Transmitter Service (e.g. two
modems, or 1 modem and 1 Dispatch Connector allowing message requests to be
forwarded to an external message provider). In a Hybrid Setup, one dispatch mechanism

13 The only exception to this is that the database must be running, in order for OATH token authentication to
succeed.
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mi ght be

sufficient, as you wil!/ t hen

and the on-premise Transmitter Service.
1 Each SMS PASSCODE Authentication client should redirect requests to at least two
Authentication Backend Services.

The following diagram illustrates an example of a minimum setup for optimal failover. In practice,
you would most probably consolidate the four servers running Authentication Backend Service
and Transmitter Service on two servers, since an Authentication Backend Service and a
Transmitter Service may run on the same server.

User Store (AD)

SMS PASSCODE Database Server
‘\\ SMS PASSCODE Database Service
. User Sync. ° SMS PASSCODE Web Ad mlnlstrathn .
=z (optional) § SMS PASSCODE Self Service Web Site (optional)
S

‘TC P 9090

TCP 8988

Load Balancing Server 1
SMS PASSCODE
Authentication Backend
Service

TCP 8988 ?

Modems

Modems

TCP 8988 TCP 8989

Message Gateway Server 1
SMS PASSCODE
Transmitter Service

Message Gateway Server 2
SMS PASSCODE
Transmitter Service

Load Balancing Server 2
SMS PASSCODE
Authentication Backend
Service

*TCP 8988

SMS PASSCODE
Authentication Client

al

SMS PASSCODE
Authentication Client

have
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11.6 Total Distribution

In this section, a last installation example is shown. This example illustrates how it is possible to
distribute all components on separate servers, during an On-premise (or Hybrid) setup:

Modems
LAN . DMZ
SMS PASSCODE Database Server
SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface .
Firewall
g 3 e
1<) o ~
- P — o s
USer Sync. ()~ 3 ¥ %,
(optional) . w 6‘4?6‘47
' TCP 9091 Message Gateway Servers 6‘,?70,%‘
SMS PASSCODE Transmitter Service S
TCP 8989 /\ \"oo%,
2,5
T\ (S
\ 4 ‘70
0 % Y
2, &
\ ) ‘S‘Q )
Q,%% NS A S %
<L 2 Yon, %
7% C.
© o % &
@ 3 /\ OO&/\Q %
o)
User Store (AD) % g < % .‘9’0
= NS %, 2%,
S8y, @ 5.9
o D+ S T8
' ™ AN % Ve
' Load Balancing Servers w % q®°6/ "»o%,
- ‘\\ SMS PASSCODE N )
(optional) Co o 6,0, % A
. ° Authentication Backend Service 4,/ O@"O o,)
loe el TCP 8988 "q;o 8
\‘\\ 6‘% % /z'e,
Web Server (lIS) o 17/47 ’),o %
SMS PASSCODE Self-service Website S %, Sa *&o .
X %, o e ()
Y, XY Ly %
s 0%
% % 00
o, & oy
S
%
o’%
g
e J
RADIUS Server RADIUS client
MS NPS
SMS PASSCODE RADIUS Protection
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12 PRE-INSTALLATION ACTIONS

This section describes the actions to perform BEFORE running the SMS PASSCODE installation
program. Please read this section carefully.

12.1 Check SIM Cards

This section only applies for On-premise and Hybrid Setups, and only if you are using GSM
modems with SIM cards for message transmission. In this case, please ensure that all SIM cards
are working correctly.

The procedure for checking a SIM card is described below. It is recommended to perform the
check at the location where the GSM modem, for which the SIM card is intended, is located.

For each SIM card, perform the following actions:

Insert the SIM card into a cell phone.

Enter PIN code if the SIM card requires this.

Wait until the cell phone has been registered on the mobile network.

Enter a new SMS and send it to another cell phone. Check that the transmission succeeds
and that the SMS is received correctly on the other cell phone.

N =

If the above check is not successful, it is usually caused by one of the following:

1 The SIM card is not active or has been closed: Contact your cell phone operator and
request activation of the SIM card.
9 Thereis no GSM coverage at the location in question: You have the following
possibilities in this case:
0 Move the server together with the GSM modem(s) to another location
0 Lengthen the antenna of the modem (e.g. to the roof of the building)
o0 Move the GSM modem(s) to another location by installing the Transmitter Service
on another server at a different location
0 Move the GSM modem(s) to another location by connecting them to a serial port
server (e.g. Moxa NPort) connected to the network

For further information regarding external modem antennas or serial port servers please contact
your SMS PASSCODE reseller.
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12.2 Check System Requirements

Before running an SMS PASSCODE installation, please make sure that all system requirements
are fulfilled for the components that you are planning to install. System requirements are listed in
section 10 (page 31).

Please remember:

M Citrix Web Interface Protection
If you are planning to install the Citrix Web Interface Protection component, then a
supported version of Citrix Web Interface must be installed on the Citrix Web Interface
server beforehand and at least one Citrix Web Interface must have been published.

i RADIUS Protection
If you are planning to install the RADIUS Protection component, then the Network Policy
Server (NPS) role must be added to the relevant server beforehand. Installation of NPS is
described in section 12.2.1 (page 55)

1 AD FS Protection
If you are planning to install the AD FS Protection component, then the AD FS server role
must be installed on the relevant server beforehand. It is also recommended to configure
any (cloud) applications beforehand and ensure that standard AD FS authentication works
without SMS PASSCODE. For more details, please read section 25.3 (page 400).

1 IS Website Protection
If you are planning to install the 1IS Website Protection component, please ensure that the
applications that are going to be protected are working correctly with standard
authentication beforehand. Read section 25.4 (page 407) for more details regarding the 1S
Website Protection component.

1 Microsoft Remote Desktop Services Protection
If you are planning to protect Microsoft Remote Desktop Services, please notice that there
are several ways to achieve this:

0 Windows Server 2008 R2 / 2012 R2 / 2016 / 2019: Either protect the RD Web
Access Site using the SMS PASSCODE 1IS Website Protection component (cf.
section 12.2.2, page 55), or protect each RD Session Host using the SMS
PASSCODE Windows Logon Protection component (cf. section 12.2.3, page 62).

0 Windows Server 2012: Protect each RD Session Host using the SMS PASSCODE
Windows Logon Protection component (cf. section 12.2.3, page 62).

9 Secure Device Provisioning
If you are planning to install SMS PASSCODE Secure Device Provisioning, then it is
important to read section 24.2 (page 364) before performing such installation.
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12.2.1 Installation of NPS

This section describes how to install the Microsoft Network Policy Server (NPS) role on a Windows
Server. You only need to install NPS if you are planning to install the SMS PASSCODE RADIUS
Protection component on this server.

Windows Server 2008 R2

To install NPS on a Windows Server 2008 R2, please use the Server Manager or run the following
command in a command prompt:

ServerManagerCmd -i NPAS Policy - Server

Administrator: Command Prompt

C:=wrzerverManagerCnd —i HPAS-Policy—Server

Start Installation...
[Installation] Succeeded: [Metwork Policy and Access Serwices] Metwork Policy Se

ruer.
<1@88.188>
Success: Installation succeeded.

Cin>

Windows Server 2012 (R2) / 2016/ 2019

To install NPS on a Windows Server 2012 (R2) / 2016 / 2019, please use the Server Manager or
run the following command in a PowerShell console:

add - windowsfeature npas - policy - server
ey Administrator: Windows PowerShell I;Ii-

Hindows PowerShell
opyright (C> 2812 Microsoft Corporation. All rights reserved.

Success {Network Policy and Access Services. Netwo...

[PS C:sUserssAdministrator>

12.2.2 Protection of RD Web Access using IIS Website Protection

This section describes how to protect the Remote Desktop Web Access Site on a Windows Server
2008 R2 /2012 R2 /2016 / 2019.

Please note that it is mandatory to access the RD Session Host servers through an RD Gateway
when protecting access to Remote Desktop Services (RDS) using an RD Web Access Site.
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The following diagram illustrates the required infrastructure setup for performing SMS PASSCODE
authentication on an RD Web Access server:

Internal Network External Network

(4

Web Server
MS Internet Information Server (1IS)
RD Web Access + RD Gateway
SMS PASSCODE IIS
Website Protection

W
RADIUS Server
MS NPS

Firewall

&

MS RDS Session
Host Servers

SMS PASSCODE protected RD Web Access site with
multi-factor authentication performed on the Web Server

Please note:

1 The SMS PASSCODE RADIUS protection component cannot be installed on the RADIUS
server.

1 The Web Server and RADIUS server could be consolidated to a single server (installing
both NPS and IIS on the same server).
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1 The SMS PASSCODE IIS Website Protection component must be installed on the Web
Server (i.e. the RD Web Access server). You may install any other SMS PASSCODE
components on the Web Server as well.

1 Itis mandatory, that the RD Web Access site and RD Gateway site reside on the same
server.

1 Please note:

o Single sign-on in the RD Web Access site is supported.

0 Accessing RemoteApps through the RD Web Feed is not supported.

ol f the APassword Changeo feature i s enabl ec
APassword changeo si SMSPASSCODE multpfacmt ect ed by
authentication. Consequently, users will be able to change their password without a
multi-factor authentication (but are always forced to perform MFA before accessing
any RemoteApps).

o Specific for Windows Server 2012 R2 / 2016 / 2019: Only RDP Clients version 8.1
and later are supported. Access via older RDP Clients will be denied access. RDP
Client 8.1 is supported on Windows 7 SP1 and later.

In the subsections below you will find detailed instructions regarding the required setup to protect

your RD Web Access Site. In both subsections,the t er m fiWeb Server o refers
server in the network diagram above (the server with both the RD Web Access Site and RD

Gateway installed).

1 Windows Server 2008 R2: Section 12.2.2.1 (below).
1 Windows Server 2012 R2 / 2016 / 2019: Section 12.2.2.2 (page 61).

12.2.2.1 Protecting RD Web Access (Windows Server 2008 R2)

To protect the RD Web Access Site using SMS PASSCODE multi-factor authentication on a
Windows Server 2008 R2, please follow the instructions below:

1. Set up the Web Server if this has not been done yet. Il.e. install IS, RD Web Access Site
and RD Gateway on the Web Server. Do NOT install SMS PASSCODE IIS Website
Protection on the Web Server yet.

2. Test and verify that remote access (from the external network) to RemoteApps through the
RD Web Access Site works as expected (using only AD credentials for authentication). If
you are planning to use single sign-on (SSO):

a. Test and verify that SSO works as expected.

b. Itis strongly recommended, when using SSO, to update the renderscripts.js file on
the RD Web Access Site. To do this, on the server hosting the RD Web Access site
go to http://support.microsoft.com/kb/977507 and cl i ck the AFix ito
page. This will update the renderscripts.js file.

3. You are now ready to add SMS PASSCODE protection as described in the steps below.
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4. Perform the following actions on each RD Session Host server: In the Server Manager

right-click the RemoteApp Manager and select RD Gateway Settings.

E Server Manager
File  Action View Help

'i-j Remokbedpp Manager (v

‘.:-; RD Gateway Manager Add Rematedpp Programs

el oo e [ P—— Y

e »[m E <
=N Server Manager (WZKBRZRE) RemoteApp Manager (WZkER:
= 5 Roles

i. Application Server Remoteﬁ.pp Ma nag?

E.Ih Metwork Policy and Access Services RemoteApp progra

B 3 Eemote Deskiop Services ( | appear as if they aref®

pp pmgra?

Gﬁ’é RD Session Host Config! RD Session Host Server Settings
=g Remote Deskbop Service RD Gateway Settings

.
3

A

erver Ses

nectto: 4
F.dom
start liste

R itial conn?
)

.
5 Web Server (I15) Digital Signature Settin;\
&7 Features
_j Diagnostics Export Remaotelpp SEttings\
Eﬁ’j Configuration Impork Remotedpp Settings
2= Storage
= Refresh
View
Help

ngs Chana

Pl Pt et

a. Select the Custom RDP Settings tab.

RemoteApp Deployment Settings

RO Session Host Server I
Diigital Signature I Common ROF Settings

'\i\' Clients will connect throu
Wif2kBRZx64.test.dom

RO Gateway
Cugtom RDP Settings

be specified on the other tabs. These RDP settings will be used when a use
connects remotely to the RD Session Host server.

You can specify additional RDP settings, such as audio redirection, tha%

To specify custom ROP settings, type the RDP settings into the Custom RDP
settings box. You can also copy the desired RDP settings from an existing .rdp

file by using Notepad.

Custom RDP settings:

Meore about specifying custom RDP settings

0K I Cancel Apply
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b. Enter the following two lines into the Custom RDP settings textbox:

pre - authentication server address:s:https:// fqdn / rdroot
require pre - authentication:i:1

€ wh e fg@n must be replaced with the fully qualified domain name of the SSL
certificate used for publishing the RD Web Access site, and rdroot  must be
replaced with the RD Web Access URL (ARDWet

5. Now, install SMS PASSCODE IIS Website Protection on the Web Server. During the
installation, enable SMS PASSCODE protection of the RD Web Access Site:

jﬂ 5MS PASSCODE 2020 >

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

hM#-W LN e o

6. Test that SMS PASSCODE authentication works as expected.

This completes the procedure for protecting the RD Web Access Site on a Windows Server 2008
R2, using SMS PASSCODE multi-factor authentication. If you are using the Remote Desktop
feature in the RD Web Access Site, then please read the following subsection.
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12.2.2.1.1 Protection of RD Web Desktops using IS Website Protection

On a Windows Server 2008 R2, if you have protected the RD Web Access Site using SMS
PASSCODE IIS Website Protection as described in the previous section, and you are making use
of the RD Web Remote Desktop feature (accessing full desktops of internal machines through the
RD Gateway) é

E&-{{ Remote Desktop Services Default Connection

RemoteApp and Desktop Connection

RemoteApp Programs Remote Desktop d——

Enter the name of the remote cormputer that you want to connect to, specify options, and then click Connect.

Connection options

Connect to: I

Remote desktop size: I Full screen j

e bad 2h i st

Options > = | Connect |

Wttty et ol G oy sl ontll sl

€t hen pl ease musttcenpletd sbnaetaddiyiamal steps to make access to the Remote
Desktops work with SMS PASSCODE multi-factor authentication. Please follow the procedure
below, performing the specified actions on the server hosting the RD Web Access Site:

1. Make a backup of the following file:
C:\ Windows\ Welh RDWeben- US desktops.asp X

2. Now edit the original desktops.aspx f il e, and search for the
Replace the I ineé
RDPstr += "authentication level:i:2 \'n"
éwith the following two | inest¢é
RDPstr += "require pre - authentication:i:1 \n";
RDPstr +="pre - authentic ation server address: s: https://  fgdn/rdroot  \ n";

...where fgdn must be replaced with the fully qualified domain name of the SSL certificate
used for publishing the RD Web Access site, and rdroot  must be replaced with the RD
Web Access URL (ARDWebo by default).

3. Save the changes to the desktops.aspx file.

4. Test that Remote Desktops can be accessed through the SMS PASSCODE protected RD
Web Access Site.
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12.2.2.2 Protecting RD Web Access (Windows Server 2012 R2 /2016 / 2019)

To protect the RD Web Access Site using SMS PASSCODE multi-factor authentication on a
Windows Server 2012 R2 / 2016 / 2019, please follow the instructions below:

1. Set up the Web Server if this has not been done yet. |.e. install 1IS, RD Web Access Site
and RD Gateway on the Web Server. Do NOT install SMS PASSCODE IIS Website
Protection on the Web Server yet.

2. Test and verify that remote access (from the external network) to RemoteApps through the
RD Web Access Site works as expected (using only AD credentials for authentication). If
you are planning to use single sign-on (SSO), then please also test and verify that SSO
works as expected.

3. Now, install SMS PASSCODE IIS Website Protection on the Web Server. During the
installation, enable SMS PASSCODE protection of the RD Web Access Site:

jﬁ] 5MS PASSCODE 2020 et

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

Ly B WS Sy © SRS N PR r.‘_"--.-

4. Test that SMS PASSCODE authentication works as expected.
a. On Windows Server 2012 R2, if multi-factor authentication works, when accessing
the RD Web Access site, but starting RemoteApps fails with the error message é

iThis RDP File is corrupted. The remote cor
€ then please read section 28.9 (page 441) for solving this issue.

b. On Windows Server 2016 / 2019, if single sign-on (SSO) does not work, meaning
the user has to re-authenticate on the RD Session Host, then please read section
28.9 (page 441) for solving this issue.

This completes the procedure for protecting the RD Web Access Site on a Windows Server 2012
R2 /2016 / 2019, using SMS PASSCODE multi-factor authentication.
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12.2.3 Protection of RD Session Hosts using Windows Logon Protection

On Windows Server 2008 R2 / 2012 (R2) / 2016 / 2019 the RDS infrastructure can be protected
using SMS PASSCODE multi-factor authentication by installing the SMS PASSCODE Windows
Logon Protection component on each RD Session Host (i.e. every server publishing RemoteApps
and remote desktops).

The following diagram illustrates the required infrastructure setup for performing SMS PASSCODE
authentication on each RD Session Host:

Internal Network External Network

S

0

x @
Web Server

MS Internet Information Server (11S)
RD Web Access + RD Gateway

NS NS
0 0
S X
Firewall

RADIUS Server
MS NPS

&

RD Session

Host Servers
SMS PASSCODE

Windows Logon Protection

SMS PASSCODE protected RDS infrastructure with
multi-factor authentication performed on the RD Session Host servers
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Please note:

1
T

The SMS PASSCODE RADIUS protection component cannot be installed on the RADIUS
server.

The Web Server and RADIUS server could be consolidated to a single server (installing
both NPS and IIS on the same server).

The SMS PASSCODE Windows Logon Protection component must be installed on each
RD Session Host Server. You may install any other SMS PASSCODE components on
these servers as well (but this is not recommended).

SMS PASSCODE multi-factor authentication will even work, if RD Session Hosts are
published for direct external access, bypassing the RD Gateway. However, for security
reasons, this is not recommended.

Below follow detailed instructions regarding the required setup to protect your RDS infrastructure
using the SMS PASSCODE Windows Logon Protection component:

1.

2.

Set up the RDS infrastructure without installing any SMS PASSCODE components yet.

Test and verify that remote access (from the external network) to the RDS Server(s) works
as expected (using only AD credentials for authentication). Ensure to test all relevant
scenarios (relevant browser types, client types, internal/external access).

Ensure that external access is only allowed to the RD Session Hosts that you are planning
to protect using SMS PASSCODE. This is configured in the Network Resources tab in the
Resource Authorization Policy.
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4. Now install the SMS PASSCODE Windows Logon Protection component on each RD
Session Host server.

a. By default, the Remote Desktop Logon Timeout is set to 30 seconds. In case you
expect SMS PASSCODE authentications to last longer in special cases (e.g.
because of advanced Dispatch Policies with failover on expired OTPSs), then it is
recommended to extend the Remote Desktop Logon Timeout accordingly. This
can be done in the SMS PASSCODE Configuration Tool on the Windows Logon
Protection tab, either when the Configuration Tool pops up during installation of
SMS PASSCODE Windows Logon Protection, or alternatively afterwards by starting
the Configuration Tool manually.

- SMS PASSCODE - Configuration Tool

Database Backend Network End-user IP Password Reset

Secure Device Provisioning Import/Export About
RADIUS Client Protection Windows Logon Frotection
Remote Deskiop Logon Timeout -

0 2| seconds (default = 30) lfe——
» | @Mam R ASSOO DRt el o el cpdbl RDR Atz gt b I .

Please note, that you must restart the RD Session Host before a new value of the
Remote Desktop Logon Timeout setting takes effect.

5. If you would like to disable SMS PASSCODE multi-factor authentication for clients
accessing the RD Session Hosts from the internal network (LAN), you have several options
for this:

a. Only require multi-factor authentication for requests originating from the RD
Gateway. This can be configured using Authentication Policies by setting up a filter
on the IP address of the RD Gateway. Please refer to section 17.8, page 193, for
more details regarding Authentication Palicies.

b. Create an additional RDP Listener on the relevant RD Session Host and configure
the RD Gateway to use one of the RDP Listeners, and internal access to use the
other RDP Listener. Configure SMS PASSCODE to apply multi-factor authentication
only for the RDP Listener used by the RD Gateway. Please read section 25.5.3,
page 416, for more details how to set up and configure RDP Listener exclusion.

12.2.4 Protection of VDI Infrastructures

If you want to protect access to virtual machines in a VDI infrastructure using SMS PASSCODE
multi-factor authentication, you can install SMS PASSCODE Windows Logon Protection on each
virtual desktop host.

You can run the SMS PASSCODE Configuration Tool with command line arguments to distribute
any necessary SMS PASSCODE settings to all virtual desktop hosts (please read section 26.3,
page 428, for more details).
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13 UPGRADE

You can upgrade the following versions of SMS PASSCODE directly to version 2020 SP1.:

SMS PASSCODE 9.0
SMS PASSCODE 9.0 SP1
SMS PASSCODE 9.0 SP2
SMS PASSCODE 2018
SMS PASSCODE 2020

=A =4 =4 =8 =4

To perform an upgrade, just run the SMS PASSCODE 2020 SP1 installation| i k e dmei Fi r st
i nst al If aettionold).dDo fiot uninstall any previous version of SMS PASSCODE before

installing version 2020 SP1. The installation package will automatically upgrade the previous

version and convert the database as needed.

In case of an On-premise or Hybrid Setup, you must obtain a new license key, before starting the
upgrade unless you are upgrading from SMS PASSCODE 2020. In case of version 2020, license
keys are compatible with 2020 SP1 version.

When upgrading, you must upgrade SMS PASSCODE on all servers containing any SMS
PASSCODE components (both core components and authentication clients).

After a successful upgrade, you should consider the impact of new features in SMS PASSCODE
2020 SP1, and whether you need to do some manual configurations. Relevant considerations are
described in the next section.

13.1 Upgrade Considerations

If you are upgrading from SMS PASSCODE version 2018 or 2020, the upgrade is straight-forward.
Please take into account, that SMS PASSCODE TMG Website Protection is not supported
anymore. After the upgrade, you can optionally decide, whether you want to enable a Hybrid
Setup,enablingl nt el | i TrustE cl oud s &n3vipagell®eat ures (cf.

However, if you are upgrading from SMS PASSCODE version 9.x, then there are a number of
additional considerations to take into account that were introduced since SMS PASSCODE 2018.
The following sub-sections summarize these considerations.

13.1.1 Email and Dispatch Plugins Always Allowed for Dispatching

In SMS PASSCODE 9.x, notifications could always be sent via Email Connectors (SMTP) or
Dispatch Connectors (Dispatch Plugin Modules), whereas OTP messages were only allowed to be
transmitted by SMS via local modems, unless explicitly permitted to be transmitted otherwise in the
general settings. It meant, that by default, Dispatch Policy rules referring to Email Connectors or
Dispatch Connectors were previously skipped, when transmitting OTP messages.
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For improved convenience, both notifications and OTP messages can now always be transmitted
using any dispatch mechanism. You can still create distinct Dispatch Policies, in case you want
notifications and OTP messages to be transmitted differently. And every type of notification can be
assigned to a specific Dispatch Policy.

If you had previously NOT allowed OTP messages to be transmitted via Email Connectors or
Dispatch Connectors, then you should carefully evaluate, whether any of your existing Dispatch
Policies will now use such mechanisms for OTP message transmission (as no Dispatch Policy
rules are skipped anymore due to the type of transmission).

13.1.2 Default Dispatch Connector

The system now automatically creates a default Dispatch Connector for the SMS PASSCODE
Cloud Service. This default Dispatch Connector does NOT occupy a dispatch license.

If you had previously created your own Dispatch Connector for the same purpose, then you can
proceed as follows to free up a dispatch license:

T On the previously created Dispatch Connector,
which Dispatch Policy rules it is in use.

1 On every such Dispatch Policy rule, change the dispatch mechanism to use the default
dispatch connector.

T Now, AReferencesd on the previously created Di
in use anywhere, anymore. It is therefore safe to delete it, to free up a dispatch license.

13.1.3 New Behavior for Dispatch Policies

In SMS PASSCODE 9.x, the last rule of every Dispatch Policy had a fixed behavior, and you could
not delete this rule. Now, this rule is editable just as every other rule of a Dispatch Policy.

During the upgrade, al/|l i f iexueslwith thelsame behaviores convert
previously. It means, that your Dispatch Policies will behave as before. However, it is

recommended to evaluate all your Dispatch Policies and consider, whether you want to adapt the

rule sequence, now that you can edit the last rule as well.

13.1.4 Secure Device Provisioning

If you are upgrading the Secure Device Provisioning feature from SMS PASSCODE 9.x, please
consider, that this component was redesigned considerably since SMS PASSCODE 2018. You
should carefully plan the consequences of the following:

T AConfigurable workflowsd are not supported any
T AAuamproval 6 of ActiveSync devices is not supp

Please read section 24 (page 363) for more details on the redesigned Secure Device Provisioning
feature.

13.1.5 IIS Website Protection

In SMS PASSCODE 9.x, any IS websites NOT listed in the configuration file (config.xml) of the
SMS PASSCODE IIS Website Protection component were automatically protected with SMS
PASSCODE multi-factor authentication. Starting from SMS PASSCODE 2018, any website NOT
listed in the configuration file is not protected with SMS PASSCODE multi-factor authentication
anymore. Instead, ordinary access is granted.
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In SMS PASSCODE 2020 SP1 IIS Website protection has been changed to use native HTTP
module instead of ISAPI filter.

Therefore, please verify that all websites present in the 1IS on a server where SMS PASSCODE IIS
Website Protection has been upgraded, are protected by SMS PASSCODE as expected.

14 FIRST-TIME INSTALLATION

To install SMS PASSCODE, you must complete three steps:

1. Install local hardware, if needed (section 14.1, page 67).
2. Install software (section 14.2, page 67).
3. Configure SMS PASSCODE (section 16, page 95).

These three steps are described in the specified sections.

14.1 Installation of Hardware

If you have acquired any modem hardware for handling message transmissions, then it is
recommended to connect all such hardware to your servers, before starting the installation of the
SMS PASSCODE software. You can request an up-to-date list of supported hardware from
support@entrustdatacard.com.

14.2 Installation of Software

This section describes the procedure for installing the SMS PASSCODE software.

As explained in section 8 (page 24), SMS PASSCODE is composed of several software
components. You can install each component by itself or together with other SMS PASSCODE
components on a machine. You have complete control of how to distribute the components on
several machines.

A valid On-premise or Hybrid Setup must fulfill the following requirements:

1 A single Database Service must be installed on a server.

1 A single Web Administration interface must be installed on the same server as the
Database Service.

1 Atleast one Authentication Backend Service must be installed on a server.
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Additionally, an On-premise service must also fulfill the requirements below, whereas a Hybrid
Setup does not need to, but it is recommended:

T
T

At least one Transmitter Service must be installed on a server.

At least one modem, Email Connector or Dispatch Connector must be connected to a
Transmitter Service, to handle message transmissions. A Default Dispatch Connector is
automatically created during installation. This Default Dispatch Connector ensures that
message delivery works out-of-the-box. For subscription and trial customers, out-of-the-box
message delivery is SMS-based, via the SMS PASSCODE Cloud Service; for other
customers, out-of-the-box message delivery is performed using the SMS PASSCODE
Mobile app.

The procedure for an SMS PASSCODE installation is to run the installation package on each
involved machine and select the components to be installed on this machine. The recommended
order of actions for an On-premise or Hybrid Setup is:

1.

First, install the Database Service component on a server (the database server). If other
SMS PASSCODE components are planned to be installed on the same server, then also
include these components during this installation. It is mandatory to include the Web
Administration interface component.

Configure SMS PASSCODE using the Web Administration Interface (cf. section 17). At
this time, you should already create all planned Authentication Backend Service hosts,
Transmitter Service hosts, and dispatch mechanisms (modems, Email Connectors and/or
Dispatch Connectors) in the database.

Now install the Authentication Backend Service component on all those servers where
this component is planned for installation. If other SMS PASSCODE components are
planned to be installed on some of these servers, then also include these components
during installation. Please note: In case you have already installed the Authentication
Backend Service component on a server during step 1, do not run the installation again on
that server.

Now install the Transmitter Service component on all those servers where this component
is planned for installation. If other SMS PASSCODE components are planned to be
installed on some of these servers, then also include these components during installation.
Please note: In case you have already installed the Transmitter Service component on a
server during step 1 or 3, do not run the installation again on that server.

Finally install SMS PASSCODE Authentication clients on the machines where these are
planned for installation.

Please note: In case you have already installed some of these components during step 1, 3
or 4, do not run the installation again on those machines.

The procedure for a Cloud Setup is much simpler. In this case, only step 5 above is required (as
steps 1-4 can be skipped, because no SMS PASSCODE core components are involved).
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The actions for installing components on a machine are listed below. Please repeat these actions
on each machine being part of the SMS PASSCODE installation.

1. Log on to the machine using a user account with local administrator rights.

2. Copy SmsPasscode-2020-SP1-x86.exe (32-bit) or SmsPasscode-2020-SP1-x64.exe
(64-bit) to a local path on the machine.

3. Start the installation by double-clicking the setup file:
SmsPasscode-2020-5P1-x36.

_ SmsPasscode-2020-5P1-x64, _
exe Exe
Bdbit Installation package 32bit Installation package

or

4. A Welcome dialog appears. Click the Next button.

ﬁ 5MS PASSCODE 2020 x

Welcome to the Installshield Wizard for
SMS PASSCODE 2020

The InstallShield{R) Wizard will install SMS PASSCODE 2020 on
your computer, To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

e e © Entrust Datacard’

Pawered by InteliTrust™
= conce

(During an upgrade from an earlier version of SMS PASSCODE a
notice that an upgrade is about to occur will appear in this window)
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5. An End-User License Agreement (EULA) appears. Please read the agreement carefully. If
you accept the EULA:

a. Click on | accept the terms in the license agreement.
b. Click the Next button.

ﬁ 5MS PASSCODE 2020 et

License Agreement

Please read the following license agreement carefully

END USER LICENSE AGREEMENT FOR SMS PASSCODE SOFTWARE L]
(“Agreement™)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY

BEFORE DOWNLOADING, INSTALLING, OF. USING THE SOFTWARE (AS

DEFINED HEREIN). THESE TERMS AND CONDITIONS CONSTITUTE A LEGAL
AGREEMENT BETWEEN CUSTOMEE. AND ENTRUST DATACARD (AS SUCH

TERMS ARE DEFINED HEREIN). THIS SOFTWARE IS PROTECTED BY

COPYRIGHT LAWS AND INTERNATIONAL COPYRIGHT TREATIES, AS WELL AS
OTHER INTELLECTUAL PROPERTY LAWSE AND TREATIES. IF CUSTOMER
OETAINED THIS SOFTWARE IN THE UNITED STATES, "ENTRUST DATACARD" w

._' (®) I accept the terms in the license agreement Print

{1 do not accept the terms in the license agreement

Installshield
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6. A dialog for setting the scope of the installation appears. Select one or both available
options:
a. Select Install Core Components, only in case you are planning to install any of the
components listed.
b. Select Install Authentication Client Protections, only in case you are planning to
install any of the MFA protections listed.

c. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Installation Scope

Choose the installation scope that best suits your needs

Flease select the scope of the installation.

. Install Core Components

Install ene or more core components (Database Service, Web
Administration Interface, Self-Service Wehsite, Authentication Backend
Service, Transmitter Service, PowerShell Support, Password Reset
Wehsite, Password Reset Backend Service)

. Install Authentication Client Protections

Add MFA protection to one or more authentication dients (Citrix Web
Interface Protection, RADIUS Protection, AD FS Protection, Windows
Logon Protection, IS Website Protection, Secure Device Provisioning))

InstallShield
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7. If a dialog for feature selection appears, this is where you decide which core components

are to be installed on the current machine.
a. Make your component selections.

Please note: The selections you make are not permanent. You can always run the
installation again afterwards and change your selections (cf. section 15).

b. Click the Next button.

ﬁ 5MS PASSCODE 2020

Feature Selection

Select the core program features you want installed

Click on an icon in the list below to change how a feature is installed.
Feature Description

[ER=11]sMs PASSCODE 2020
s d All components of SMS

--------- (= - | Database Service PASSCODE
--------- = - | Web Administration Interface
. _ S (= - | Authentication Backend Service
--------- = ~ | Transmitter Service
--------- ¥ | Self-service Website This feature requires 12ME an
£ % -| Password Reset your hard drive. Ithas 5of 7
i ¥ = | Password Reset Website subfeatures seleu:_ted. The
I subfeatures require 37MB on
¥ - | Password Reset Backend Ser. your hard drive.
--------- = vI PowerShell Support

£

Installshield

Help Space = Back Cancel
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8. If a dialog appears, for entering license information:
a. Click the Open license file button and select the License.txt file that was attached
to your SMS PASSCODE license email. The installer will automatically read the
license code from the license file and insert it to the License code textbox

(alternatively you can also manually copy&paste the license code from the
License.txt file).

b. Click the Next button.

I.%] SMS5 PASSCODE 2020 X

License information

Please enter your license code exactly as shown in
the license e-mail

License code:

512345678901 2345678001234 5678901 2345670901234 567800123456 78001 234557890

H Open license file

Installshield
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9. If a dialog appears, for selecting the installation folder:

a. lItis recommended to use the proposed default installation folder. In case you want

to change the path anyhow: Click the Change button and select a new path.

b. Click the Next button.

j’ﬂ 5MS PASSCODE 2020

Destination Folder

Click Mext to install to this folder, or dick Change to
install to a different folder

Install program files to:

Installshield

=

__..-/ C:\Program Files\SMS PASSCODEY H Change. ..
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10. If a dialog appears, for specifying the default prefix:

a. Specify the default prefix for phone numbers. All phone numbers without an explicit

prefix will have this prefix automatically added.
b. Click the Next button.

j‘ﬂ SMS PASSCODE 2020

Settings
Change settings, or dick Mext to use default settings

Default prefix for phone numbers: +

Installshield

=

Cancel
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11. If a dialog appears, for setting up the Web Administration Interface:

a. Itis recommended to use the proposed default path for the Web Administration
Interface installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Web
Administration Interface site. If you want to change the TCP port anyhow, e.g.
because of a port conflict with another application or another website, then enter a
different TCP port.

c. Click the Next button.

jﬁ SMS5 PASSCODE 2020 .

Web Administration Interface

Click Mext to install the Web Administration Interface with
default settings, or change settings

A new website is created in IIS containing the Administration Interface.
Flease enter the following data for this website:

Folder containing website:

/ C:\Program Files\SMS PASSCODE\Web'\Admin, Change... <_.

TCF port number for Administration Interface:

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 77 OF 441

12. If a dialog appears, for setting up the Self-service Website:

a. lItis recommended to use the proposed default path for the Self-service Website
installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Self-service
Website. If you want to change the TCP port anyhow, e.g. because of a port conflict
with another application or another website, then enter a different TCP port.

c. Click the Next button.

j‘% 5MS PASSCODE 2020 >

Self-service Website
Click Mext to install the Self-service Website with
default settings, or change settings

A new website is created in 115 containing the Self-service Website, Please
enter the following data for this website:

Folder containing website:

C:\Program Files\sMS PASSCODE W eb\SelfServicel, Change... H

TCF port number for Self-service Website:
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13. If a dialog appears, for setting up the Password Reset Website:

a. Itis recommended to use the proposed default path for the Password Reset
Website installation folder. If you want to change the path anyhow:

Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Password Reset
Website. If you want to change the TCP port anyhow, e.g. because of a port conflict
with another application or another website, then enter a different TCP port.

c. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Password Reset Website

Click Mext to install the Password Reset Website with default
settings, or change settings

A new website is created in IIS containing the Password Reset Website,
Please enter the following data for this website:

D Folder containing website:

C:'Program Files\sMS PASSCODEWeb\PasswordReset), Change. .. *_.

TCP port number for Password Reset Website:

Instansmeld

14. If a dialog for selecting Authentication Clients appears.
a. Select the protection(s) that you would like to install on this machine. Please read
section 8 (page 24) for more details on each component. You may also click the
question mark buttons in the dialog window to get more information.

Please note: The selection of Authentication Clients is NOT permanent. In case you
would like to add or remove Authentication Clients you can always run the
installation again afterwards (cf. section 15).
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b. Click the Next button.

ﬁ SMS PASSCODE 2020 x
Authentication Clients
Select the types of protection you would like to install on this server
RADIUS Protection . 7
AD FS Protection 2
II5 Website Protection ?
Windows Logon Protection ?
Citrix Web Interface Protection ?
Secure Device Provisioning (for ActiveSync) ?
Installshield
< Back Cancel
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15. If a dialog appears, for selecting the Citrix Web Interface to protect using SMS
PASSCODE:

a. Please select the physical path for the Citrix Web Interface'* to be protected by
SMS PASSCODE authentication.

b. Click the Next button.

ﬁ 5MS PASSCODE 2020 x

Citrix Web Interface selection

Click Mext to update this Citrix Web Interface or select a
different Citrix Web interface to update

.’./ Update Citrix Web Interface in this folder:

| C:Yinetpubywwwroot\Citri\¥enApp!, o

Installshield

< Back Cancel

14 The installation program only supports activation of SMS PASSCODE protection for a single Citrix Web
Interface. If you need to protect several Citrix Web Interfaces on the same server, then this is also possible.
Please contact support@entrustdatacard.com for instructions on how to do this.
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16. If a dialog appears, for selecting the scenario you would like to use for the protection of the
Citrix Web Interface with SMS PASSCODE:
a. Select one of the following three scenarios:

Disabled: Select this option to disable SMS PASSCODE authentication for
now and enable it manually afterwards (as described in section 25.1).
Standalone or Side-by-Side logon: Select this option (recommended) to
activate standard SMS PASSCODE authentication. If no other kind of multi-
factor authentication system is activated, then all users must now
authenticate using SMS PASSCODE to log on to the Citrix Web Interface 1
this is called Standalone logon. If another kind of multi-factor authentication
system is activated (e.g. RSA SecurlD® or SafeWord®), then the users can
either authenticate using SMS PASSCODE or the other authentication
system 1 this is called Side-by-Side logon.

Dual logon: Select this option if you need extra high security. If no other
kind of multi-factor authentication system is activated, then this option is
identical with option (ii). I.e. all users are authenticated using SMS
PASSCODE to log on to the Citrix Web Interface 1 this is called Standalone
logon. However, if another multi-factor authentication system is activated
(e.g. RSA SecurlD® or SafeWord®), then all users must now authenticate
both using SMS PASSCODE and the other authentication system to log on i
this is called Dual logon.

b. Click the Next button.

jﬂ 5MS PASSCODE 2020 >

Citric Web Interface - SMS PASSCODE activation

Please select the type of activation for SMS PASSCODE in
the Citrix Web Interface

(_) Disabled
Select this option, if you want to disable SM3 PASSCODE multi-factor authentication
for now, and configure it manually afterwards using the WeblInterface.conf file,

=l (® standalone or Side-by-Side logon (recommended)
Select this option, if you want to activate SMS PASSCODE multi-factor authentication in
standard logon mode for your Citrix Web Interface. In this mode SMS PASSCODE users
authenticate using SMS PASSCODE. If another multi-factor authentication system is
configured (side-by-side scenario with e.g. SafeWord® or RSA SecurlD@), then the users
of that system may login using that authentication system instead.

(") Dual logon
Select this option, if you want to activate SMS PASSCODE multi-factor authentication in
DUAL logon mode for your Citrix Web Interface. In this mode all users must authenticate
using SMS PASSCODE, and if another multi-factor authentication system (e.g. SafeWord®
or RSA SecurlD@®) is configured, then all users must ALSO authenticate using that system.

Installshield

—0
—0

—

=
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17. If a dialog appears, for configuring SMS PASSCODE protection of an OWA site:
a. Select this option if the OWA site on the server should be protected using SMS
PASSCODE authentication.

b. Select this option to allow ActiveSync clients to synchronize using the OWA site on
this server. In this case, SMS PASSCODE authentication will be disabled for
ActiveSync requests. Please maintain security by protecting the ActiveSync clients
by other means, e.g. using the SMS PASSCODE Secure Device Provisioning
component.

c. Select this option to allow ActiveSync clients to send AutoDiscover requests to the
OWA site. In this case, SMS PASSCODE authentication will be disabled for
AutoDiscover requests.

d. Select this option to allow RPC over HTTP/HTTPS connections using the OWA site
on this server. In this case, SMS PASSCODE authentication will be disabled for
RPC over HTTP/HTTPS requests. Please maintain security by protecting these
clients by other means.

e. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Protect Outlook Web Access

Protect your Outlook Web Access site using SMS PASSCODE
multi-factor authentication?

.\ An Outlook Web Access (0WA) site was discovered on this server.

-

Protect QWA using SMS PASSCODE multi-factor authentication (MFA)

Allow ActiveSync dients to synchronize withowt MFA
Allow Autodiscover dients to access the site without MFA

Allow RPC over HTTP/MHTTPS ("Outook AnyWhere™) connections without MFA

(To maintain security, please protect clients without SMS PASSCODE
multi-factor authentication by other means, e.g. using SM5 PASSCODE
Secure Device Provisioning or client certificates)

InstallShield
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18. If a dialog appears, for configuring SMS PASSCODE protection of an RD Web Access site
(only supported on Windows Server 2008 R2, 2012 R2 and 20186, cf. section 10.2, page

36):
a. Select this option if the RD Web Access site on the server should be protected

using SMS PASSCODE authentication.

b. Click the Next button.

jﬂ SMS5 PASSCODE 2020

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

Installshield

< Back Cancel
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19. If a dialog appears, for setting up the Secure Device Provisioning Website:

a. lItis recommended to use the proposed default path for the Secure Device
Provisioning Website installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Secure Device
Provisioning Website. If you want to change the TCP port anyhow, e.g. because
of a port conflict with another application or another website, then enter a different
TCP port.

c. Click the Next button.

jﬂ 5MS PASSCODE 2020 *

Secure Device Provisioning Website

Click Mext to install the Secure Device Provisioning Website
with default settings, or change settings

A new website is created in IIS containing the Secure Device Provisioning
Website, Please enter the following data for this website:

Folder containing website:

.--'/ C:'\Program Files'SMS PASSCODE\Web Provisioningy Change... H

TCF port number for Secure Device Provisioning Website:

< Back Cancel
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20. You are now ready to perform the installation according to the choices you have made.
Click the Install button.

jﬁl 5MS PASSCODE 2020 x

Ready to Install the Program
The wizard is ready to begin installation

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard,

< Back Install _ Cancel
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21. A dialog appears showing the progress of the installation...

ﬁ 5MS PASSCODE 2020 — et

Installing SMS PASSCODE 2020

Please wait while the Installshield Wizard installs SMS
PASSCODE 2020,
This may take several minutes.

SMS PASSCODE 2020

Powered by IntelliTrust™

Status: Copying new files

Installshield
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22. At some stage during the installation, the SMS PASSCODE Configuration Tool is
automatically started (except during an upgrade, because in this case the settings from the
previous installation are preserved):

- SMS PASSCODE - Configuration Tool \;li-

RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning I Import/Export I About
Database | Backend Network | EnduserIP | Password Reset

TCP ports

Channel 1 (3388 Authentication backend service

Channel 2- (3385 Transmitter service

Channel 3- (3050 Database service (read anly)

Channel 4: 3031 Database service (read/write)

Channel 5: (3388 Password reset backend service

L2 Lx 43 L3 L3

Shared secret

Password | <Type shared secret>

Verify password

Close

This tool is used, among others, for configuring the SMS PASSCODE infrastructure, i.e.
you use this tool to specify where the different SMS PASSCODE components are located
and how they should communicate with each other. You may not see all the tabs shown in
the picture above because the user interface of the SMS PASSCODE Configuration Tool
is automatically adapted according to the components installed on the current machine.
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You must now configure the SMS PASSCODE infrastructure and save the settings before
the SMS PASSCODE installation is complete. Please follow the instructions below.

On-premise or Hybrid Setup:

a.

In case you have installed Authentication Backend Service, Transmitter Service,
Self-service Website or PowerShell Support on the current machine, and the
Database Service component is not installed on the current machine, you must
specify where the database server is located. To do this, please specify the host
name of the database server in the field Database host on the Database tab:

- SMS PASSCODE - Configuration Tool
. STE Ipasscode
RADIUS Client Protection | Windows Logon Protection

Secure Device Provisioning | Import/Export | About
Database Backend | Network | EnduserIP | Password Reset
Database host

dbserver

S Y Y el P

If you have installed the Password Reset Backend Service or an SMS
PASSCODE Authentication Client on the current machine, you must specify where
Authentication Backend Services are located. These services are used to handle
authentication sessions and request message transmissions. You can specify a list
of one or more Authentication Backend Service hosts. This is configured on the
Backend tab. To specify a list of such hosts, enter the host name of the servers
running the Authentication Backend Service. Specify the host name of each
server (a) and add it to the list by clicking the Add button (b):

- SMS PASSCODE - Configuration Tool
~ srs|passcode
Password Reset | RADIUS Client Protection | Import/Export | About
Database | Backend |  Netwok |  EnduserIP

Backend infrastructure
(®) On-Premises

) Cloud

Authentication backend service hosts (in prioritized order)
Send authentication requests to these hosts: Test Connection

abs_serverd | | Add
S —

Down

> gt P A b

The authentication client will always try to locate an Authentication Backend
Service in the specified order, i.e. the order of the hosts in the list is of importance.
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In case of communication problems with the higher prioritized hosts, the
authentication client will automatically communicate with lower prioritized hosts
(failover).

c. If you have installed the SMS PASSCODE Password Reset Website on the
current machine, then you must specify where a Password Reset Backend
Service is located. To do this, please specify the host name of the PRBS server in
the field Password Reset Backend Service host on the Password Reset tab:

3 SMS PASSCODE - Configuration Tool

STB|passcode

Secure Device Provisioning | Import /Export | About
RADIUS Client Protection | Windows Logon Protection
| Backend | Networkk | EnduseriP | Password Reset

Database
Password Reset Backend Service host
prbs_host_name |

d. The Network tab lists the TCP ports used for communication between the SMS
PASSCODE components (cf. section 11.1, page 44). If some TCP port fields are
disabled and cannot be changed, this is because they are not in use by the current
machine. It is recommended to use the default TCP ports proposed. However, in
case of TCP port conflicts with other applications you may change some TCP ports
on this tab.
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Finally, you must enter a Shared Secret on the Network tab. This is a secret
password that is used for encrypting all messages exchanged between the SMS
PASSCODE components. To ensure that security is hot compromised, a password
with a minimum length of 15 characters is required. It is recommended to use
letters, digits, and special characters in the password:

SB|passcode

Secure Device Provisioning I

Import /Export | About

RADIUS Client Protection |
Database | Backend | Network

TCP ports

Channel 2: - Transmitter service

[¥]

Shared secret

Windows Logon Protection

| Enduser P | Password Reset

Channel 1: Authentication backend service

Channel 3: “ Database service (read only)
Channel 4: Database service (readwrite)
Channel 5: Password reset backend service

Password

Verify password |-"uuuuoo--umo

P Y 2 ™

e. Click the Save button.

In case a warning message appears regarding error prone entries:
Please correct all errors and click the Save button again.

f. Click the Close button. The installation will

now continue.
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Cloud Setup:

a. To switch to Cloud Setup, on the Backend tab set the Backend infrastructure to
Cloud(a). Then enter the URLowhichyouwanttbnt el | i T
connect (b). Finally, enter the IDs that uniquely identify the Application(s) of type
AiAut hent i ovithinyoarintel Prir cu tertarf that your SMS PASSCODE
Authentication Clientsmust wuse to connect to the Intell
You can either use the same IDs for all your SMS PASSCODE Protections, or
decide to use separate ones. It is only recommended to use separate ones, in case
youwisht o be able to define separate authenti
| nt el | pelf3IMS PASECODE Authentication client.

- SMS PASSCODE - Configuration Tool Hi-
' ETB|passcode
| RADIUS Client Protection | Import /Export | About
Backend | Proxy Settings | End-user IP

) On-Premises
.@:' Cloud

Intelli Trust Settings

Tenant - |m)1&narrt.u5.tn_|steda|_rth.com . Test C"””Edi"”’l
Application 1Ds

ADFS |5&Jd4fc2—254?—42€?—aada-7dﬂﬁbﬂﬁe4fﬁb

RADIUS |ﬂ3&aaﬁﬂ-ﬂc2?4&:f-525}d733efbﬂ51

Save Cancel Close

Finally, click the Test Connection button (d) to test the validity of your entries*®.

b. Click the Save button.

In case a warning message appears regarding error prone entries:
Please correct all errors and click the Save button again.

c. Click the Close button. The installation will now continue.
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23. The dialog below appears when the installation has completed. Click the Finish button.

iﬁl 5MS PASSCODE 2020 >

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SMS
PASSCODE 2020. Click Finish to exit the wizard.

Launch Web Administration Interface

™M .
SMS PASSCODE 2020 © Entrust Datacard

Powered ust

24. The installation of SMS PASSCODE is now complete on the current machine. You should
now perform any necessary configurations of this machine (cf. section 16). This is
especially important if you have just installed the Database Service and Web
Administration Interface on the current machine. In this case, you should now start the
Web Administration Interface andé

a. authorize all servers planned to run the Transmitter Service

b. authorize all servers planned to run the Authentication Backend Service

c. create modems, Email Connectors and Dispatch Connectors, as needed, in the
database.

i
]
m

25. If more machines are part of the installation: Please go back to step 1 (page 69) and follow
the same instructions for the next machine.
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14.3 Unattended Installation and Uninstallation

SMS PASSCODE has support for fully unattended installation and uninstallation.

Unattended install/uninstall support is provided by means of two PowerShell scripts, provided in
the SMS PASSCODE downl oad package in the ASilent.]

1 Install -Smspc.psl : Used for unattended install (or unattended modify of an existing
installation).
I Uinstall - Smspc.psl : Used for unattended uninstall.
To get more details on the usage of these scripts

l.e. to get full help, use the following commands (commands must be executed from within the
path, where the scripts are located):

Get-Help .\lInstall -Smspc - Full

Get-Help .\ Uninstall -Smspc - Full

Below are some examples on the usage of the PowerShell scripts:

1 Example 1: Unattended installation of the SMS PASSCODE Database Service,
Authentication Backend Service, Transmission Service, Web Administration Interface and
Self-service Website on the same server:

.\lInstall - Smspc - InstallComponent DbService,
AuthenticationBackendService, TransmitterService,WebAdmininterface,

SelfServiceWebsite - SharedSecret [ SharedSecret |
- LicenseCode [ LicenseCode ] - Action Execute

1 Example 2: Unattended installation of SMS PASSCODE RADIUS Protection only:

.\lnstall - Smspc - In stallProtection Radius - SharedSecret  [S haredSecret |
- Action Execute

1 Example 3: Unattended uninstall:

.\ Uninstall - Smspc - Action Execute

If you want to combine unattended installation with unattended configuration, then note that you
can call the SMS PASSCODE Configuration Tool from the command line to import and apply SMS
PASSCODE settings (cf. section 26.3, page 428). Additionally, you can use SMS PASSCODE
PowerShell cmdlets to automate administrator tasks (cf. section 18, page 308).
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15 ADD/REMOVE COMPONENTS

If you wish to add or remove some components from an SMS PASSCODE installation, you can
always run the SMS PASSCODE installation again i as often as you like. In this way, you can add
or remove core components and/or SMS PASSCODE Authentication Clients.

To add/remove components, simply run the SMS PASSCODE installation program again i just as
you would do during a first-time installation. You will notice that a different dialog is shown in this
case:

j‘% 5MS PASSCODE 2020 ot

Program Maintenance

Modify or remove the program

el (@) Modify

Change which program features are installed. This option displays the
ﬂ Custom Selection dialog in which you can change the way features are
installed.

D Remove
@ Remove SMS PASSCODE 2020 from your computer.,
&

Installshield

< Back Cancel

Please select Modify in this dialog and click the Next button. After this, follow the same procedure
as you did during first-time installation.
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16 POST-INSTALLATION ACTIONS

After having completed the SMS PASSCODE installation, you should perform some configurations,
before SMS PASSCODE is ready for use:

Cloud Setup:

1 Configuration of the RADIUS Protection component.
Please read section 25.2 (page 377).

1 Configuration of the AD FS Protection component.
Please read section 25.3 (page 400).

1 Configuration of the IIS Website Protection component
Please read section 25.4 (page 407)

1 Configuration of the Windows Logon Protection component
Please read section 25.5 (page 415)

On-premise or Hybrid Setup:

1) Use the Web Administration Interface for the following tasks:
a. Configuring general SMS PASSCODE settings
b. Configuring SMS PASSCODE policies
c. Maintaining SMS PASSCODE user settings
d. Maintaining the SMS PASSCODE transmission and authentication infrastructure

Please read section 17 for a detailed description of the SMS PASSCODE Web
Administration Interface.

rati c
I n case you decide to enable I ntepushi TrustE i
authentication, please read section 16.2 (page 99) for details on important configuration
actions.

2) Configuration of SMS PASSCODE Authentication Clients:
a. Configuration of the Citrix Web Interface Protection component.
Please read section 25.1 (page 376).

b. Configuration of the RADIUS Protection component.
Please read section 25.2 (page 377).
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c. Configuration of the AD FS Protection component.
Please read section 25.3 (page 400).

d. Configuration of the 1IS Website Protection component.
Please read section 25.4 (page 407).

e. Configuration of the Windows Logon Protection component.
Please read section 25.5 (page 415).

f. Configuration of the Secure Device Provisioning component.
Additional steps are required after installation of the Secure Device Provisioning
component before it is ready for use. Please read section 24 (page 363), in
particular subsection 24.2.

3) Optionally configure the SMS PASSCODE Self-service Website to use form-based
authentication.
Please read section 22.5 (page 328).

4) Complete setup of the SMS PASSCODE Password Reset Website.
Additional steps are required after installation of the PRWS component before it is ready for
use. Please read section 23.6 (page 349).

5) Complete setup of the SMS PASSCODE Password Reset Backend Service.
Additional steps are required after installation of the PRBS component before it is ready for
use. Please read section 23.7 (page 350).

Additionally, the SMS PASSCODE Configuration Tool allows you to perform various tasks, like
re-configuring the SMS PASSCODE infrastructure and changing settings for some authentication
clients. Please read section 25.5.5 (page 420) for more details regarding the configuration tool.

Finally, for enhanced security you might decide to enable location and behavior aware
authentication. Please note, that this is an advanced topic, and the related features are disabled by
default. If you are new to SMS PASSCODE, then it is recommended to get the SMS PASSCODE
system up and running first, without location and behavior aware authentication enabled. Then
afterwards, study the features related to location and behavior aware authentication and consider,
whether and how to make use of them. The following subsection introduces the concept of location
and behavior aware authentication and gives you an overview regarding the possibilities.

16.1 Overview: Location and Behavior Aware Authentication

SMS PASSCODE contains patented technology that optionally lets you enable advanced features
for even stronger security. The common term for these features is location and behavior aware
authentication. This section explains the purpose of these features. Please note that these
advanced features are disabled by default, thereby ensuring that the SMS PASSCODE system
works out-of-the-box without the necessity to get familiar with the advanced settings, before you
decide to.
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Location and behavior aware authentication actually refers to two different, but related features that
can enhance security during authentication attempts:

9 Location aware authentication: Refers to the fact that the SMS PASSCODE system can
determine facts about the location, from which a user is attempting to perform a login.
These facts are determined from the end-user® IP address. Currently the SMS
PASSCODE system can determine the country of the IP address and the name of the
organization owning the IP address.

1 Behavior aware authentication: Refers to the fact that the SMS PASSCODE system can
remember the history of earlier used end-user IP addresses and thereby identify whether
new logon attempts comply with earlier behavior or not.

The pre-requisites for using location and behavior aware authentication are:

1 The SMS PASSCODE authentication client used must support location and behavior aware
authentication. Please check the requirements in section 10.1 (page 35).

1 Collection of end-user IP addresses must have been enabled for the authentication client(s)
in question. This is configured using the SMS PASSCODE Configuration Tool (cf. section
26.2, page 424).

1 The setting Geo IP and IP history must have been enabled on the General Settings page
of the SMS PASSCODE Web Administration interface (cf. section 17.3.1, page 109).

When these pre-requisites are fulfilled, a lot of additional features and possibilities for
customization become available. In that case, you should understand the following concepts and
terms:

1 User IP History
The SMS PASSCODE system will start recording an individual history of IP addresses used
during authentication attempts by each user.

The User IP History feature is described in more detail in 17.10.2 (page 247).

1 IP Trust Level
Eachend-user | P addr e s sUsériPdHisterdis dssigned a Trisstdevél.sThis
level is zero initially but can be configured to increase on each successful multi-factor
authentication completed from the IP address. By default, the Trust Level increases by 1 on
each successful multi-factor authentication, but this is customizable using the
Authentication Policy assigned to the user. If you do not wish to make use of behavior
aware authentication, then you should configure the Authentication Policy NOT to increase
the Trust Level.

9 Trusted IP address
An IP address is treated as a Trusted IP when its Trust Level has reached a specific value,
called the Trust Level Threshold. This threshold is defined by the Authentication Policy
assigned to the user. An IP address is treated as Non-Trusted, until it becomes Trusted.

1 Passcode Policy
Using Passcode Policies, you may define the exact content to be shown in the passcode
messages sent to users during SMS PASSCODE multi-factor authentication. For example,
you may define whether location specific information should be shown in the messages
(country and/or organization). This is the location aware part. Additionally, Passcode
Policies let you define distinct message content for authentication requests originating from
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Trusted or Non-Trusted end-user IP addresses, respectively. This is the behavior aware
part. All in all this makes more contextual information available for users during
authentication, thereby giving them the chance to become alerted in case of any
irregularities.

Passcode Policies are described in more detail in section 17.7 (page 184).

i Learning mode
Learning mode is an optional feature that lets you define an initial temporary period where
specific message content is shown in the passcode messages sent to a user. This allows
you to override the message content for an initial period, until the system has become
aware of Trusted and Non-Trusted IP addresses of the user. Learning Mode is configured
on the Authentication Policy assigned to the user.

1 Authentication Policy
As stated above, Authentication Policies allow you to define Trust Level Threshold,
increase of IP address Trust Level during authentications, and Learning Mode activation.
Additionally, Authentication Policies allow you to customize the authentication behavior
itself using Authentication Rules, thereby making authentications location and behavior
aware. An example could be to deny authentications from specific locations. Additionally,
Authentication Policies allow you to override the effective Dispatch Policy and Passcode
Policy to use depending on the actual authentication context. This is also called adaptive
message dispatching.

Authentication Policies are described in more detail in section 17.8 (page 193).
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162 Overview: IntelliTrustE Integration
SMS PASSCODE allows you optionallytoint egr ate with the Intelli Trust

allows you to utilize additional cloud authentication mechanisms. Among others it provides push
authentication, and a risk-based authentication engine. Please read section 3 for more details on

the IntelliTrustE cloud service.
The required steps for enabling IntelliTrustE aut
Hybrid Setup:

1. Enabl e I ntell i Tr usGeneraliSettingsgpage of the Web ddministiaten

I nterface, thereby connecting your SMS PASSCOD
tenant (cf. section 17.3.4.1, page 119).

2. Verify that all SMS PASSCODE usersaresynchroni zed successfully t
tenant (see section 17.10.6, page 252).

33.Log in to the IntelliTrustE tenant, and config
a. Create an application of type Authentication API. You can use this guide:

https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Resource
s%2FManaging API Integrations%2FAdd Authentication APl application to Intell

iTrust.htm

b. Add a Resource Rule to the Application created above, that defines the
authentication behavior according to your needs. For more information, see:

https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Security
%2FEnter resource rule general settings.htm

In the Resource Rule, set the First Factor to External Password, to allow SMS

PASSCODE to perform password validation. If you optionally want to bypass multi-

factor authenticationi n s ome cases, e. g. in the ALow R
all checkboxes in the Second Factors list.

4. Configure via your SMS PASSCODE Authentication Policies when to make use of
I ntelli Tr ust Eseasedidn&7msi2b, page 204).n  (
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17 WEB ADMINISTRATION INTERFACE

The SMS PASSCODE Web Administration Interface (WAI) provides a graphical user interface,
where you can:

1 Configure SMS PASSCODE settings
o General settings
0 License information
1 Configure SMS PASSCODE policies
0 User Integration Policies
0 User Group Palicies
0 Authentication Policies
o0 Passcode Policies
o Dispatch Policies
0 Token Policies
Maintain SMS PASSCODE user settings
Maintain hosts
0 Maintain Authentication Backend Service hosts
0 Maintain Transmitter Service hosts
1 Maintain SMS PASSCODE transmission settings
0 Maintain message dispatchers
(Modems, Email Connectors, Dispatch Connectors)
o Maintain modem groups
1 Monitor current and past authentication attempts
1 Monitor status of all modems

= =4

In the following subsections, WAI is used as a shorthand for Web Administration Interface, and
WAI server designates the server on which WAI is installed.

By default, only members of the Administrators group have permissions to access the WAI. Non-
administrators can be granted permission to access the WAI by adding them to the local Windows
user groupSGCMBE ARABI n iFwthermare, distiscbpermissions within the WAI
can be assigned to different administrator roles (cf. section 20 for more details on this).

Please note, that many administrator tasks can also be performed using PowerShell scripts, which
can for example be advantageous in case of automation. PowerShell support is described in
section 18 (page 308).
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17.1 Starting the Web Administration Interface

You can start the WAI in three different ways:

1. You can start the WAI using a shortcut created on the desktop of the WAI server:

Computer

PASSCO...

o

2. You can start the WAI using the shortcut Web Admin created in the SMS PASSCODE
folder in the Windows Start Menu of the WAI server.

3. The WAI is also available from any computer on the network using a web browser if this
computer can connect to the WAI server on TCP port 2000, Connect to the WAI using
the URL http://ip-address:2000, where ip-address is the IP address of the WAI server. By
default, only administrators of the WAI server have access to the WAI using a web

browser.

The following user interface is shown on the first startup of the WAI:

Users > Maintain Users
Maintain Users

Add new user...

| select columns | | Set filter

h E YW TR Ve

B i e B o

16 Port 2000 is the default TCP port for the Web Administration Interface. The port may be changed during
installation.
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The left part of the user interface is a navigation menu. Please notice, that this navigation menu is
dynamically adapted according to the different data and settings in the WAI, and according to role-
based permissions (cf. section 20).

The complete list of possible menu items is:

Users

T

Maintain users
Maintain SMS PASSCODE users, i.e. create, edit and delete users.
Please read section 17.10 (page 234) for details.

1 Import users
Import SMS PASSCODE users from a comma-separated file.
Please read section 17.11 (page 253) for details.
Policies
9 User Integration Policies

Maintain policies for automatic synchronization of SMS PASSCODE users from one or
more Active Directories or other types of LDAP directories. This menu item is only
available, when User Store Integration has been enabled in the general settings. Please
read section 17.5 (page 126) for details.

User Group Policies
Maintain user settings on a user group basis.
Please read section 17.6 (page 156) for details.

Authentication Policies
Maintain policies and rules affecting user authentication behavior.
Please read section 17.8 (page 193) for details.

Passcode Policies

Maintain passcode specific settings, like passcode length, composition and lifetime; and
maintain passcode message templates using the MessageDesigner.

Please read section 17.7 (page 184) for details.

Dispatch Policies
Maintain policies and rules for message transmission load distribution and failover.
Please read section 17.18 (page 271) for details.

Token Policies

Maintain policies describing the types of tokens allowed in your organization. This menu
item is only available when token authentication has been allowed in the general settings.
Please read section 17.9 (page 221) for details.
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Hosts

1

Authentication Backend Service Hosts
Maintain Authentication Backend Service hosts, e.g. authorize new Authentication Backend
Service hosts. Please read section 17.13 (page 258) for details.

Transmitter Hosts
Maintain Transmitter servers, e.g. authorize new Transmitter Service hosts.
Please read section 17.12 (page 255) for details.

Transmission

1

Modems
Maintain modem settings. Please read section 17.14 (page 261) for details.

Modem Groups
Maintain modem groups, which are used by Dispatch Policies.
Please read section 17.17 (page 269) for details.

Email Connectors
Maintain settings for email dispatching.
Please read section 17.15 (page 263) for details.

Dispatch Connectors

Maintain settings for message dispatching using plugin modules. Plugin modules allow
alternative message dispatching mechanisms, like SMS and voice call using external web
services, and to connect to the SMS PASSCODE Cloud Service. Please read section 17.16
(page 265) for details.

Monitoring

T

Authentications

Inspect current and past authentication attempts on any SMS PASSCODE protected
authentication clients. Both live monitoring of current authentication attempts, as well as
reporting and exporting of past authentication attempts is supported. This menu item is only
available when Authentication monitoring has been enabled in the general settings.
Please read section 17.19 (page 296) for details.

1 Modems
Inspect the current live status of all modems.
Please read section 17.20 (page 307) for details.

Settings

1 General
Maintain general settings, e.g. enable User Store Integrationor| nt e | | iinfegratisnt E
Please read section 17.3 (page 108) for details.

i License

Monitor license usage, and maintain license information, e.g. when additional licenses have
been acquired. Please read section 17.4 (page 122) for details.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 104 OF 441

After installation of SMS PASSCODE, the recommended order of actions is:

1. Configure the general settings.
2. User store integration enabled in step 1?
a. Yes: Configure User Integration Policies.
b. No: Create users manually (or import from comma-separated file).
3. Configure User Group Palicies.
4. Configure your transmission infrastructure.
a. Optionally authorize additional Authentication Backend Service hosts, if failover is
required between more such services.
b. Optionally authorize additional Transmitter servers, if failover is required between
more such services.
c. Create required dispatching entities, e.g. create modems, Email Connectors and/or
Dispatch Connectors, according to your message transmission requirements.

Note: If you are a trial or subscription customer, then SMS-based message
dispatching works out-of-the-box, using the SMS PASSCODE Cloud Service. In this
case you do not need to create any dispatching entities, unless you would like to
configure additional message dispatching mechanisms, e.g. for failover reasons.

d. Optionally create modem groups and/or Dispatch Policies, if you have advanced
failover and/or scalability requirements for message transmission.

When the SMS PASSCODE system is up and running, you may additionally decide to enable and
configure location and behavior aware authentication for even stronger security. Please read section
16.1 (page 96) to get a short overview about this topic.

17.2 Overview of Policy Types

SMS PASSCODE includes several types of Policies:

User Integration Policies
User Group Policies
Authentication Policies
Passcode Policies
Dispatch Policies

Token Policies

= =4 =4 =8 -8 =9

This section gives an overview regarding these policies and explains their intended usage and
relationship to each other.

A User Integration Policy (UIP) is used to define a periodic synchronization of users from a user
store (Active Directory or different type of LDAP directory) into the SMS PASSCODE database.
Each UIP keeps important user attributes up-to-date in the SMS PASSCODE database according
to any changes in the underlying user store, like (mobile) phone number(s), email address and full
name. By creating several UIPs, you can synchronize users from several user groups of a user
store, and/or from user groups from several user stores.

Each user in the SMS PASSCODE database has a lot of individual settings and permissions that
can be customized by administrators. However, to make it easier for administrators to manage
these settings across large amounts of users, User Group Policies were introduced to make it
possible to maintain common settings for groups of users. The methodology is simple: Each user is
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assigned a specific User Group Policy (UGP) and inherits all the settings defined by this policy.
Most of the settings can additionally be overridden on individual users, if any deviations from the
inherited settings are required. Any overridden setting can afterwards be reset again, to fall back to
the inherited value.

Among the settings of a UGP are the following sub-policies:

1 Authentication Policy:
Defines authentication behavior, e.g. whether and how a user is allowed to authenticate
from specific locations.

i Passcode Policy:
Defines settings regarding the random one-time-passcodes generated for a user and
defines the content of passcode messages (using message templates).

1 Dispatch Policy:
Defines prioritized rules for determining the dispatchers to use to send messages to a user.

1 Token Policy:
Defines the types of tokens being used within your organization (in case token
authentication has been allowed)

17.2.1 Static Relationship between Policy Types

Each user belongs to exactly one policy of each policy type. The static relationship between the
different types of policies defines how the different policies are assigned to a user.

The static relationship between the different policies is as follows:

9 Each User Integration Policy defines the User Group Policy to assign to the users being
imported.

9 Each user is assigned a single, specific User Group Policy. Either automatically by a User
Integration Policy, or manually.

9 Each User Group Policy refers to a particular Authentication Policy, Passcode Policy,
Dispatch Policy and Token Policy. These four policies are inherited by all the users to
which the User Group Policy is assigned. However, each of the policies can be overridden
individually on any user.
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The static relationship of the policies is illustrated by the diagram below:

Externaluser
datastore
(e.g AD)

User

Integration
Policy

Override_ Override

Inherit

User Group

Policy

e e —————

e ———

<

y

Authentication Passcode Dispatch

Policy Policy Policy

Each of the policies is explained in more detail in subsequent sections:

User Integration Policies: Section 17.5 (page 126)
User Group Policies: Section 17.6 (page 156)
Passcode Policies: Section 17.7 (page 184)
Authentication Policies: Section 17.8 (page 193)
Dispatch Policies: Section 17.18 (page 271)
Token Policies: Section 17.9 (page 221)

= =4 =4 =4 - =9
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17.2.2 Runtime Relationship between Policy Types

The runtime relationship between policy types defines how policiesareuseddur i ng a user 6s
authentication attempt.

User Integration Policies are not part of the runtime relationship, since they are not directly
having any influence on an authentication attempt. Instead, User Integration Policies are, as part of
the static relationship, defining which other policies belong to a user, and thereby indirectly
influencing the authentication behavior (as described in the previous section).

The authentication behavior for a specific user is determined in the following way:

1 First, the Authentication Policy assigned to the user is determined.
The Authentication Policy determines, whether the user can log in at all. If the user is
allowed to log in, the outcome might be either to use or bypass multi-factor authentication.

In case the user is denied access, or access is allowed with multi-factor authentication
bypassed, the remaining policy types are ignored.

Otherwise, multi-factor authentication is performed according to the remaining policy types,
as described below.

1 The Passcode Policy assigned to the user determines among others the format of the
OTP to be sent to the user, and the content of the OTP message. Normally, the Passcode
Policy is assigned statically to the user, i.e
Policy, or overridden on the user itself.

However, the Passcode Policy might also be determined dynamically at runtime by the
authentication policy during step 1, allowing for adaptive contextual message dispatching
(advanced feature). Please read section 17.8.2.5 (page 204) for more details about this.

1 Finally,t h e uBispatoh $olicy determines how OTP messages are sent to the user
(which type of message to send, which dispatcher to use, which target to send to). The
Dispatch Policy is normally assigned statically to the user, i.e. either inherited from the
userb6s User Group Policy, or overridden on the

However, the Dispatch Policy might also be determined dynamically at runtime by the
Authentication Policy during step 1, allowing for adaptive contextual message dispatching
(advanced feature). Please read section 17.8.2.5 (page 204) for more details about this.
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17.3 General Settings

The General settings page allows configuration of important system-wide settings:

Settings > General

Maintain General Settings

Authentication Monitoring | IntelliTrust

Misc. Settings || Authentication Settings

Enter zn intemnational phone number prefix to be
= zdded in front of all phene numbers without zn
+H1 B [1-9599] explicit prefix, You can always explicitly enter 2
different prefix for individual users.

Default prefix for phone
numbers

Enzble User store integration if you would like o

User store integration Enabled retrieve users from one or mors external user
stores (Active Directories or LDAP directories).

Enzble Geo IP znd IP history if vou would liks to
have the eption to retrieve IP information such as

Geo IP and IP history Enabled country and organization, and additionzlly keep
track of the IP addrasses usad by each user (User
1P History).

Enzble secondary phone numbers if vou would
Secondary phone like to have the option to allocate two phene
Enabled numbers to each user. Use Dispatch Policies o
numbers control, which phone number is used under
different circumstances,

Dispatch Connecter modules allow message
dispatching using 3rd party messaging providers,
e.g. for passcode transmissien by SMS, push-text,

* Only modules digitally signed by woice czlls er instant messaging, The Dispatch
SMS PASSCODE (recommended) Conne:tﬁr irﬁ?stru:dtura is}_\'er\«' flexible and ?Ilc.-.'s
i . . to extend message dispatching to any type o
Dispatch Connector Any modules, including custom messaging provider, s long 25 2 corresponding
modules allowed made ones Dispatch Cennector module is provided. By default,
anly Dizpatch Connactor medules provided by SMS
Reload PASSCODE are zllowed, However, if you intend to
==

use custom implemented Dispatch Connecter
madules, you must allow medules not signed by
SMS PASSCODE to be loaded.

bt s A A A okl -l o A ANt A sl rnterie. i -

Changes do not take effect until you click the Save button.

As shown in the screenshot above, the settings are divided into 4 tabs:

1 Misc. Settings
This tab contains miscellaneous important system-wide settings.

Please read section 17.3.1 below for a detailed description of these settings.

I Authentication Settings
This tab contains system wide settings that indicate whether non-standard authentication
types are activated and allowed to be used during user authentication attempts. You are
only advised to enable any of these settings, in case standard SMS authentication is not
sufficient.

Please read section 17.3.2 below for a detailed description of the different Authentication
settings.

1 Authentication Monitoring
This tab contains settings concerning authentication monitoring, e.g. whether to enable
authentication monitoring at all.

Please read section 17.3.3 below for a detailed description of the Authentication Monitoring
settings.
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M1 IntelliTrust
This tab contains settings that are used to enable i[ltegration of the SMS PASSCODE
backendwitht he I ntel l i TrustE ¢l oudHybredrSetupce, t her eby

Please read section 17.3.4 below for a detailed description of configuring a Hybrid Setup.
The subsections below describe the settings of all four tabs in more detail.

17.3.1 Miscellaneous Settings

This section describes the settings available on the Misc. Settings tab on the General settings
page of the WAI. The settings are described in detail in the table below.

Setting Explanation

Default prefix for This prefix is automaticallyadde d t o t he beginning of
phone numbers if no explicit international prefix is specified. You can always explicitly specify a

different prefix for individual users.

User store When this setting is enabled, users are imported from one or more external user
integration stores, typically a single Active Directory, and are kept up-to-date via periodic
synchronizations.

Synchronization of users from user stores is defined using a User Integration
Policy. Please read section 17.5 (page 126) for more details on setting up User
Integration Policies.

Geo IP and IP This setting controls whether location and behavior aware authentication is

history enabled for strengthened security. When enabled, end-user IP address usage is
recorded in the SMS PASSCODE database and Geo IP data is looked up by IP
addresses to determine geo-location information.

You should only enable this setting if at least one of your authentication clients
fulfills the requirements for collecting end-user IP addresses correctly (cf. section
10.1, page 35).

Secondary phone When this setting is enabled, you can optionally allocate a secondary phone
numbers number to each user. Secondary phone numbers can be used during
configuration of Dispatch Policies for failover scenarios.
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Setting Explanation

Dispatch By default, only the dispatch plugin-modules provided by SMS PASSCODE can
Connector modules be used for message transmissions using Dispatch Connectors. However, you
allowed may implement your own dispatch plugin module(s) in case of special message

transmission requirements and use such custom modules for transmission of
messages. For security reasons, you must allow the SMS PASSCODE system to
load such custom modules.

Note:The fAReloado button allows you to
| ocated i n t h evithbuPrestagingnhe Database Sdreiae, for
example if you have added new modules or updated existing modules.

17.3.2 Authentication Settings

The Authentication Settings tab contains settings that allow you to customize the mechanisms
allowed for user authentications. Some mechanisms might lower security but might be required to
support the challenges met because of global diversities, or due to the need for improved

convenience and flexibility.
o« M

Maintain General Settings

Misc. Settings | Authentication Settings || Authentication Monitoring || IntelliTrust |

Allow authentication using OATH Tekens (incl. software tokens) or USE
keys

Token Allowed 3rd party Token / USB key option for users without 2 mobile phone, or users using
software wkens.

Allow authentication using personal passcodes
Personal passcode Allowed Low security option for nen-critical users, or failover in case of emergency.

Multi-factor Allow multi-factor tion by il conditional
N - Allow bypassing, if you would like to have the pessibility te bypass multi-factar
E::)g‘:rsli‘:'lcgatm" Allowed suthentication under certzin circumstances (2= defined by Authentication
Policies)
Allow usage of PIN codes during + ications (not rec ded
PIN codes Allowed  Allow PIN codes if you would like to have the option to require users to enter 2 PIN

code in front of each passcode during authentications.

el B el i I ot Nt ol e P oy ntinisidlP B
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The Authentication Settings tab contains settings that control the types of authentications
allowed. By default, only message-based multi-factor authentication is allowed.

Setting Explanation

Token Enable this setting to allow selected users to authenticate using tokens.

Token authentication is very different from the message-based authentication types,
which SMS PASSCODE provides by default. All message-based authentication types
will not generate a random OTP, until a request has beenmade (ic hal | eny e
and will generate an OTP for the specific authentication (i s e s si on s pec.i
Contrary to this, a token has a unique, but pre-determined sequence of OTPs.

Token authentication is useful for users that cannot authenticate by any of the
stronger, message-based authentication types for some reason.

SMS PASSCODE supports several types of tokens:
1 All OATH compliant tokens
V Including both hardware and software tokens
V Including event-based tokens (HOTP)
V Including time-based tokens (TOTP)

1 YubiKeys (proprietary USB Keys from a 3™-party provider called Yubico).
This provider also hosts a web service for which you need to sign up?”.
Communication with the web service is performed using HTTPS (SSL
encrypted network traffic).

NOTE regarding RADIUS authentication using MS-CHAP v2:
1 OATH token authentication works with MS-CHAP v2 as well
1 USB Key authentication is not guaranteed to function properly with RADIUS
clients using MS-CHAP v2. This depends on the specific RADIUS client
implementation / manufacturer. The RADIUS client is required to return the
passcode in clear text as a response to the challenge request.

For more information regarding token authentication, please read section 17.9 (page
221).

171f you intend to make use of YubiKey authentication, then you must acquire USB Keys from our selected
3rd-party USB Key provider (Yubico). These USB Keys have a user-friendly feature that allows entering the
complete OTP by a single push of a button on the USB Key.

Please contact SMS PASSCODE support (support@entrustdatacard.com) t o r ecei v e Yubiboe docur
USB Key Authentication Guide for SMS PASSCODE0 . Thi s document describes the
implement USB Keys in SMS PASSCODE.
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Setting Explanation

Personal
passcode

Multi-factor
authentication
bypassing

PIN codes

Enable this setting to allow selected users to authenticate (temporarily) using an
encrypted personal passcode.

Personal passcodes are meant to be used in case of emergency (ICE). They provide
a last resort to allow users to authenticate using a temporary assigned personal
passcode, if everything else should fail. The code can be set by the administrator, or
by the user through the SMS PASSCODE Self-service Website. The personal
passcode is stored encrypted and is not visible to the administrator or anyone else.

Note: This setting only controls, whether Personal Passcodes can be used as a
replacement for a one-time passcode during authentication client logins (ICE). Usage
of Personal Passcodes as a replacement for the user password, when logging in to
the SMS PASSCODE Password Reset Website, is always allowed.

It is possibly to allow users to maintain Personal Passcodes themselves, using the
SMS PASSCODE Self-service Website (cf. section 17.6.1.2, page 163). Personal
Passcodes can also be imported from AD (cf. section 17.5.4.3, page 140) or set
using PowerShell script (cf. section 18.1, page 309).

This is a system wide setting that controls whether any users should be allowed to
bypass SMS PASSCODE multi-factor authentication under specific circumstances.
fiBypassingod means that the user authent
i.e. without entering a passcode. Allowing this must be done with great care, since it
lowers the security level. When allowed, the conditions for bypassing are defined
using Authentication Rules (cf. section 17.8.2.5, page 204). An example could be to
allow bypassing for convenience, when the user is observed to be in a trusted login
context.

Proof-of-Concept (PoC) Mode:

When al | owiancgt oirmud utihenti cati on bypassi
appears below the setting that allows you to enable PoC mode. When PoC mode is
enabled, users without any SMS PASSCODE license assigned can log in using
standard authentication, i.e. without using SMS PASSCODE multi-factor
authentication. This provides the possibility to test the SMS PASSCODE product with
only a few SMS PASSCODE licenses, without affecting the login behavior for the
remaining users.

NOTE: Even when PoC mode is enabled, any user must still be imported into the
SMS PASSCODE database to be allowed to log in to any SMS PASSCODE
protected authentication client.

Enable this setting to allow the usage of PIN codes during authentication client
logins. This will allow the administrator to set individual PIN codes on each user,
which must be entered in front of the one-time passcodes during authentication.

It is possibly to allow users to maintain PIN codes themselves, using the SMS
PASSCODE Self-service Website (cf. section 17.6.1.2, page 163). PIN codes can
also be set using PowerShell script (cf. section 18.1, page 309).
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The extra authentication types described above all introduce a lower level of security, than ordinary
SMS-based multi-factor authentication. The table below compares the security rating of the
different types of authentication:

Authentication type

Challenge
based and
session
specific
OTP

End-to-end
out-of-band
dispatching

Security
Rating

Convenience

SMS OTP

SMS PASSCODE
Mobile app
(Encrypted push
notifications)

Yes

Yes

Yes

No, but end-
to-end
encrypted

Support for flash SMS
Support for
memoPasscode

Support for
memoPasscode
End-to-end encryption

of messages

Alternative dispatch types to augment secure dispatching
(the alternatives provide a security level below the level of SMS OTP and SMS PASSCODE Mobile app)

Dispatch plugin OTP
(SMS)

Email OTP
(secure/closed
network)?®

Dispatch plugin OTP
(Voice call)
Token OTP
Email OTP

(non-secure) 2

Temporary personal
passcode

Bypassing MFA

Yes

Yes

Yes

No

Yes

No

No

No19

No

N019

No

|

\Y,

18 When e-mail access is well-protected, e.g. only accessible by a personal device
19 A dispatch plugin module will typically make use of a 3"-party web service that is called using HTTPS, i.e.
using SSL encrypted network traffic.
20 When e-mail access is not well-protected, e.g. accessible from anywhere using ordinary authentication
with a user name and password

Most likekly supports
memoPasscode
(depends on the
provider)

Might support flash

SMS (depends on the
provider)

Support for
memoPasscode

Allows calls to landline
phones

OTP entered
automatically when

using YubiKeys

Support for
memoPasscode
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17.3.3 Authentication Monitoring
This section describes the settings available on the Authentication Monitoring tab on the
General settings page of the WAI.

Settings > General f
Maintain General Settings

Misc. Settings | Authentication Settings || Authentication Monitoring || IntelliTrust ez

Enzble Authentication
monitoring if you would like the

Authentication system to record all authentication

monitoring | Enabled attempts. Among others, this will
provide a complete login histery per
user,

To limit the size of the internzl

Archive records of old authentication attempts to: datzbase, old authentication
attempts are periodically removed

. - - & C5V files from the datzbase and archived
Archive destination *ML files externzlly, Cheose whether you
would like entries to be archived as
SQL table CSV files, XML files, or added to an
SQL table of 2n existing SOQL server
Archive Path Specify the path of the folder

where archive files will be storec.

C:\Program Files\SMS PASSCODE\DB\Archive

The maximum number of
authentication attempt records to
kezp in the internzl dztabase,
When this threshold iz excesded,
oldest zuthentication attempts are
removed and archived.

NOTE: Please note, that
authentication attempts performed
within the last week are never
remeoved znd archived, even though
the thresheld has been excesded,
Thiz is to ensure, that most recent
suthentication attempts are always
readily avzilable zs live data,

Archiving threshold 10000

Click the link to show statistics
regarding live entries and archived
entries of the authentication
moniter.

Statistics Show statistics...

© Entrust Datacard

These settings all relate to the SMS PASSCODE Authentication Monitoring feature. Please
note, that authentication monitoring is disabled by default, i.e. you must enable it explicitly on this
page, in case you would like to make use of it. When enabled, administrators can get access to the
Authentication Monitoring page, which allows monitoring, reporting and exporting authentication
attempts across all users and SMS PASSCODE protected authentication clients. Please read
section 17.19 (page 296) for more details regarding the Authentication Monitoring page.
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The settings are described in detail in the table below.

Setting Explanation

Authentication This setting controls, whether the SMS PASSCODE system should record every

monitoring authentication attempt in the SMS PASSCODE database, across all users and
SMS PASSCODE protected authentication clients, for reporting and monitoring
afterwards.

The setting is disabled by default, i.e. authentication attempts are not recorded in
the SMS PASSCODE database by default.

Enable the setting, in case you would like to make use of the advanced
authentication monitoring features on the Authentication Monitoring page of
the WAI (cf. section 17.19, page 296).

NOTE:
The remaining settings described in this table will only become visible in the WAI,
when the Authentication monitoring setting is enabled.

Archive destination When authentication monitoring is enabled, every authentication attempt is
recorded and stored in the SMS PASSCODE database. Eventually, this will grow
the SMS PASSCODE database unnecessary big and could reduce system
responsiveness. To avoid this, SMS PASSCODE includes an auto-archiving
feature that will automatically archive and remove the oldest authentication
attempts from the SMS PASSCODE database.

Please note, that archived authentication attempts remain available for reporting
and export on the Authentication Monitoring page.

The Archive destination setting allows you to specify, how archived data should
be stored. The following options are available:

1 CsVv
Archived data is stored as CSV files in a specific folder in the file system

T XML
Archived data is stored as XML files in a specific folder in the file system

1 SQL
Archived data is inserted into a specific table in a specific database of an
SQL Server. The SQL server must have been installed beforehand.
Currently, Microsoft SQL Server 2005, 2008 and 2012 are supported for
SQL archiving.

Please read the notes following this table for additional information regarding the
Archive destination setting.
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Setting Explanation

Archiving threshold Specifies the number of authentication attempt records to keep in the internal
SMS PASSCODE database. When the number of records in the database
exceeds the specified threshold, then the auto-archiving feature will start to
remove and archive the oldest authentication attempts, to keep the number of
entries below the threshold.

The default threshold is 10.000 records.

NOTE: The auto-archiving feature has a built-in rule, that it will never archive
authentication attempts that have occurred within the recent week. l.e. even if the
threshold setting is low compared to the number of logins per day in your
organization, you are guaranteed always to have the recent week of
authentication attempts readily available in the internal SMS PASSCODE
database for monitoring and reporting.

Statistics Clickthe Sh ow st atlinkstd open a ew window containing statistics
regarding number of authentication attempt entries, for both the internal SMS
PASSCODE database and the archive:
1  Number of entries
1 Date and time of the oldest record
9 Date and time of the newest record

Notes regarding Archive destination, type = CSV or XML

Using CSV files or XML files for archiving is the easiest option. You only need to select a specific
folder in the file system, which the SMS PASSCODE database has write access to, and you are
done. If the folder does not exist, the SMS PASSCODE database will automatically create the
folder, if allowed to.

By default, the \uobhbV davseASBEADE instalaton folder is used for
archiving.

CSV or XML files are supported by many 3™ party analysis systems, like e.g. Microsoft Excel,
which allow you to perform further analysis of the archived authentication attempts. Please note,
that if you wish to consolidate several of the files in the archive into one file or wish to select only a
subset of the attributes in the files, you can easily select and filter the archived data on the
Authentication Monitoring page and export the filtered data into new consolidated CSV or XML
files.

Please remember to back up the files in the archive destination folder if you want to be able to
recover them in case of data loss.
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Notes regarding Archive destination, type = SOL

Archiving authentication attempts to an SQL Server is more complex than the CSV/XML files
option, but might be advantageous to you, in case you already have an SQL Server running in your
organization, and/or because you have special data analysis systems available for analyzing data
in the SQL Server.

The screenshot below shows the settings that must be specified, when SQL archiving is selected:

| SELING WY ey
(4]

£ General

attampts. Among othars,
thiz vill provide a complats
login histary peruser.

License
Archive destination Archive records of old authentication attempts to: To limit the size of the
& CsV files intarnal database, old
" . authantication attempts
e XML files are periodically remaoved
@ sSQL table fram the database and
archiv xtzrnally.

har you would
like =ntrizs to be archived
as CSW filas, XML files, or
added to an SQL tabla of
an existing SQL Server.

Name or IP address of the
(0L ZEneEr SQL Server to use for -

. MySQLServer archiving =

Name of the destination
Database name database within the SOL

. MyDatabase Server

Mame of the table in the
SQL databasze, whare

authantication attempts
. SMSPASSCODE zhould be archived to.
Enter the name of a non-
existing table to
automatically create a new
one with the correct data
structurs,

Table name

Selact the type of
authentication to use to

. O SQL Authentication connect to the SQL Server

©) Windows Authentication

Authentication Type

Credantials for connacting

Credentials to the SQL S=rver

. User name:
Password:

Additional Connection String Parameters Optional: Enter any

additional connection
string parameaters. Tha
string entzrad hare is
. directly appaendad to the
auto-built connaction
string.

s L ] L T PR Y W W W WFYR PR VL W TR B

(@) (st comnecton
Al AR P P b P it B o P .
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. Setting Explanation

(@)

(b)

(©)

(d)

(e)

(f)

(@)

SQL Server

Database name

Table name

Authentication
Type

Credentials

Additional
Connection
String
Parameters

Test Connection

Name or IP address of the SQL Server to use for archiving. The SQL Server
must have been installed beforehand.

Currently, MS SQL Server 2005, 2008 and 2012 are supported.

Name of the destination database within the selected SQL Server.

The database must have been created beforehand. You can either create a
new dedicated database or use an existing database to which the SMS
PASSCODE system should add a new table.

You must also assign an SQL User Account or Windows User Account to the
database. This account must have permissions to create a new table, as well
as read/write access to this new table.

Name of a table within the selected SQL database, where authentication
attempts should be stored. It is recommended to enter a name of a non-
existing table i this will cause the SMS PASSCODE database service to
create the table automatically, with the required data structure.

Specify, whether the SMS PASSCODE database service should make use of a
dedicated SQL User Account or Windows User Account to access the SQL
database.

Specify the credentials of the user account that the SMS PASSCODE
database service should use for accessing the SQL database. Enter the
credentials of either an SQL User Account or Windows User Account,
depending on the selection of the previous setting (d).

This option is only for advanced use. It allows you to specify additional
parameters that should be appended to the connection string used for
accessing the SQL Server.

Click this button to test, whether all the previous settings have been entered
correctly, and to verify, that the SMS PASSCODE database service is able and
allowed to connect to the specified SQL database.

Please remember to back up the SQL table used for archiving if you want to be able to recover the

table in case of data loss.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWOEORG6S G 119 OF 441

17.3.4 IntelliTrust Settings

This section describes the settings available on the IntelliTrust tab on the General settings page

of the WAI. The main purpose of the IntelliTrust tab is to allow you to optionally enable the
integration of SMS PASSCODE with the | ntHgbrid i Tr ust
Setup, which extends the SMS PASSCODE backend with additional cloud-based authentication

services. The main two features that become activ e , when IntelliTrustE inte;q

f User sync: All relevant user data will immediately be syncedtothe | ntel | i Trust E
service 1 and will continue to stay in sync afterwards.

1 Authentication: SMS PASSCODE Authentication Policies will allow additional
configuration options, which allow authentication requests to be forwarded conditionally to
the I ntell i Tr use.d. dpendingandhe soetextyThis is described in more
detail in section 17.8.2.5 (page 204).

If you want to make use of a Hybrid Setup, the recommended order of actions is described in

section 16.2, page 99. The first actionistoenablet he I ntel | i TrustE ¢l oud ser
thereby connecting your SMS PASSCODEbackend to a dedicat®Eiisl ntelld]
described in section 17.3.4.1 below.

17.3.4.1 Connecting SMS PASSCODE to an IntelliTrust Tenant
Toconnect your SMS PASSCODE backend to an I ntelliT

bl ed,
ted | |

1. Onthe IntelliTrust tab, select the Enabled option:

Settings > General i !

Maintain General Settings

4

Misc. Settings || Authentication Settings || Authentication Monitoring || IntelliTrust

IntellTrust integration ¥ Enabled ]
Mew IntelliTrust tenant Create new tenant... oy
el pmcindie . it Al sl "-r

2. Younowhave to specify, whether you want to conne
existing one. During a fresh installation, you will typically want to connect to a new, empty
tenant. However, you might want to connect to an existing tenant, e.g. if you have
performed a re-installation of SMS PASSCODE and would like to connect to a previously
created IntelliTrustE tenant. Both options are
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Connecting to a new tenant:

a. ClicktheCr eat e newhbuttomanant é

i

Maintain General Settings

Misc. Settings || Authentication Settings | Authentication Monitoring || IntelliTrust

ﬂ- General

License

IntellTrust integration

Mew IntelliTrust tenant

|#| Enabled

Create new tenant...

b. A dialog pops up, asking you to enter required data for the new tenant:

Create new IntelliTrust™ tenant

Select a user to become

tenant administrator | Type to search for a user...

Company name | Enter company name

Country | Type to search for a country...

Tenant name Enter tenant name .de.trustedauth.com
Data Center location

Terms Of Use |_J 1 agree to the noted service terms and conditions

Fill in the required data, read and accept the terms of use, and then click the Create
button. In case of any error messages, please correct the error, and click the Create

button again.

c. Anewl nt el | i Tr was hol®v created, with tvhich your SMS PASSCODE

system integrates.

The user selected will become administratar
for the newly crested IntelliTrust™ tenant.
The uszer is requirad.

The name of the company that will own this
zccount, This value is required.

The country of the company that will own
this account, This value is requirad.

Tenant name is the name of your tenant and
how it will zppear in the URL. This value is
required.

Location of the IntelliTrust™ datz center. This
value is required,

By checking the box, you hereby
acknowledge that you have rezd, understaod
and agreed to the following service terms
and conditions.
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Connecting to an existing tenant:

a. Inthe IntelliTrust data field, insert the JSON code that uniquely identifies the
Administration APlof your I ntelliTrustE tenant to b
PASSCODE integration. Example:

i >
Settings > General i h
Maintain General Settings

e d

Misc. Settings | Authentication Settings | Authentication Monitoring " InteIIiTrust]

-ﬂ- General

License
IntellTrust integration |#| Enabled
IntelliTrust Portal

New IntelliTrust tenant Create new tenant...

"applicationld": "e5a5853fd-97d6-478d-95bd-f848a51047 7",
"hostname™: "mycompany.de.trustedauth.com",
"sharedSecret”: "Py-pM14mLxSKodExTQG-

IntelliTrust data . m
j_9_rHUmMFMQitxwechs2HbIc

g iy s Baw b Ny e

|
|
|

b. Recommended: Click the Verify settings button to verify that the JSON data is
correct.

c. Click the Save button.

If you do not have the JSON data for your existing Intell i Tr u st Bvailabdenyauncan
re-create it using the following procedure:

a Log in to your existing IntelliTrustE tenar

b. Create a new Application of type Administration API. You can use this guide:
https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Resource
s%2FAdd Administration API to IntelliTrust.htm.

On the last page, before clicking the DONE button, make sure to click the COPY TO
CLIPBOARD button, to copy the JSON code to the clipboard, so that you can paste

it into the IntelliTrust data field in SMS PASSCODE, as described above. You

might also click the DOWNLOADb ut t on in the IntelliTrustE
JSON code and store it in a safe place. Then you have it ready, if you should ever

need to reinstall SMS PASSCODE and reconnect to the tenant again.
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17.4 License Information

The WAI has a page for inspecting and maintaining license information.

Settings > License /

Maintain License Data

S

License key 5012345678901234567890123456789012345678901234567890123456789012345678 o
9012345678901234567890123456789012345678901234567890123456789012345678
Q0123456785012345678901234560789012345078901234567890123450789012345678
Q0123456785012345678901234560789012345078901234567890123450789012345678
O0123456785901234567890123456789012345678901234567890123456789012345678
9012345678901234567890123456789012345678901234567890123456789012345678 ¢

@ License is valid
General

', License ') ) Licensed to TEST

License agreement Standard

License statistics License type Available In Missing

use

MFA Standard CAL

MFA Standard CALs allow users to

authenticate using 5M5 PASSCODE® multi-

factor authentication through one or more of

the following SMS PASSCODE® components: 10000 1050 (11%) [ ] 0
Citrix Web Interface Protection, RADIUS

Protection, IIS Website Protection, Custom

Protection, Windows Logan Protection, TMG

Website Protection, AD FS Protection,

ActiveSync Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their
own AD password using the SMS PASSCODE®
Password Reset Web Site

20000 1050 (5%) - 0

Dispatch License
A dispatch license is required for each modem,
email connector or dispatch connector added

to your SMS PASSCODE™ infrastructure

—t P oD g g et g P

L T TV Ta & Wev L P Y

i00 1 (1%) L] 0

L

Use the License page to inspect the current, overall license allocation status, e.g. to check
whether you are running low on licenses. The In use column in the License statistics section
indicates the current number of licenses that have been allocated. In case you have run out of any
licenses, this will be shown in the Missing column.

You will typically only perform any changes on this page in the following cases:

1. When you have received a new license key, because you have acquired more CALs or
dispatch licenses. Section 17.4.1 below describes how to enter a new license key.

2. In case you wish to enable License limits (advanced feature).
This is described in section 17.4.2 below.
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17.4.1 Applying a License Key
To apply a (new) license key, please follow the instructions below:

1. Selectthe License page.
2. Edit the license information:
a. Enter the License key.
It is recommended to copy&paste the license key from the license email.

b. Click the Save button.

c. Check, if the new license key was accepted.

d. The License statistics section displays how many CALs and dispatch licenses are
made available by the license key.

/4
Maintain Users

License key 5012345678590123456789012345678501234567850123456785901234567389012345678 « . Save
Import Users S0123456789012353456758901234567890123545678901234567590123456785012345678
S0123456789012353456758901234567890123545678901234567590123456785012345678
S0123456785901235345675890123456789012345678901234567590123456785012345678
S0123456789012353456758901234567890123545678901234567590123456785012345678
90123456739012345678901234567890123456758901234567890123456785012345678 7

Status . @ License is valid

Licensed to TEST

General License agreement Standard

'/ License

License statistics License type Available In Missing

use
MFA Standard CAL
MFA Standard CALs allow users to authenticate

using SMS PASSCODE multi-facter authentication

through cne or more of the fellowing SMS

PASSCODE compenents: Citrix Web Interface 20000 19 (0% L] 1]
Protection, RADIUS Protection, IIS Website

Protection, Customn Protection, Windows Legen

Protection, TMG Website Protection, AD FS

Protection, Secure Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their g, 'Y

own AD password using the SM5 PASSCODE Ll i (0 &) L
Password Reset Website

Dispatch License

A dispatch license is required for each modem, LT
PV S PES R s i S SRR VRV OIS T
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17.4.2 License Limits

License limits is an advanced feature that allows defining maximum number of CALs to be
allocated to users per User Group Policy (UGP). It is typically used by hosting providers wishing to
limit CAL allocations per customer, to ensure that no customer gets more CALs allocated than
acquired. However, you might use it for any other reasons, e.g. limiting CAL allocations per branch
office, in case you have any such requirement.

To enable/disable License limits, please proceed as follows:

9 Select the License page.
a. Select or clear the Enabled checkbox to enable or disable License limits,
respectively.
b. Click Save.

Maintain License Data

Maintain Users
License key S012345678%01234567850123456785012345678501234567850123456789012345678 Save
Import Users 9012345678901234567890123456759012345678901234567890123456785012345678 .
9012345678901234567890123456759012345678901234567890123456785012345678
9012345678901234567890123456759012345678901234567890123456785012345678

S012345678901234567890125456789012545678901234567890123456785012345678
9012345673901234567890123456789012345678901234567890123456789012345678 7

Status @ License is valid

Licensed to TEST

General License agreement  Standard

'/ License

License statistics License type Available In Missing
use

MFA Standard CAL

MFA Standard CALs allow users to authenticate

using SMS PASSCODE multi-facter authentication

threugh cne or more of the following SMS

PASSCODE compenents: Citrix Web Interface 20000 19 (0%) (2] o
Protection, RADIUS Protection, IIS Website

Protection, Custom Protection, Windows Legen

Protection, TMG Website Protection, AD F5

Protection, Secure Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their g,

own AD password using the SMS PASSCODE Hrrnn 19 (0%) ® E
Password Reset Website

Dispatch License

A dispatch license is required for 2ach medem, 9,

email connector or dispatch connecter added to 10 5 (s0%) ® a
your SMS PASSCODE infrastructure

Recommendation: )
License limits #| Enabled Enzble licensz limits only in case you need to restrict number of license allocations per
User Group Policy {advanced feature)

ust Datacard

Please read section 17.6.1.4 (page 181) for details about setting the actual license limits on a
UGP.
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17.4.3 License Management

In some cases, you might need different kinds of overviews regarding the actual license allocations
across users and user groups. Besides the total license overview shown on the License page
itself, you also have several other options:

1 Onthe Maintain Users page, you can inspect license information across all users. You can
(a) enable columns with license related information to be shown, and (b) use row filtering to
filter on license related information. For example, you may enable a filter that shows only
users with Password Reset CALs granted, but not allocated.

Users > Maintain Users

Maintain Users
Add new user...

Select columns |‘ Set filter
SAM

Display
name

s Maintain Users ()]

Import Users

Alex mycompanyhalex alex@mycompany.com i +47 304

Jane mycompany'jane jane@mycompany.com B +1 200 33

John mycompany'john john@mycompany.com =R +a5 102

e a T M\J

1 When maintaining the settings of a specific user, you may go to the License tab to inspect
the license status of this user (cf. section 17.10.1.6, page 246).

T Onthe User Group Policies page, you can inspect license information across all User
Group Policies. You can (a) enable columns with license related information to be shown,
and (b) use row filtering to filter on license related information. For example, you may
enable a filter that shows only User Group Policies granting Password Reset CALSs.

Policies > User Group Policies

Maintain User Group Policies

User Integration Policies
E User Group ) PR Select columns |‘ Set filter

Authenfication Policies Description Authentication Passcode Dispatch
Policy Policy Policy

| Add new User Group Policy...

Passcode Policies

Dispatch Polic

Default User Default User Default Default Default

Graup Group Palicy ﬁuthentmatmn Pa;scode D|5!:|atch

Policy Policy Policy Paolicy

Restricted Usetr.sctw"d:h Resitricted Eefaultd Advanced

Users restricte Access asscode failover
access Policy

P
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1 When maintaining the settings of a specific User Group Policy, you may go to the License
tab to inspect the license status of this particular User Group Policy (cf. section 17.6.1.4,
page 181).

17.5 User Integration Policies

User Integration Policies let you define, how users are imported from other user stores, like
Microsoft Active Directory (AD), OpenLDAP or AD LDS, to the SMS PASSCODE database. Not
only are the users imported, they are also kept in sync with the external user store, using periodic
synchronizations. As a result, you can maintain SMS PASSCODE users in the external user
store(s), as you are used to, making administration of SMS PASSCODE users easy.

The most common scenario is to import users from Active Directory. No schema extension of the
AD is necessary in this case. Import from other LDAP directories?! are also possible, for example
OpenLDAP and AD LDS.

User Integration Policies support several advanced features:

9 Multi sync support: It is possible to import users from one or several user stores, for
example one or more ADs.

9 General LDAP support: It is possible to import users from ADs, or from general LDAP
directories, for example OpenLDAP or AD LDS.

1 Configurable protocol: Synchronization can occur using the LDAP protocol; and in case
of AD also using the Global Catalog (GC) protocol.

Optionally, SSL/TLS encryption can also be enabled to encrypt the network communication
between the SMS PASSCODE database service and the user store.

9 Flexible user selection: When importing users from a user store, you can define which
subset of users to import. The easiest option is to import all users belonging to a specific
user group. Alternatively, you may select users using an LDAP filter (advanced).

o Group nesting: When importing users that are member of a specific user group,
the chosen group may contain other groups in a nested hierarchy. Users of such
nested groups are also imported, thereby making administration of SMS
PASSCODE users even easier.

o Child domains and trusted domains: When importing users from an AD, and
using nested groups, such groups and/or users in the group hierarchy that are
located in child domains and/or trusted domains are also imported.

2% Importing users from a non-AD directory is useful, if you are planning to authenticate such non-AD users
using SMS PASSCODE. The SMS PASSCODE RADIUS Protection component allows authentication of
non-AD users using LDAP authentication (cf. section 25.2.2.1, page 385).
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1 Configurable import of user properties: When importing users, you may customize
which user properties to import. Login names and full name are always imported, when
available. Additionally, you can decide to import any of the following user properties from
the user store:

o (Primary) phone number

Secondary phone number

Email address

Token ID

Personal passcode

O O OO

Imported properties cannot be edited in the SMS PASSCODE database after import, since
they are supposed to be maintained in the user store, and will be kept in sync, whenever a
change occurs in the user store. In case any of the above properties are configured NOT to
be imported from the user store, then they can be maintained manually in the SMS
PASSCODE database by the administrator.

The administrator might grant users permission to maintain some of the above properties
themselves using the SMS PASSCODE Self-service Website (SSWS). For example, users
might maintain their phone numbers themselves. Please note, that the SSWS is only
available for users imported from an AD, not for users imported from other types of LDAP
directories. When users are granted permission to maintain some of the properties, any
changes will be written back to the SMS PASSCODE database or directly to the user store,
depending on whether the corresponding property was imported from the user store (AD) or
not, respectively.

1 Configurable LDAP attribute mapping: Each imported user property is retrieved from an
LDAP attribute of the corresponding user in the user store. You configure, exactly which
LDAP attribute to use for every user property in your specific organization. You might even
configure a prioritized list of LDAP attributes to perform a prioritized search through multiple
attributes of each user in the user store.

1 Data transformations: Optionally apply data transformations to imported user properties,
before they are stored in the SMS PASSCODE database.

In most cases, you will only need to create a single User Integration Policy (UIP), to define a single
user sync from a single user store. When importing users from an AD by group membership, this
might span several AD domains, because the selected group might contain nested groups,
including nested groups from child domains and trusted domains. All users from nested groups are
synchronized as well.
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Optionally, you can create several User Integration Policies. For example, this can be relevant in
the following cases:

9 For hosting providers that are hosting multiple separate domains for different customers
and wish to import the users of every customer using a separate UIP.

9 For enterprise customers that wish to assign different User Group Policies to different
subsets of the users. This can be achieved by letting each UIP assign a distinct User Group
Policy to the imported users.

1 For enterprise customers that wish to import users from both AD(s) and general LDAP
directories.

17.5.1 Enable User Store Integration

Synchronization of users from an external user store is disabled by default. To enable it, please
follow the simple procedure described below:

1. Select the General settings page.

2. Enable User store Integration:
a. Select the Enabled option.
b. Click the Save button.

Settings > General

Maintain General Settings

Misc. Settings || Authentication Settings

Authentication Monitoring

faul finc h Enter zn intemnational phone number prefix to be

Default prefix for phone = ~ zdded in front of all phone numbers without zn

numbers +H1 = [1-9999] explicit prefix, You can always explicitly enter 2
different prefix for individual users.

Enzblz User store integration if you would like 1o
User store integration #| Enabled retrigve users from cne or more external user
ﬂ General ° stores (Active Dirsctories or LDAP directories).

17.5.2 Simple Setup (AD)

In the simplest case, if the SMS PASSCODE database service is running on a domain member
server (or domain controller), and you wish to import users from this AD domain, and no child or
trusted domains are involved, you will typically only need to enable User Store Integration, as
described above, and after this, User store integration is ready for use 1 simply create a group
called SMS PASSCODE USERS in your AD and add users or nested groups to this group.

Note:The si mpl e s et up(mabiie)lphond nompbers fitom thesdefault IBDAP attribute

Aimobi |l emagi lanadddkresses from the defaul't LDAP attril
setupo0 section below, in case you want to import
to import phone numbers or email addresses from different LDAP attributes.
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17.5.3 Advanced Setup

In more complex cases, whereé

a) The SMS PASSCODE database service is NOT running on a domain member server, or
b) Nested groups from child domains or trusted domains are involved, or

c) You need to import users from a non-AD LDAP directory, or

d) You need to change some of the more advanced settings (e.g. because you plan to use
Password Reset)

éthen you wil/ need to edit the Default User 1Inte
specific requirements. Additionally, you can create additional User Integration Policies to define
multiple user synchronizations running in parallel, with distinct settings. For example, to:

e) Import users from multiple user groups, or
f)  Import users from multiple user stores, or

g) Assign different User Group Policies to imported users

UIPs are maintained on the User Integration Policies page. The first time you enter this page, it
will show an UIP grid looking similar to this:

Policies > User Integration Policies

Maintain User Integration Policies
J

| Select columns | | Set filter Sync. all

| Add new User Integration Policy...

B} User integration Poiicies ()

User Group Policies

Authentication Policies Last sync Imported Description ~ Enabled Directory User Protocol
status users type Group
Passcode Poilicies Policy

Dispatch Policies Default User Active Sefault
#® Successful 1000 Int_egration o Yes Directory ser LDAP vmde | Sync. status.. || Edit... || Delata

Token Policies Palicy (AD) Sorﬁcuf

IR o S I il T T L S R

Initially, the SMS PASSCODE database will only contain a single UIP called Default User
Integration Policy. You can create any number of additional UIPs. To maintain UIPs, proceed as
follows:

a. ToaddanewUIP,clicktheAdd new User | nt ebgttomt i on Pol i c
b. To edita UIP, click the E d i thudton on the policy.
c. To delete a UIP, click the Delete button on the policy.

Policies > User Integration Policies / "~ m

Maintain User Integration Policies

| Add new User Integration Policy... H

B User integration Policies )
| Select columns | | Set filter Sync. all

User Group Policies

Authentication Policies Last sync Imported Description « Enabled Dlmdnrv User Protocol
status USEers Group
Passcode Poiicies Policy

Dispatch Poiicies Default User Active U::ru
® Successful 1000 Integration o Yes Directary LDAP wmdc | Sync. status.. H Edit.. || Delete
Token Policies Policy (AD) Grn_up

Policy
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When editing a UIP, settings of the UIP are shown inside a tab control:

Policies > User Integration Policies / ﬂ‘m

Edit User Integration Policy: Default User Integration Policy (test.dom)

General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

B} user Integration Poicies ()

ies . ® Active Directory (AD) Select whether to synchroni i Microsaft Active Directory [AD)

User Group Poicies elect whether to synchronize users from a Microsoft Active Directory |

. Directory type General LDAP or from a general LDAP directory (advanced). ! Show sync. status...
Authentication Policies

Passcode Policies Refresh 5 minutes Specify how often to perform a synchronization. The entry must be in the

interval interval [1-1440]. Default: 1.

Dispaich Polic

Token Poiicies ® Use system default
oxenFoicies Default prefix

specify, which international phone number prefix to add in front of all

Default prefix: + phone numbers that do not have an explicit prefix befarehand.

User Group

Policy Default User Group Policy ¥ | Select the User Group Palicy to assign to the imported users,

AD lockout Specify how often to check for user lockouts in AD in order to send out AD
check interval 15 seconds lackout notifications. The entry must be in the interval [15-86400]. Default:
15.

Bt i gt g gl BT P ettt opistr b 0 B e P

The tab control contains five tabs, each containing different UIP settings:

1 General Settings
Described in section 17.5.4.1, page 131.

1 Data Source
Described in section 17.5.4.2, page 133.

1 Data Mapping
Described in section 17.5.4.3, page 140.

91 Data Filtering
Described in section 17.5.4.4, page 153

9 Data Transformations
Described in section 17.5.4.5, page 154

IMPORTANT: Changes do not take effect until you click the Save button.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 131 OF 441

17.5.4 Settings of a User Integration Policy
17.5.4.1 UIP: General Settings

The General Settings tab contains various basic settings of the UIP:

! -

Edit User Integration Policy: Default User Integration Policy (test1.local)

General Settings | Data Source | Data Mapping | Data Filtering | Data Transformations =
B\ User Integration Policies € ave

. Description - - Enter = description for your own
User Group Policies fOpticnaB Default User Integration Policy reference. P

. o Cancel
Authentication Policies

ou can dizable this uzer
Passcode Policies 7 synchronization tempararily. All users Create copy of...
previously imperted will stay in the
SMS PASSCODE database.

Integration Policies

Dizpatch Policies o ! Show sync. status...
Token Policies ® Active Directory (AD) Select whether to synchronize users
- ctive Directory fram 2 Micresoft Active Directory [AD)
Directory type General LDAP or from a general LDAP directory
[advancad).

Specify how often to perform 2
Refresh interval 5 minutes synchrenization. The entry must be in
the interval [5-1440]. Defzult: 5.

Specify, which international phone
® Use system default number prefix to 2dd in front of all

. phane numbers that de not have an
Default prefix: + explicit prefix beforehand.

Default prefix

Select the User Group Policy to assign

User Group Policy Default User Group Policy ¥ £ the imparted users.

Specify the priority of this user
synchronization. In case a user is

10 imported by severzl User Integration
Policies, the user is assignad to the
palicy with highest priority.

Spacify how oftan to chack for usar

lockouts in AD in order to send out AD
A[t) IDCRIDUt check 15 seconds lockout notifications. The entry must
pterva be in the interval [15-86400]. Default:
13,

The settings are described in the table below:

. Setting Explanation

(@) Description You can assign a description to each UIP. This description is shown in
the UIP grid and is useful for identification when you have many UIPs. It
can also be used when searching for specific UIPs using the Set filter
button (located above the UIP grid).

Using this option, you can enable or disable a UIP. When you disable a

o) | Enzaee UIP, the users of the UIP stay in the SMS PASSCODE database, but no
synchronizations will be performed anymore, until the policy is enabled
again.

(c) Directory type Select, whether you want to import/synchronize users from an Active
Directory (AD), or from a general LDAP directory (e.g. OpenLDAP).

(d) Refresh interval Enter into this field how often the synchronization engine should check

for changes in the user store. The default value is every 5 minutes.
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. Setting Explanation

(e) Default prefix Specify the international phone number prefix to add in front of all
imported phone numbers NOT having an explicit prefix specified already.
Select Use system default to use the default prefix specified on the
General Settings page.

() User Group Policy Select the User Group Policy to be assigned by default to all imported
users. The User Group Policy determines several important settings for
the users i please read section 17.6 (page 156) for more details
regarding User Group Policies.

(g) Priority This setting is only relevant, in case you have created multiple UIPs
importing users from user groups within the same user store. In this case,
you might have the potential conflict, that the same user is a member of
several of the user groups. This raises the question, which UIP will
eventually import the user, and which settings will consequently be
applied to the user?

To resolve this issue, the Priority setting can be used to prioritize the
UIPs. You just need to enter a number into the field, indicating the priority
of the UIP. A higher number means higher priority. If a user could be
imported using several UIPs, the UIP with the highest priority (i.e. highest
number) will import the user. In case you assign the same priority to
several conflicting UIPs, then the winning UIP is chosen in an
unpredictable way (not recommended).

You can ignore this setting, if you have not created multiple UIPs
importing users from the same user store.

(h) AD lockout check

e _

Enter into this field how often to check for AD lockouts. This setting is
only relevant, in case you have enabled AD Account Lockout notifications
for some of the users imported by this UIP (cf. section 17.6.1.3.3, page
175). Otherwise, the setting is ignored.

It is recommended to keep the default setting of 15 seconds, since this
will guarantee a fast response, resulting in fast notifications after AD
lockouts occur.

Note: The SMS PASSCODE system has intelligent logic for checking for
AD lockouts. Consequently, even if you set the UIP to check for AD
lockouts often, you should not see any heavy load on your domain
controllers.
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17.5.4.2 UIP: Data Source

The Data Source tab of the UIP contains settings used to define, where and how to find the users

to synchronize into the SMS PASSCODE database:

Policies > User Integration Policies / q‘

Edit User Integration Policy: Default User Integration Policy (test1.local)

General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

® LDAP
Global Catalog

Protocol

Encrypt communication using S5L

Server name

[Optienal)
Login:
Credentials
[Optignal) Password:
User selection * Group membership {default)

Custom LDAP filter (advanced)

Import users that are direct or indirect members of the group
specified below.

Group name:
SMS PASSCODE Users

Connection test Verify settings

Select whether to retrieve users
from AD using LDAP or Global
Cataleg,

Specify the host name er IP
address of a domain contraller,
or specify 2 domain name. If
this policy is used for user
synchronization only, and the
database service runz on 2
domain member server, then
yeu can leave this entry empty
to synchronize from the same
domain.

Important: Entry is mandatory
if this pelicy is also used for
password reset,

Specify credentials for AD
authentication. If this policy is
used for user synchronization
only, and the database service
account has AD read acoess to
the relevant demain, then you
can leave this entry empty.

Important: Entry is mandatory
if this palicy is also used for
password reset. In this case,
please mzke sure to enter
cradentials of an account that
has password reset permissions
far all relevant users that are
imported by this policy.

Select how to retrieve users
from the data source, You can
gither retrieve zll users that ars
direct or indirect members of 2
specific user group, or retrieve
users according to an LDAP filter
[advanced).

Specify the name of the AD
group (security or distribution
group) containing the SMS
PASSCODE uwsers. The default
group is "SMS PASSCODE
Users", In case 2 group does
not have a unigue name within
an AD forest, or there is ne
authorization to perform a
search for the group from the
root domain naming context,
then pleasze specify the
complete distinguished name
[DN} of the group.

Click the button to perform a
connection test, verifying the
z=ttings zbave.

T sty by By, Ybiey Qi M9t e, A
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The settings are described in the table below:

. Setting Explanation

(@) Protocol Directory type = Active Directory:

When importing users from an AD, this setting allows you to select
the protocol for synchronization. LDAP is normally recommended,
but the Global Catalog protocol might provide performance
advantages in environments with one or more child domains,
because all information can be collected from the Global Catalog
server instead of contacting each child domain controller
sequentially.

9 Directory type = General LDAP:
When importing users from a general LDAP directory, no selection is
possible, since LDAP is always used in this case.

Optionally select the Encrypt communication using SSL checkbox to
encrypt the network communication between the SMS PASSCODE
database service and the user store using SSL/TLS.

(b) Server name 91 Directory type = Active Directory:
If the SMS PASSCODE Database Service is running on a domain
member server (or domain controller), then you can leave this field
empty. The database service will then automatically locate a domain
controller of the domain, to which it belongs. You may specify the
host name or IP address of a domain controller anyhow, if you would
like the synchronization always to occur with a specific domain
controller.

On the other hand, if you would like to synchronize users outside the
current domain, or if the SMS PASSCODE Database Service is NOT
running on a domain member server (or domain controller), then you
must specify either the DNS name of a domain, or the host name or
IP address of a domain controller that should be used for
synchronization.

1 Directory type = General LDAP:
In this case, it is mandatory to specify the host name or IP address
of the LDAP directory server containing the users to synchronize.

22 For more information about how to add attributes to the Global Catalog, please read
https://support.microsoft.com/da-dk/help/248717/how-to-modify-attributes-that-replicate-to-the-global-catalog
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. Setting Explanation

(c) Credentials

(d) User selection

(e) Connection test

Directory type = Active Directory:

By default, the SMS PASSCODE Database Service will connect to a
domain controller using the permissions of the user account
executing the database service. If this is sufficient, e.g. because the
database service is running on a domain member server or a
domain controller, then you can leave this field empty.

Credentials are normally only necessary if the SMS PASSCODE
Database Service is NOT running on a domain member server (or
domain controller), or if a specific user account is needed for read
access to child domains and/or trusted domains. In this case, you
should specify credentials (user name and password) for a user
account having read access to all involved Active Directories.

1 Directory type = General LDAP:
In this case, it is mandatory to specify credentials of a user having
read access to the LDAP directory server containing the users to
synchronize.

This setting defines which subset of the users in the user store to
synchronize. In the default case, when importing users from a selected user
group in an AD, you only need to specify the name of this group. The default
group name is SMS PASSCODE Users, but you may enter the name of a
different group.

When using the more advanced gselpctingon
users, or when importing users from a general LDAP directory, more options
must be defined. This is explained in section 17.5.4.2.1 below.

Finally, you can perform a test of the specified settings by clicking the Verify
settings button. This will perform an authentication test and verify whether
your Data source settings are correct. The test verifies:

i If a user store can be located.

9 Ifitis possible to authenticate and read data from the located user
store.

9 If the specified user group can be found (in case User selection is
set to Group membership)
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17.5.4.2.1 User Selection (Advanced)

This section describes the settings relevant for defining User selection on the Data Source tab, in
advanced scenarios. Advanced scenarios are:

9 Synchronize users from AD or a general LDAP directory, using an LDAP filter for user
selection

1 Synchronize users from a general LDAP directory, using group membership for user
selection

The relevant settings of the different scenarios are described below.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/

ADMI NI STRWOEORG6 S G

137 OF 441

Svynchronize users from AD or a general LDAP directory, using an LDAP filter for user selection

When synchronizing users using an LDAP filter (advanced), the required User selection settings

are identical, when synchronizing from an AD or from a general LDAP directory, respectively.

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (te

st1.local)

Protocol

Server name
[Opticnal)

Credentials
[Opticnal)

User selection

General Settings || Data Source || Data Mapping | Data Filtering | Data Transformations |

3

® LDAF
Global Catalog

Encrypt communication using S5L

Login:

Password:

Group membership (default)
#* Custom LDAP filter (advanced)

mport users according to the LDAP filter specified below,

LDAP filter baseDM:
dc=my-domain,dc=local

LDAP filter:

(&(objectClass=organizationalPerson)
(memberCf=cn=5MS PASSCODE
Users,cn=Users,dc=my-domain,dc=local))

from AD using LD
Cataleg.

Select whether to ra
A
'

Specify the host na
address of 2 domai
zpecify 2 demain na
policy is usad for us
synchrenization on
datzbase service ru
member server, then
this entry empty toz
from the same domal

Important: Entry i
this pelicy is also us
password reset.

Specify credentizls
authentication. If t
used for user synch
znd the database =
haz &0 read access
domain, then you c
entry empty.

Important: Entry i
this pelicy is also ust.

password reset. I:

plezze make sure t
cradentials of an zco
password resst per?
relevant users that

by this palicy.

Select how to retrie
the data source. Yo
retrieve zll users th
indirect members o
group, or retrieve

to an LDAP filter (=

Specify the disting
(DM} of the directo

whers to start the
to import.

Exampla:
dc=my-domain,dc=
Specify an LDAP fil
the users to import.

Exampla: ':
[&

[objectClass=argani
[memberOf=cn=5

Users,cn=Users, dc=
domain,dc=local))
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. Setting Explanation

(a) LDAP filter This setting defines the firooto
baseDN specify the distinguished name (DN) of the node in the user store,
from where to synchronize users. l.e. only users below this node (incl.
sub nodes) will be collected, according to the LDAP filter (b).

(b) LDAP filter This setting defines which users to synchronize. You must specify the filter
condition using LDAP filter syntax (advanced). For example, you can choose
only to collect users with a specific attribute having a specific value.

Pl ease ensure that only fAuser objec
including a condition on the object class.

When all settings have been specified, please use the Verify settings button to verify the
correctness of the settings.

Svynchronize users from a general LDAP directory, using group membership for user selection

When synchronizing users from a general LDAP directory, by group membership, several

additional settings need to be defined compared to a synchronization from an AD. This is because

in the general LDAP scenario the SMS PASSCODE system does not know, how user and group

object s are defined, and how the figroup membershipo
following settings are used to define this:

SUCL.
User selection # Group membership (default) ?E|E€th
) t
) Custom LDAP filter {advanced) Er,fﬂr r"
| direct
Import users that are direct or indirect members of the group Epeziﬁ;*
specified below. users
:_ad'.'an:.
Specify
group.
compl
Group name: [DN} o
. SMS PASSCODE Users Example
cn=5M
Users,cn
::Ian'ain.a
Specify &
: . artribut
Mame of group members attribute: licts thd
. member group. T
'rrembi
Then s {
- . of user
Mame of group member lookup attribute: valuee i
. entryDMN merrb
entr\.-'
or UID
Object class for users: Speclh.-
. organizationalPerson the uz =
Object class for group(s): Sl_pecu
. groupOfiNames :Gﬁn:;:n
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. Setting Explanation

(@) Group name This setting specifies the user group containing the users to synchronize.
It is mandatory to specify the complete distinguished name (DN) of the
user group.

The group can contain nested groups. In this case, users of all nested
groups are synchronized as well.

(b) Name of group This setting defines the name of the LDAP attribute containing group
members attribute  members. It is used to identify the group members of the group (a), as well
as group members of any nested groups.

(c) Name of group This setting defines how group members are determined from the group
member lookup members attribute (b). You must specify the name of the LDAP attribute on
attribute group members that matches the content of attribute (b)) onagr oup . f

me mber s 0 me,bul @ssiblg aso reested groups.

Example 1: If setting (b) contains a list of DNs, then setting (¢c) must specify
the name of the LDAP attribute on each group member that contains the
DN.

Example 2: If setting (b) contains a list of unique IDs, then setting (c) must
specify the name of the LDAP attribute on each group member that contains
such unique ID.

(d) Object class for This setting defines the object class name of users in the user store. This is
users needed to identify users, since a group might contain other types of group
member objects as well.

(e) Object class for This setting defines the object class name of groups in the user store. This is
group(s) needed to identify nested groups, since a group might contain other types of
group member objects as well.

When all settings have been specified, please use the Verify settings button to verify the
correctness of the settings.
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17.5.4.3 UIP: Data Mapping

The Data Mapping tab of the UIP contains settings to define the user properties to collect for each
imported user, and from which LDAP attributes to import such properties. The number of settings
depend on the scenario, whether users are being synchronized from an AD or a general LDAP
directory, respectively.

Synchronizing users from AD (Directory type = AD)

When importing users from an AD, the following settings are displayed on the Data Mapping tab:

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (test1.local)

| General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

For each user property listed below, please specify whether to maintain it manually {"Do not import™) or maintain ib
maintained in AD, please additionally specify, which LDAP attribute the property must be imported from. You may
search multiple attributes in priontized order. ?

Phone number

Primary | Import from attribute(s) ¥ | I mobile I Optional: Specify ane or 5&?3

E::‘:::fa number | Do not import v | | | Optional: Specify one or sevel
ry

Email | Import from attribute(s) ¥ | | mail I Optional: Specify one or sav

Token assignment | Do not import v | | | Optional; Specify one or sever

Personal passcode | Do not import v | | | Optional: Specify ane or sev?

$
ot

J“#m
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The settings are described in the table below:

. Setting Explanation

(@) (Primary) This setting specifies whether to extract (primary) phone numbers from the AD
phone and assign them to the users imported from the AD.
number

Import from AD:
I f you want t o e xphonarumbers fanrthe AD, thenisaleata r !

Import from attribute(s) in the drop-down list. In this case, (primary) phone
numbers are maintained in the AD and administrators are not allowed to change
the imported phone numbers in the WAI. Users may, if allowed to, change the
phone numbers using the SMS PASSCODE Self-service Website, but any
changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the (primary) phone number

to be extracted for each user. You can even specify multiple attributes separated

by commas. In this case, the synchronization engine will perform a prioritized
search for the phone maobitemthaerMobil&. go, i f he
synchronization engine will first | ool
attribute mobile . If this field does not contain any phone number, then the field
otherMobile is searched.

Do not import from AD:

If you want to mai mphoaeinumbersiretnesSBIS FASSCODE r
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any (primary) phone numbers.
Instead, administrators can maintain the phone numbers manually in the WAI, or
alternatively allow users to maintain the phone numbers themselves using the
SMS PASSCODE Self-service Website. In either case, phone numbers are not
written back to the AD, but stay in the SMS PASSCODE database only (which
might be desirable due to privacy, e.g. in case private phone numbers are used).

Default settings:
By default, (primary) phone numbers are imported from the AD and extracted from
the LDAP mdbiterdi but e 0

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 142 OF 441

. Setting Explanation

(b) Secondary This setting specifies whether to extract secondary phone numbers from the AD
phone and assign them to the users imported from the AD. Assigning secondary phone
number numbers to users might be useful, e.g. to provide mobile phone (receiver) failover

using Dispatch Policies.

Import from AD:
If you want to extract secondary phone numbers from the AD and assign to users,

then select Import from attribute(s) in the drop-down list. In this case, secondary
phone numbers are maintained in the AD and administrators are not allowed to
change the imported secondary phone numbers in the WAI. Users may, if allowed
to, change the secondary phone numbers using the SMS PASSCODE Self-
service Website, but any changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the secondary phone number
to be extracted for each user. You can even specify multiple attributes separated

by commas. In this case, the synchronization engine will perform a prioritized
search for the phone pagenbtrermMobileE. ., itfh e
synchronization engine wil | ryphoreaumberio ol
the user attribute pager . If this field does not contain any phone number, then the
field otherMobile  is searched.

Do not import from AD:

I f you want to mai phomeinumberssiretlie SMS PASSCODHE |
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any secondary phone numbers.
Instead, administrators can maintain the secondary phone numbers manually in

the WAI, or alternatively allow users to maintain the secondary phone numbers
themselves using the SMS PASSCODE Self-service Website. In either case,
secondary phone numbers are not written back to the AD but stay in the SMS
PASSCODE database only (which might be desirable due to privacy, e.g. in case
private phone numbers are used).

Default settings:
Secondary phone numbers are not imported from AD by default. If you enable the
import, you must select an available LDAP attribute of own choice.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 143 OF 441

. Setting Explanation

(c) Email This setting specifies whether to extract email addresses from the AD and assign
them to the users imported from the AD.

Import from AD:

I f you want to extract wusersod eimport ai
from attribute(s) in the drop-down list. In this case, email addresses are
maintained in the AD and administrators are not allowed to change the email
addresses in the WAI. Users may, if allowed to?3, change the email addresses
using the SMS PASSCODE Self-service Website, but any changes are then

written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the email address to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the email addrneasaherMd&l. gBoxd f tylben et
synchronization engine will first | ool
attribute mail . If this field does not contain any email address, then the field
otherMailBox is searched.

Note: Since email addresses can be imported from any LDAP attributes, this
allows for the usage of external email addresses, e.g. to use email messages for
failover.

Do not import from AD:

I f you want t emahaddresses in the SMS PASSOODE database
only, then select Do not import in the drop-down list. In this case, users are
imported from the AD without extracting any email addresses. Instead,
administrators can maintain the email addresses manually in the WAI, or
alternatively allow users to maintain the email addresses themselves using the
SMS PASSCODE Self-service Website. In either case, email addresses are not
written back to the AD, but stay in the SMS PASSCODE database only (which
might be desirable due to privacy, e.g. in case private email addresses are used).

Default settings:
By default, email addresses are imported from the AD, and extracted from the
LDAP at maliob.ut e A

23 A built-in rule will deny users to change their e-mail address in the SMS PASSCODE Self Service Website,

in case the default LDAP attrib ut e fimai | 6 i s used, even i f an a-thali ni str
address in the Self Service Website. It is mandatory to use a non-default LDAP attribute for the e-mail

addresses, or alternatively disable import of e-mail addresses, if users should be allowed to maintain their e-

mail address by themselves.
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. Setting Explanation

(d)

Token ID

This setting specifies whether to extract token IDs from the AD and assign them to
the users imported from the AD.

Import from AD:
If you want to extract token IDs?* from the AD and assign to users, then select

Import from attribute(s) in the drop-down list. In this case, token IDs are
maintained in the AD and administrators are not allowed to change the imported
token IDs in the WAI. Users may, if allowed to, change the token IDs using the
SMS PASSCODE Self-service Website, but any changes are then written directly
back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the token ID to be extracted

for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the token

| D. E. g. ipdgeryptoetPagernt @ r fihen t he synchrc
first look for each u s e toles ID in the user attribute pager . If this field does not
contain any token ID, then the field otherPager is searched.

Do not import from AD:

I f you want t dokemtDs intheaSMB PASSGODE database only,
then select Do not import in the drop-down list. In this case, users are imported
from the AD without extracting any token IDs. Instead, administrators can maintain
the token IDs manually in the WAI, or alternatively allow users to maintain the
token IDs themselves using the SMS PASSCODE Self-service Website. In either
case, token IDs are not written back to the AD, but stay in the SMS PASSCODE
database only.

Default settings:
Token IDs are not imported from AD by default. If you enable the import, you must
select an available LDAP attribute of own choice.

24 |f a user is assigned to a Token Policy that uses token seed files, then the UIP will not import the token ID
from AD, but instead import the public token S/N, and then determine the private token ID via the token seed

mapping.
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. Setting Explanation

(e) Personal This setting specifies whether to extract personal passcodes from the AD and
Passcode assign them to the users imported from the AD.

Import from AD:
If you want to extract personal passcodes from the AD and assign them to users,

then select Import from attribute(s) in the drop-down list. In this case, personal
passcodes are maintained in the AD and administrators are not allowed to change
the imported personal passcodes in the WAI. Users may, if allowed to, change
their personal passcodes using the SMS PASSCODE Self-service Website, but
any changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the personal passcode to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the personal passcode.

Do not import from AD:

I f you want t @ersoralpasscadesin theSKS BASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any personal passcodes. Instead,
administrators can maintain the personal passcodes manually in the WAI, or
alternatively allow users to maintain their personal passcodes themselves using
the SMS PASSCODE Self-service Website. In either case, personal passcodes
are not written back to the AD, but stay in the SMS PASSCODE database only.

Default settings:

Personal passcodes are not imported from AD by default. If you enable the import,
you must select an available LDAP attribute of own choice. It is possible to apply
transformations to the imported personal passcodes, e.g. only retrieving the last 4
digits of an employee number. Transformations are described in section 17.5.4.5,
page 154.

Please note: Users not having any valid phone number in any of the specified LDAP attributes, or
not having any valid email address in any of the specified LDAP attributes, might be skipped during
AD synchronization due to Data Filtering settings. This is described in section 17.5.4.4.
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Svynchronizing users from a general LDAP directory (Directory type = General LDAP)

When importing users from a general LDAP directory, the following settings are displayed on the
Data Mapping tab:

Policies > User Integration Policies i h

Edit User Integration Policy: Default User Integration Policy (test1.local)

General Settings | Data Source || Data Mapping || Data Filtering | Data Transformations |

&

For each user property listed below, please specify whether to maintain it manually ("Do not import™) or maintain it in t
gach property maintained in the LDAP directory, please additionally specify, which LDAP attribute the property must be |

Pleas= enter the name of an

UserID | entryUUID | [EUIDSH. Typically called "entry
[Moweall).

LY

; Optional: Specify an LDAP att
Username (SAM) | Do not impert ¥ | | | "Username [SAM)" figld in the
Username (UPN) | Do not impert v | | | Optional: Specify an LDAP att:
Display name | tmport from attribute(s) ¥ | | displayMame | optional: Specify an LDaR att?

Regarding the properties below: You may enter a single LDAP attnbute or a comma-separated list of LDAP attnbutes to s

iy

Phone number - - Optional: Specify one or EE\'E#
Primary | Import from attribute(s) ¥ | I miobile I nombers. &
Phone number - Optional: Specify ene or seve
Secondary | Do not impart i | | | numbers.
E il - p- I i I Optional: Specify one or sever,
mai | Import from attribute(s) | mal addreszac,
Token assignment | Do not import A | | | Optional: Specify ene or EE\'E(
p Optional: Specify ene or sever
Personal passcode | Do not import ¥ | | | pgssm:les. Pty :

The settings are described in the table below.

. Setting Explanation

(@) UserlD This mandatory setting specifies the name of the LDAP attribute that uniquely
identifies every user. It should be a permanent, unique, non-changing ID. SMS
PASSCODE uses this ID to track changes of a specific user object during
synchronizations.
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. Setting Explanation

(b) Username This setting specifies whether to extract usernames from the user store and
(SAM) assignthemtothef i el d A Us er nantMS PASBGODE dataeset h e

Import from the user store:

If you want to extract usernames from the userstorei nt o t he fUser
field, then select Import from attribute(s) in the drop-down list. In this case,
usernames (of type SAM) are maintained in the user store and administrators are
not allowed to change the imported usernames in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the username to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the
username through the list of attributes.

Do not import from the user store:

If you want to maintain usernames (of type SAM) in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any usernames into the
AfUser name (.8staddd, admihistratdradcan maintain the usernames (of
type SAM) manually in the WAI. Changes are not written back to the user store
but stay in the SMS PASSCODE database only.

(c) Username This setting specifies whether to extract usernames from the user store and
(UPN) assignthemtothef i el d A Us er n a n8MS PASSAODE daiabaset h e

Import from the user store:

If youwanttoextractus er names from the user stor
field, then select Import from attribute(s) in the drop-down list. In this case,
usernames (of type UPN) are maintained in the user store and administrators are
not allowed to change the imported usernames in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the username to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the
username through the list of attributes.

Do not import from the user store:

If you want to maintain usernames (of type UPN) in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any usernames into the
AfUser name (.wREdg, admihistratdrsdcan maintain the usernames (of
type UPN) manually in the WAI. Changes are not written back to the user store
but stay in the SMS PASSCODE database only.
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. Setting Explanation

(d) Display name This setting specifies whether to extract the display names (full names) from the
user store and assign them to the users imported from the user store.

Import from the user store:

If you want to extract display names from the user store, then select Import from
attribute(s) in the drop-down list. In this case, display hames are maintained in
the user store and administrators are not allowed to change the imported display
names in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the display name to be extracted
for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the
display name through the list of attributes.

Do not import from the user store:

If you want to maintain display names in the SMS PASSCODE database only,
then select Do not import in the drop-down list. In this case, users are imported
from the user store without extracting any display names. Instead, administrators
can maintain display names manually in the WAI. Changes are not written back to
the user store but stay in the SMS PASSCODE database only.

(e) (Primary) This setting specifies whether to extract (primary) phone numbers from the user
phone store and assign them to the imported users.
number

Import from the user store:

I f you want to extract user s aser(stpre, themar @
select Import from attribute(s) in the drop-down list. In this case, (primary) phone
numbers are maintained in the user store and administrators are not allowed to
change the imported phone numbers in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the (primary) phone number to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the phone numbrabileotkerMphile i fo ,y otuh eem tt
synchroni zation engine will first | ool
attribute mobile . If this field does not contain any phone number, then the field
otherMobile is searched.

Do not import from the user store:

I f you want to maintain userS3V8PASBCODRMa |
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any (primary) phone numbers.
Instead, administrators can maintain the phone numbers manually in the WAI.
Changes are not written back to the user store but stay in the SMS PASSCODE
database only.
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. Setting Explanation

(f)

Secondary
phone
number

This setting specifies whether to extract secondary phone numbers from the user
store and assign them to the imported users. Assigning secondary phone
numbers to users might be useful, e.g. to provide mobile phone (receiver) failover
using Dispatch Policies.

Import from the user store:

If you want to extract secondary phone numbers from the user store and assign to
users, then select Import from attribute(s) in the drop-down list. In this case,
secondary phone numbers are maintained in the AD and administrators are not
allowed to change the imported secondary phone numbers in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the secondary phone number to

be extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the phone numbmager,otherMapile i 6, yobheant |
synchronization engine will first | ool
the user attribute pager . If this field does not contain any phone number, then the
field otherMobile  is searched.

Do not import from the user store:

Ifyouwantt o mai nt ain usersé secoBMIPAFSCPDEO
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any secondary phone

numbers. Instead, administrators can maintain the secondary phone numbers
manually in the WAI. Changes are not written back to the user store but stay in the
SMS PASSCODE database only.
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. Setting Explanation

(9) Email This setting specifies whether to extract email addresses from the user store and
assign them to the imported users.

Import from the user store:

I f you want to extract usserrsteré thenmaectl a i
Import from attribute(s) in the drop-down list. In this case, email addresses are
maintained in the user store and administrators are not allowed to change the

email addresses in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the email address to be extracted
for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the email

addr ess. E . gmailotHferMgilBax ent et hdn t he syni
engine will first | ook for each mails.éfthig
field does not contain any email address, then the field otherMailBox s
searched.

Do not import from the user store:

I f you want to maintai n SMSPASS@ODE datlbate |
only, then select Do not import in the drop-down list. In this case, users are
imported from the user store without extracting any email addresses. Instead,
administrators can maintain the email addresses manually in the WAI. Changes

are not written back to the user store but stay in the SMS PASSCODE database
only.
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. Setting Explanation

(h) Token ID This setting specifies whether to extract token IDs from the user store and assign
them to the imported users.

Import from the user store:

If you want to extract token IDs2° from the user store and assign to users, then
select Import from attribute(s) in the drop-down list. In this case, token IDs are
maintained in the user store and administrators are not allowed to change the
imported token IDs in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the token ID to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the token ID.
E. g. i f pageyotherPageer 0ffi t hen the synchron
|l ook for each u suseréttsbute pagee nf this Beldidoes roth e
contain any token ID, then the field otherPager is searched.

Do not import from the user store:

I f you want to mai nt aSMB PABSGODE dataliaselordyn |
then select Do not import in the drop-down list. In this case, users are imported
from the user store without extracting any token IDs. Instead, administrators can
maintain the token IDs manually in the WAI. Changes are not written back to the
user store but stay in the SMS PASSCODE database only.

25 |f a user is assigned to a Token Policy that uses token seed files, then the UIP will not import the token ID
from AD, but instead import the public token S/N, and then determine the private token ID via the token seed

mapping.
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. Setting Explanation

(i) Personal This setting specifies whether to extract personal passcodes from the user store
Passcode and assign them to the imported users.

Import from the user store:

If you want to extract personal passcodes from the user store and assign them to
users, then select Import from attribute(s) in the drop-down list. In this case,
personal passcodes are maintained in the user store and administrators are not
allowed to change the imported personal passcodes in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the personal passcode to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the personal passcode.

Do not import from the user store:

I f you want to maintain usSKSPASSCORE s on:
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any personal passcodes.
Instead, administrators can maintain the personal passcodes manually in the WAI.
Changes are not written back to the user store but stay in the SMS PASSCODE
database only.

Note:

It is possible to apply transformations to the imported personal passcodes, e.g.
only retrieving the last 4 digits of an employee number. Transformations are
described in section 17.5.4.5, page 154.
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17.5.4.4 UIP: Data Filtering

The Data Filtering tab of the UIP contains settings defining whether some users should be
skipped during import:

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (test1.local)

| General Settings | Data Source | Data Mapping || Diata Filtering || Data Transformations |

Phul‘!e number L Select this optien to retrieve only users that have a phone number.
required
Email required Select this option to retrieve only users that have an email address. i

-0 M‘im ‘, me

The settings are described in the table below:

. Setting Explanation

(@) Phone Select this option if only users having a valid phone number should be imported
number from the user store or clear this option to allow import of users not having any
required phone number. Importing users without any phone number might make sense in

the following cases:
1 The users without any phone numbers are going to authenticate using an
authentication type not requiring any phone number, e.g. by Email OTP.
I You are planning to let the users enter their phone numbers by
themselves, using the SMS PASSCODE Self-service Website (cf. section
22, page 325) i1 this is only possible, when importing users from AD.

(b) Email Select this option, if only users having a valid email address should be imported
required from the user store or clear this option to allow import of users not having any
email address. Importing users without any email address might make sense in the
following cases:
1 The users without any email address are going to authenticate using an
authentication type not requiring any email address, e.g. by SMS OTP.
I You are planning to let the users enter their email addresses by
themselves, using the SMS PASSCODE Self-service Website (cf. section
22, page 325) i this is only possible, when importing users from AD.
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17.5.4.5 UIP: Data Transformations

When importing users from user stores (or custom CSV-files), it might sometimes be useful to

apply data transformations to some of the imported user attributes. For example, all phone
numbersinauserstoremi ght be prefixed with a zero (fAi00) du
calling the number from the office. In this case, it would be useful to apply a data transformation

that would remove any leading zeroes from all phone numbers. This is possible using the data

transformation feature of SMS PASSCODE.

Data transformations can be applied to imported usernames, phone numbers, email addresses
and personal passcodes. Transformations are specified using regular expression syntax (please
read http://msdn.microsoft.com/en-us/library/6wzad2b2(VS.85).aspx or www.regular-
expressions.info for a detailed description of regular expressions).

Data transformations are configured as part of a UIP. When maintaining a UIP, the data
transformation settings are displayed on the Data Transformations tab:
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Policies > User Integration Policies

/B

Edit User Integration Policy: Default User Integration Policy (test1.local)

Phone number
transform

Username transform
SAM

Username transform
UPN

Email transform

Personal passcode
transform

Phone number search pattern

Phone number replacement pattern

Test transform:

Test

Username (S4M) search pattern

Username (S4M] replacement pattern

Test transform:

Test

Username (UPN) search pattern

Username (UPM) replacement pattern

Test transform:

Test

Email search pattern

Email replacement pattern

Test transform:

Test

Personal passcode search pattern

Personal passcode replacement pattern

Test transform:

Test

General Settings | Data Source | Data Mapping | Data Filtering || Data Transformations

4

Optional {advanced): Transf
imperted phone numbers by
the search pattern (regular ;

to each phone number and
the first search pattemn mat

with the replacement Etring.i

YL

Optional {advanced): Transf
impeorted SAM usernames by
the search pattern (regular
to each SAM username and
the first search pattemn matd
with the replacement string.

L W W WV

Optional {advanced): Transfor)
imported UPN usernames b?
the search pattern (regular
to each UPN username and
the first search pattem matc?

with the replacement string

the search pattern (regular
to each emazil address and re
first search pattern match,

the replacement string. ‘

Optional {advanced): Transfol
imperted personal passcode
applying the search pattern |
expression) to each person
and replacing the first searc

match, if any, with the replac
string. j

Optional {advanced): Transfogy
impeorted email addresses b

Aol A A et . WWJ
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The procedure for applying a data transformation to usernames, phone numbers or personal
passcodes is the same. In any case, you enter a search pattern and a replacement string. During
the import of new data, the search pattern will be applied to the data being imported, and in case
any search pattern matches, the matching pattern will be replaced according to the replacement
string. Any username, phone number or personal passcode not matching the search pattern will be
imported unaltered.

Below are some data transformation examples:

1 Examplel: Changing the domain name for i mported u
Ayour domai no:
o Search pattern: “mydomain\\(.*)$
o Replacement string: yourdomain\$1
o Transformation example:
mydomain\alex A yourdomain\alex

1 Example 2: Removing any leading zeroes from phone numbers:
o Search pattern: A(0%)(.*)$
0 Replacement string: $2
o Transformation examples:
234 456 A 234 456
0234 456 A 234 456
00 234 456 A 234 456

1 Example 3: Removing parentheses and dashes from ph
XXXX-X X X X X O :
o Search pattern: "\((\d*)\))?\s*(\d*)\s*-?\s*(\d*)$
0 Replacement string: $2 $3 $4
0 Transformation examples:
(461) 345-456 A 461 345 456
345 456 A 345 456

1 Example 4: Removing parentheses, dashes or dots from phone numbers in the format
A (X X XXXXX0 , A XXX . XBOKX XXXXXXOX:0  Oor A XXX

o Search pattern: M\ (?(\ d*)\)?2)?(-?|\ .2)\ s*(\ d*)\ s*(-?|\ .2\ s*(\ d¥)$
Replacement string: $2 $4 $6

Transformation examples:
(123)123-4567 A 123 123 4567
123.456.7890 A 123 456 7890
123-456-7890 A 123 456 7890

17.6 User Group Policies

User Group Policies make it easy for administrators to manage user settings. The idea is that
every user is assigned to a User Group Policy (UGP) and automatically inherits the settings
specified by this policy. l.e. if the administrator would like to change a specific setting for all users
assigned to a specific UGP, the administrator only needs to change this setting once on the UGP
in question, and all users assigned to this UGP will instantly inherit the new setting. For example,
the administrator could change the Dispatch Policy, Passcode Policy, SMS type (flash/standard) or
Self-service Website permissions. At the same time, maximum flexibility is preserved, since most
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settings of a UGP can be overridden on each individual user. This means if an exception needs to
be defined for a specific user, the administrator can just override one or more settings on this
specific user i no need to create a new UGP for this specific case.

Overall, this means you can manage user settings on a group basis using UGPs, or on an
individual user basis by overriding UGP settings on any user.

UGPs can be assigned to users either manually or automatically during user synchronizations.

Each User Integration Policy (UIP) specifies the UGP to assign to the imported users (cf. section

17.5, page 126) . I f you wish to assign di fafusersoometyoudadBPd s t «
proceed as follows:

1 Group your users in several user groups in the user store (one group per UGP)

1 Enable User store integration on the General settings page (cf. section 17.3.1, page
109)

1 Create a UIP for each user group. Set each UIP to import users from a specific group and
assign a specific UGP.

UGPs are maintained on the User Group Policies page. The first time you enter this page, it will
look similar to this:

Policies > User Group Policies &m

Maintain User Group Policies

| Add new User Group Policy... |

User Integration Policies

User Group Poiicies

Authentication Policies Description Authentication Passcode Dispatch Users
Policy Policy Policy assigned allnmlmn
Passcode Policies status
All CAL types

R = Default Default User Default Default Default
- L2
Token Policies User Group Group Policy Authentication Passcode Dispatch 1053 Success Edlt Delete
Policy Policy Policy Policy

Select columns | | Set filter
ol

PPl P ey SO W ST

Initially, the SMS PASSCODE database will only contain a single UGP called Default User Group
Policy. This policy cannot be deleted and will always be assigned to users that are not assigned to
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any other UGP. You can create any number of additional UGPs. To maintain UGPs, proceed as
follows:

a. To add a new UGP, click the Add new User Group Policy... button.

b. To edita UGP, click the E d i tbudton on the policy.

c. To delete a UGP, click the Delete button on the policy.

Maintain User Group Pol

| Add new User Group Policy... “—.

Set filter

User Integration Policies

User Group Polici | Select columns ||

Authentication Policies Description Authentication Passcode Dispatch Users CAL
Policy Policy Policy assigned allocation
Passcode Policies status
All CAL types

Dispaich Polic

Default User Default Default Default

Default User - : p
Token Policies Group Group Policy Aut_hentlcatlon Pas_scode Dlspatch 1003 ® Success Edit... || Delete

Policy Policy Policy Paolicy
Policy for all Default Default Default

Sales - .

] sales Authentication Passcode Dispatch 50 ® Success Delete
personnel Policy Policy Policy

The subsection below explains the different settings of a UGP in detail. Please note that the
available settings of a UGP are adapted dynamically depending on other settings in SMS
PASSCODE. This means, you might not see all the settings described in the next section.
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17.6.1 Settings of a User Group Policy

When creating a new UGP or maintaining an existing UGP, a tab control is shown for configuring
the different settings of the UGP. The settings are divided into four categories:

a. Basic Settings
The main settings of the UGP, among others defining authentication behavior.

b. Self-service Website Settings
Settings defining permissions and requirements regarding the SMS PASSCODE Self-
service Website. These settings are only relevant, if you intend to make use of the SMS
PASSCODE Self-service Website.

c. Notifications
Settings defining whether to send out different types of user notifications automatically.

d. License

License management settings, i.e. settings defining which CALSs to grant to the users of the
UGP.

Policies > User Group Policies

Edit User Group Policy: Default User Group Policy

Basic Settings | Self-service Website Settings | Motifications || License

User Integration Policies
MName

E User Group Polici o Default User Group Policy

Authentication Policies It User Group Policy

N

The different settings are described in detail in the following subsections. When making changes to
a UGP please remember to click the Save button to store the changes permanently.

Description
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17.6.1.1 User Group Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a UGP.

Policies > User Group Policies i

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Name | Sales personnel |

Policy for all sales personnel

Description

Authentication

. | Default Authentication Palicy ¥ |
Policy

Passcode Policy | Default Passcode Policy ¥ |
Dispatch Policy | Default Dispatch Policy ¥ |

Token Policy | Default Token Palicy ¥ |

iﬁwm VR WP L W e ™

Passcode type * One-time passcode (OTF)
Personal passcode
#® Flash sM5
SMSs e
e Standard SM5S .
Token Allow
authentication & Deny

- Setting Explanation

(@ Name The name used to identify the UGP.
Giving the UGP a unique name is mandatory.

(b) Description Optional description explaining the purpose of the UGP.
(c) Authentication The Authentication Policy to assign to the users assigned to this UGP.
Policy An Authentication Policy defines the rules regarding authentication attempts of
the user.

Please read section 17.8 (page 193) for more details regarding Authentication
Policies.
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- Setting Explanation

(d) Passcode Policy The Passcode Policy to assign to the users assigned to this UGP. A Passcode
Policy defines the dynamic content of passcode messages.

Please read section 17.7 (page 184) for more details regarding Passcode
Policies.

(e) Dispatch Policy  The Dispatch Policy to assign to the users assigned to this UGP. A Dispatch
Policy defines how passcode messages and notifications will be sent to users.

Please read section 17.18 (page 271) for more details regarding Dispatch
Policies.

(f) Token Policy The Token Policy to assign to the users assigned to this UGP. A Token Policy
defines the type of tokens users are using (if any).

Please read section 17.9 (page 221) for more details regarding Token Policies.

(g) Passcode type The type of passcode to use for authenticating the users assigned to this UGP.
One-time passcodes are strongly recommended.

(h) SMStype This setting specifies the type of SMS message to send to the users assigned
to this UGP in case one-time passcodes are sent by SMS. Flash SMS has the
advantage that on most mobile phones it will pop up automatically and will not
be stored on the phone after usage. Flash SMS is recommended, unless it is
not supported by your mobile phone or Telco?®.

26 You may disable flash SMS on individual users (user settings override), in case any specific users
experience problems (cf. section 17.10.1.2, page 242)
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- Setting Explanation

(i) Token
authentication

This setting specifies whether users assigned to this UGP are allowed to
authenticate using a token. Please note that you must additionally allocate a
unique token to each user to allow the user to authenticate successfully using

a token. This is done by entering th
settings page (cf. section 17.10.1.1, page 237), or by granting the user
permission to self-enroll by way of entering the token ID in the SMS
PASSCODE Self-service Website.

When Personal Passcodes are enabled for a UGP (Passcode type = Personal passcode), some
additional settings appear on the page:

(' One-time passcode (OTP)
® Personal passcode

Personal Set to: | cenen | .
passcode

Personal @ ; Minute(s) ¥
passcode ® valid for |5—| (s) . i

Passcode type

-

Duration ) Unlimited

. Setting Explanation

Personal Enter the passcode that the users assigned to this UGP must enter to perform a
passcode  successful authentication.

(k) Personal This option specifies for how long the personal passcode is valid for usage. When the
passcode  personal passcode becomes invalid, the UGP will automatically switch back to
duration Passcode type = One-time passcode.

Please note that most settings on the Basic Settings tab can be overridden by individual settings
for each user (cf. section 17.10.1.2, page 242).
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17.6.1.2 User Group Policy: Self-service Website Settings

This section describes the settings available on the Self-service Website Settings tab while
maintaining a UGP. You only need to maintain settings on this tab if you intend to make use of the
SMS PASSCODE Self-service Website (described in section 22). Otherwise, just keep the
standard settings that will deny access to the Self-service Website (SSWS).

Policies > User Group Policies i

Edit User Group Policy: Default User Group Policy

Basic Settings | Self-service Website Settings

Motifications || License |

Permission

Access to Self-service L)

Permission Mandatory®

Usernames L
Dispatch Policy .
S5MS type .

Primary phone ] o
number -

Secondary phone
number
Permissions
Email ] .

Personal passcode | .
Passcode type L]
PIMN || .
Token Policy )
Token assignment (] .

Permission Allow Deny

Resync token L

*Data is only mandatory, if the user is actually allowed to change it.

Min. required length, if the user makes an entry:
Minimum
length PIN: [4 |
requirement

Personal passcode: | B | . :

FiEa WU R Y W EE R W WL W VP Y YR W Ty T
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. Setting Explanation

(a) Permissions

The permission table specifies the rights for the users assigned to this UGP
regarding the SMS PASSCODE Self-service Website (SSWS). The following
permissions can be set:

Access to Self-service
Specifies whether the user is allowed to log in to the SSWS at all. If this setting is
set to Deny, then all other settings on this tab are ignored.

Usernames
Specifies whether to display the usernames of the user in the SSWS.

Dispatch Policy

Specifies whether the user is allowed to override and change the Dispatch Policy
for sending (passcode) messages to the user. For example, you can create
Dispatch Policies with preference for SMS or voice call, respectively, and then let
the users choose themselves.

SMS type
Specifies whether the user is allowed to override and change the SMS type

(Flash or Standard SMS) used when sending one-time passcodes to the user by
SMS.

(Primary/Secondary) phone number

Specifies whether the user is allowed to change his phone number(s).

Specifies whether the user is allowed to change his email address.

Personal passcode

Specifies whether the user is allowed to override and set/change a personal
passcode that can be used in case the administrator sets authentication to use
personal passcodes, or in case the user accesses the SMS PASSCODE
Password Reset Website.

Passcode type
Specifies whether to display the currently set Passcode type of the user in the

SSWS.
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. Setting Explanation

PIN
Specifies whether the user is allowed to override and set/change a personal PIN
code that can be used during authentication.

Token Policy
Specifies whether the user is allowed to override and select a Token Policy of

own choice. In this way the user might decide by himself which kind of token to
use i which might make sense in case of software tokens. For example, the user
mi ght choose between two Token Polici
ifGoogl e authenticatoro.

Token assignment
Specifies whether the user is allowed to set/change the token assigned to him.
This is recommended, in case you would like users to self-enroll their tokens.

Resync token
Specifies whether the user is allowed to perform a complete resynchronization of

his token in case it has come out of sync. When allowed to, a button for
resynchronizing the token appears in the SSWS.

As an administrator, you may always perform aresynchroni zat i on of
(cf. section 17.10.1.1, page 237).
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. Setting Explanation

(b) Mandatory
data

(c) Minimum
length
requirement

Specifies the data that the user is required to enter in the SSWS. The user will
not be able to save any changes in the SSWS before all required data has been
entered.

Please note that any data is only really required, if the user has also been
granted the permission to change the data in question. For example, if Personal
Passcode is set to required, but the Personal Passcode permission has been
set to Deny, then the user cannot enter any Personal Passcode in the SSWS,
and therefore cannot be forced to do so.

You can require the users to enter their (mobile) phone numbers. This is
especially useful in case the phone numbers have not been collected yet at all i
just let the users do the job themselves.

This setting allows setting a minimum required length for the PIN code and/or
personal passcode, in case the users have been allowed to change any of
these. This ensures that the users will not enter too simple PIN codes or
personal passcodes.

17.6.1.3 User Group Policy: Notifications

This section describes the settings available on the Notifications tab while maintaining a UGP.
The Notifications tab is used to enable or disable different types of automatic user notifications:

Self-service When enabled, a welcome notification is sent to a user, which informs
about the usage of the Self-service Website. Additionally, reminder
notifications can be sent to the user, if mandatory data is missing to be
filled out on the Self-service Website.

SMS PASSCODE Lockout When enabled, a notification is sent to a user whenever he is locked out

AD Account Lockout

in the SMS PASSCODE system.

When enabled, a natification is sent to a user whenever he is locked out
in the AD.

Before Password Expiration = When enabled, a notification is sent to a user whenever his AD

password will expire soon.

On Password Expiration When enabled, a notification is sent to a user whenever his AD

password has just expired.

The purpose of the Self-service notifications is to make new users aware of the possibilities of the
SMS PASSCODE Self-service Website. For example, the notifications can be configured to
contain the URL of the Self-service Website.
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The SMS PASSCODE Lockout and AD Account Lockout notifications both have two purposes:

9 Strengthen security:
Since the user is notified immediately about the lockout, he can take immediate counter-
actions, in case the lockout was unexpected, e.g. due to a hacker attempting to
compromi se the usero6s |l ogin credentials.

f Improveipassword reseto convenience:
A lockout may occur, because a user has forgotten his password and triggered a lockout in
the process of guessing the forgotten password. A convenient feature is that the lockout
notification text can be configured to contain the URL of the SMS PASSCODE Password
Reset Website. Consequently, the user is automatically reminded about the possibility to
reset the password by himself, thereby being able to continue work without interruptions.

The Before Password Expiration and On Password Expiration notifications both have the
purpose of reminding the user about the need of renewing the existing AD password. Again, the
notification text can be configured to contain the URL of the SMS PASSCODE Password Reset
Website, thereby providing a very convenient way of resetting the password immediately. If the
notification is received on a smartphone, the password reset process can be performed right away
on the smartphone itself, just by clicking the URL (hyperlink).

By default, every notification is sent according to the Dispatch Policy of the user (as set on the
Basic Settings tab of the UGP, unless it has been overridden on the user). However, it is possible
per notification type to select a different Dispatch Policy, for example a policy sending notifications
by email.
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The screenshot below shows the settings on the Notifications tab:

Policies > User Group Policies / ﬂ‘.

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

User Integration Policies
User Group Poiicies ' J| Passwaord Reset Website URL | https://passwordreset.mycompany.com .

Authenfication Policies

Passcode Policies elf-service || SMS PASSCODE Lockout | AD Account Lockout | Before Password Expiration | On Passwor

Self-service notifications can be used to automatically send out welcome messages to users. For exampl
messages can be used to instruct the users, how to access the Self-service Website, and how to use it. In'.

Token Policies are _requiied to enir seecifig mandator;ldaia into the Self—siruice WiEi'Ee, then ripinder messages cav

- Setting Explanation

(@) Password Reset This setting specifies the URL that the users must use to access the Password
Website URL Reset Website. By default, this URL is shown in Self-service notifications and
password related notifications sent to users.

Dizpatch Policies

Please enter https:// in front of the URL. If the Password Reset Website has
been published for external access, then please enter the public URL.

(b) Notifications A sub tab displays the individual settings for each types of notification. The
settings of each sub tab are described below.

17.6.1.3.1 Self-service Notification

The Self-service tab contains the settings regarding Self-service welcome and Self-service
reminder notifications:

A good way to get users started using the SMS PASSCODE Self-service Website is to send them
a message, informing them about how to access it. This is exactly what the Self-service
notifications can do automatically for you.

Self-service notifications can be used for two purposes:

1 Welcome notifications: Informing new SMS PASSCODE users, that they have access to
the SMS PASSCODE Self-service Website i and how to access it.

1 Reminder notifications: Sending periodic reminders to existing users in case they have
forgotten to enter any mandatory data in the SMS PASSCODE Self-service Website.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1/ ADMI NI STRWDEORG6 S G 169 OF 441

The settings available for configuring the Self-service notifications are described below:

Policies > User Group Policies / ﬂ‘

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

Self-service || SMS PASSCODE Lockout || AD Account Lockout || Before Password Expiration || On Password Expiration |

Self-service notifications can be used to automatically send out welcome messages to users. For example, such
messages can be used to instruct the users, how to access the Self-service Website, and how to use it. In case users
are required to enter specific mandatory data into the Self-service Website, then reminder messages can be used to
remind users about this, until the mandatory data has been entered. Message content can be chanaged by linking to
customized message template files.

Mote: Self-service notifications are only sent to users that have been granted access to the Self-service Website

#| Send a welcome notification to users

|l only if any mandatory data is missing

|# Send a reminder notification to users that have not entered mandatory data yet

The reminder notification will be sent every | 1 days at | 08:00 (time of DB server), until the mandatory
data has been entered.

Dispatch Policy

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content

The URL that will be displayed in notifications to allow users to access the Self-service Website:

http://selfservice.mycompany.com

Welcome notifications - filename of template file:

Welcome_default.xml

Reminder notifications - filename of template file:

Reminder_default.xml Reset
ettt el Al g e M . -l . A ey,
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. Setting Explanation

(@) Enable Select the checkbox ASend a welcome notification to userso to enable
welcome welcome notifications. When enabled, users assigned to the UGP will receive a
notifications welcome natification, which can contain important information about SMS

PASSCODE in general and about the usage of the Self-service Website (SSWS)
in particular.

come notifications are sent toé

Existing users, in case they are re-assigned from a different UGP to this
UGP.

Existing users, already assigned to this UGP, in case they have not
received the welcome notification previously (applies, when you enable
welcome noatifications for a UGP that already has users assigned).

We |
1 New users that are assigned to this UGP.
1
1

Welcome notifications are only sent once to each user. However, in case you
need to resend a welcome notification to a specific user, you can force this on the
user maintenance page (cf. section 17.10.1.4, page 244).

Optionally, you may limit welcome notifications only to be sent to users that have
mandatory data missing to be filled out in the SSWS. This is achieved by selecting
the checkbox fiOnly if any mandatory data is missingo.

The content of welcome notifications will contain the URL of the SSWS by default,
according to setting (d), but the content of the notifications can be customized
according to setting (e).
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. Setting Explanation

(b) Enable
reminder
notifications

(c) Dispatch
Policy

(d) Self-service
Website URL

Select the checkbox fiSend a reminder notification to users that have not
entered mandat tenabledeaninder iyotifications. When enabled,
all users assigned to the UGP will receive a reminder notification, if they have
been granted access to the SSWS, and
missing to be filled out.

Additionally, you can specify, how often to resend reminders, and at what time of
the day reminders must be sent. Every user of the UGP will continue to receive
reminder notifications, until the relevant mandatory data has been entered on the
SSWS. For example, this can be used to motivate users to enter their phone
numbers or personal passcodes.

The content of reminder notifications will contain the URL of the SSWS by default,
according to setting (d), but the content of the notifications can be customized
according to setting (f).

By default, welcome and reminder natifications are sent using the Dispatch Policy
assigned to each user, meaning in the same way as passcode messages are sent
to the user. In case you prefer to send Self-service notifications in a different way,
you may override the Dispatch Policy to use. For example, selecting a Dispatch
Policy that always sends messages by email.

Specifies the URL that the users must use to access the SSWS. By default, this
URL will be shown in both welcome and reminder notifications. However, the
notification content can be customized i cf. settings (e) and (f) below.

Please enter http:// or https:// in front of the URL, depending on the fact whether
the SSWS is protected with Windows Authentication or Form-based
authentication, respectively (cf. section 22.5, page 328).
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. Setting Explanation

(e) Welcome Specifies the path to the message template file that defines the content of
notification 1 welcome notifications.
template file

If you need to customize the content of welcome notifications, then it is
recommended to make a copy of the default message template file, apply
changes to the content of the copied file, and then reference the copied file in
setting (e).

Pl ease note that the default wmae$gyagéi:!
attribute set, to avoid unintended changes. When you make a copy, you must
remove t hhelfyRead tr i bu ttebe able totmbhddy itn e w f i

(f) Reminder Specifies the path to the message template file that defines the content of
notification 1 reminder notifications.
template file

If you need to customize the content of reminder notifications, then it is
recommended to make a copy of the default message template file, apply
changes to the content of the copied file, and then reference the copied file in
setting (f).

Pl ease note that the default -weas$sgagéi:
attribute set, to avoid unintended changes. When you make a copy, you must
remove t elfy®e ad t rr i bu ttebe able totmbddyitn e w f i
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17.6.1.3.2 SMS PASSCODE Lockout Notification

The SMS PASSCODE Lockout tab contains settings regarding SMS PASSCODE Lockout
notifications:

Policies > User Group Policies / q‘

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout || AD Account Lockout | Before Password Expiration | On Password Expiration |

#| Send out a notification when a user is locked out from SMS PASSCODE Reset template

Dispatch Policy

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your SMS PASSCODE account has been locked out.

Reason: [REASON]

Lockout duration: [DURATION]

{¥ou may reset vour password here: [PRS URL]}

Please contact your system administrator, if this lockout is unexpected.
[LICENSEE]

Email subject ’

Your SMS PASSCODE account has been locked out!

A

’Estimated length of message; 206 - 345 characters

Allowed macros

Conditional text for Password Reset info.
L0 The characters '{' and "}' are always removed from any message. The text between these characters is only shown in
the message, in case the user is locked out due to entering incorrect passwords, and the user has been allocated 2
Password Reset CAL.
[USERMNAME] Mame of the user receiving the notification
[REASCM] Reason for the user lockout
[DURATION] Duration of the user lockout

[PRS URL] URL of the Password Reset Web Site

| CEWE?WHSE of the ﬁﬁ Eﬂiﬁi 0 EEW s P

- Setting Explanation

(@) Notification Select the checkboxi Send out a not.i i is lacked @ut fravh e
enabled SMS PASSCODEDO to enable SMS PASSCODE lockout notlflcatlons
(recommended). When enabled, all users of the UGP will receive a notification
whenever they are locked out by the SMS PASSCODE system.

SMS PASSCODE lockout notifications are enabled by default.
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- Setting Explanation

(b) Dispatch
Policy

(c) Message
content

(d) Estimated
length of
message

(e) Email subject

By default, lockout notifications are sent using the Dispatch Policy assigned to
each user, meaning in the same way as passcode messages are sent to the user.
In case you prefer to send lockout notifications in a different way, you may
override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text, but
also macros (placeholders) that will be substituted with relevant content when
sending the notification. A list of allowed macros is shown at the bottom of the web

page.

Password Reset tip:
Any text put between the characters A}
only included in the lockout notification message, in case the following conditions
are all fulfilled:
The user was locked out due to a password brute-force attempt (i.e. a
wrong password was entered several times in a row).
1 A Password Reset CAL has been allocated to the user

_a
Shows the estimated length of the lockout notification content after macro
substitutions. If the estimated length is more than 160 characters, then please

take the information regar dinsegtionilR@&lt3i6f |
(page 181) into account.

This setting is only relevant when the lockout natification is sent by email. In this
case, the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.3 AD Account Lockout Notification

The AD Account Lockout tab contains settings regarding AD Account Lockout notifications:

Policies > User Group Policies / q‘

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License | ‘

# J|| Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout || AD Account Lockout || Before Password Expiration | On Password Expiration |

|# Send out a notification when a user is locked out from AD Reset template

Dispatch Policy .

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your Windows account has been locked out.

You may reset yvour password here: [PRS URL]

Please contact your system administrator, if this lockout is unexpected.
[LICENSEE]

s
. Estimated length of message: 200 characters

Email subject .

Your Windows account has been locked out!
Allowed macros

[USERMAME] Mame of the user receiving the notification

[PRS URL] URL of the Password Reset Web Site

W@l’_wﬂ ﬁ'the Iicwse of ihe EMSWQ@E aitem oo >

r'i
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- Setting Explanation

(@)

(b)

(©)

(d)

(e)

Notification
enabled

Dispatch Policy

Message content

Estimated length of

message

Email subject

Select the checkbox i Se n d otificatian when a user is locked out
f r o m té&nhable AD account lockout notifications. When enabled, any
user assigned to the UGP will receive a notification whenever his account
becomes locked out in AD.

AD account lockout notifications are disabled by default. It is recommended
to enable them if you are using the SMS PASSCODE Password Reset
module.

By default, lockout naotifications are sent using the Dispatch Policy assigned
to each user, meaning in the same way as passcode messages are sent to
the user. In case you prefer to send lockout notifications in a different way,
you may override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the
bottom of the web page.

Shows the estimated length of the notification content after macro
substitutions. If the estimated length is more than 160 characters, then

pl ease take the information re@qardi
section 17.6.1.3.6 (page 181) into account.

This setting is only relevant when the notification is sent by email. In this
case, the setting specifies the content of the email subject. Macros are
allowed here, too.
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17.6.1.3.4 rBefore Password Expirationd Not i fi cati on

The Before Password Expiration tab contains settings regarding Password Pre-expiration
notifications:

Policies > User Group Policies / q‘m

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

| self-service | SMS PASSCODE Lockout | AD Account Lockout || Before Password Expiration || On Password Expiration

% Send out a notification when a user’s password will expire soon

Send notification | 3 days before password expiration Reset template

Dispatch Policy .

#® Standard (determined by the actual user)
Override - always use; | Default Dispatch Policy ¥

Message content .

SERVICE MESSAGE:

Your password will expire in [REMAINING] days.
You can set a new password here: [PRS URL]
[LICENSEE]

A

. Estimated length of messaage: 129 characters

Email subject .

Your password will expire in [REMAINING] days

Allowed macros

[USERMNAME] Mame of the user receiving the notification
[REMAINING] Number of days until the password expires
[PRS URL] URL of the Password Reset Web Site

-
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- Setting Explanation

(@) Notification Select the checkbox@ Send out a notificati on
enabled ex pi r e tceoabla gassword pre-expiration naotifications. When enabled,
any user assigned to the UGP will receive a notification whenever his AD
password will expire soon.

Password pre-expiration notifications are disabled by default. It is
recommended to enable them if you are using the SMS PASSCODE
Password Reset module.

(b) Pre-notification Specifies how early a user will be notified, before the AD password expires.
period E.g. if you enter a value of @A30 da\
when his password will expire within the next 3 days. After this, the same user
will not receive another password pre-expiration notification again, before a
new password has been set and expires.

(c) Dispatch Policy By default, password pre-expiration notifications are sent using the Dispatch
Policy assigned to each user, meaning in the same way as passcode
messages are sent to the user. In case you prefer to send the notifications in
a different way, you may override the Dispatch Policy to use.

(d) Message content  Specifies the message content of the naotification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the bottom
of the web page.

(e) Estimated length  Shows the estimated length of the notification content after macro
of message substitutions. If the estimated length is more than 160 characters, then please
take the information regar dinsegtionrn Not i
17.6.1.3.6 (page 181) into account.

(f)  Email subject This setting is only relevant when the notification is sent by email. In this case,
the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.5 fOn Password Expirationdo Not i f i cati on

The On Password Expiration tab contains settings regarding Password Expiration notifications:

Policies > User Group Policies / *‘m

Edit User up Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

¥fl| Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout | AD Account Lockout | Before Password Expiration || On Password Expiration |_

|#| Send out a notification when a user’s password has expired Reset template

Dispatch Policy .

#® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your password has expired and you need to set a new one.
Y¥ou can set a new password here: [PRS URL]

[LICENSEE]

-
’ Estimated length of message: 141 characters

Email subject .

Your password has expired
Allowed macros

[USERNAME] Mame of the user receiving the notification

[PRS URL] URL of the Password Reset Web Site

PRI gt O giamtal i e JPHP S IR0SAG RS bt B i
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- Setting Explanation

Select the checkboxi Send out a notificati on
e X p i rteeedable password expiration notifications. When enabled, any
user assigned to the UGP will receive a notification whenever his AD
password has just expired.

(@)

(b)

(©

(d)

(e)

Notification
enabled

Dispatch Policy

Message content

Estimated length

of message

Email subject

Password expiration notifications are disabled by default. It is recommended
to enable them if you are using the SMS PASSCODE Password Reset
module.

By default, password expiration notifications are sent using the Dispatch
Policy assigned to each user, meaning in the same way as passcode
messages are sent to the user. In case you prefer to send the notifications in
a different way, you may override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the bottom
of the web page.

Shows the estimated length of the notification content after macro
substitutions. If the estimated length is more than 160 characters, then please
take the information regar dinsegtioni Not i
17.6.1.3.6 (page 181) into account.

This setting is only relevant when the notification is sent by email. In this case,
the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.6 Long Message Content

17.6.1.4 User Group Policy: License

This section describes the settings available on the License tab while maintaining a UGP. The
License tab contains settings to control which types of Client Access Licenses (CALS) are
assigned to the users of the UGP. Before describing the details on this tab, it is important first to
understand the terms used for license management:

9 License Grants: As an administrator, you may grant CALs to users. Whenever you grant a
specific CAL to a specific user, it means that you intend to allocate this particular type of
CAL to this particular user. However, the CAL might or might not become allocated to the
user, for different reasons to be described below. One reason could be, that you are
granting more CALs than you have actually acquired.

1 License Allocations: The SMS PASSCODE database service internally contains a
License Manager process. This process continuously monitors data changes in the
database affecting licensing. Whenever license grants are added or removed, the License
Manager will (re-)allocate CALs in the most appropriate way. You can rely on the fact, that
whenever a CAL was successfully allocated to a user, the License Manager will not remove
the license allocation from this user again, unless you explicitly remove the license grant
from this user, or otherwise explicitly decrease the number of available CALs.

To conclude, as an administrator you have control of the license grants given to users, whereas
the corresponding license allocations are handled internally by the License Manager process.

27Each message containing up to 155 characters, because
some extra header data.
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Using the license tab, you can control license grants and inspect license allocations:

Policies > User Group Policies / H‘

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Mumber of users assigned to this policy: 1050 .

Actual Missing Limit

MFA Standard CAL

MFA Standard CALs allow users to authenticate using SMS
PASSCODE® multi-factar authentication through one or more of

the following SMS PASSCODE = compaonents: Citrix Web Interface |+ 1050 o 0 |
Protection, RADIUS Protection, IIS Website Protection, Custom
Protection, Windows Logon Protection, TMG Website Protection,
AD FS Protection, ActiveSync Device Provisioning

1500 3

Password Reset CAL
Password Reset CALs allow users to reset their own AD password | 1050 (2] 0 | 1500

using the SMS PASSCODE® Password Reset Website . . .

Wttt g g

. Setting Explanation

(@) Number of Shows the total number of users currently assigned to the UGP.
users assigned
to this policy
(b) License type This column lists the types of CALs that have been acquired according to the

license key entered on the License page (cf. section 17.4, page 122).

(c) Granted For each row of license types, this column contains a checkbox that lets you
control whether the corresponding license type should be granted to the users of
the UGP.

Select/clear a checkbox to grant or not grant the license type of the row to the
users of the UGP, respectively.

(d) Limit For each row of license types, this column contains a textbox that optionally lets
you enter the maximum number of licenses to allocate to the users of the UGP.

Leave the textbox empty to define no explicit limit for the license type of the row.

Enter a specific number, in case you would like to limit the number of license
allocations for the license type of the row. This is useful, in case the number of
users assigned to the UGP may change over time, outside your control. E.g. if
you are a hosting partner, and the users of every customer are assigned to a
customer-specific UGP, where the customer is in control of adding/removing
users that are imported from AD through a User Integration Policy.
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. Setting Explanation

(e) Actual For each row of license types, this column shows the total number of CALs that
have actually been allocated to users of the UGP.

Normally you would expect when granting a license type, that the license type
will be allocated to all users of the UGP. This means that you would normally
expect the number in this column to be identical to (a), i.e. the total number of
users assigned to the UGP. However, the actual number of license allocations
might differ due to several reasons:
1 The license key does not contain enough CALs of the corresponding
licensetype( A OQut of .|l icenseso)
Resolution: Acquire more CALs of the license type in question or remove
some of the users from the UGP.

1 Alimit has been set for the license type in column (d), and the limit has
been reached.
Resolution: Increase the limit or remove some of the users from the
UGP.

1 The granting of the license type has been removed by an override on
individual users of the UGP (cf. section 17.10.1.6, page 246).

On the other hand, if a license type has NOT been granted, then you would
normally expect the number in this column to be zero. The actual number of
license allocations might in this case only differ, due to the license type being
granted to selected users of the UGP via individual overrides (cf. section
17.10.1.6, page 246).

(f) Missing For each row of license types, this column shows the total number of users of
the UGP that have been granted the corresponding license type, but have not
been allocated a corresponding CAL.

Normally you would not expect any allocations to be missing, meaning the
column should show a total number of zero missing allocations, and show a
green light.

On the other hand, if any CAL allocations are missing, due to missing CALSs in
the Ilicense key (AOut of Ilicenseso),
then the column will show a red light to warn about the issue.
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Note: In case any license allocations have failed, then the License tab will clearly indicate this
using red text and an exclamation icon:

Policies > User Group Policies .

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings | Motifications || License J0o

Mumber of users assigned to this policy: 1050

License type Granted License
allocations

Actual Missing

MFA Standard CAL

MFA Standard CALs allow users to authenticate using SMS PASSCODE® multi-factor

authentication through one ar mare of the following SMS PASSCODE® companents: d 1050 a W
Citrix Web Interface Protection, RADIUS Protection, IIS Website Protection, Custom

Protection, Windows Logon Protection, TMG Website Protection, AD FS Protection,

ActiveSync Device Provisioning

Password Reset CAL
Password Reset CALs allow users to reset their own AD password using the SMS v 1000 =] 50

PASSCODE® Password Reset Website

In case you need to get a better overview of CAL grants and allocations across several UGPs, you
have several options for achieving this:

1 Gotothe License page to see the overall statistics for license allocations (cf. section 17.4,

page 122).
9 Use other license management options (cf. section 17.4.3, page 125).

17.7 Passcode Policies

Passcode Policies are used to define basic settings related to the passcodes themselves, i.e. the
length and composition of the random generated one-time-passcodes. Furthermore, Passcode
Policies define the content of passcode messages using the MessageDesigner.

Each user is assigned to a particular Passcode Policy, which then controls the generation of one-
time-passcodes for the user during authentication attempts and controls the content of the
passcode messages sent to the user. The Passcode Policy is normally assigned to the user
through the User Group Policy assigned to the user (since each User Group Policy specifies a
Passcode Policy), but it is also possible to override this on the individual user and assign a specific
Passcode Policy?®. You may create any number of Passcode Policies, thereby having required
combinations of passcode settings ready for different groups of users.

28 As an advanced feature, it is also possible to define Authentication Policies that will dynamically override
the Passcode Policy of a user during a login attempt; this is called adaptive contextual message dispatching.
Please refer to section 17.8.2.5 (page 203).
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Passcode Policies are maintained on the Passcode Policies page. The first time you enter this

page, it will look like this:
Policies > Passcode Policies i hm

Maintain Passcode Policies

| Add new Passcode Policy... |

User Integrafion Policies

' ——— I |
T T ——
Authentication Poficies Default Passcode Policy Default Passcode Policy

[E) Passcode Poicies (]

Dispaich Polic

B I W e, o Lot e P SR P PR 5 B S

Initially, the SMS PASSCODE database will only contain a single Passcode Policy called Default
Passcode Policy. This policy cannot be deleted and will always be assigned to users that are not
assigned to any other Passcode Policy. You can create any number of additional Passcode
Policies. To maintain Passcode Palicies, proceed as follows:

a. To add a new Passcode Policy, clickthe AddnewPasscode Butdni cyé
b. To edit a Passcode Policy, click the E d i thudton on the policy.
c. To delete a Passcode Policy, click the Delete button on the policy.

Poli > Pass

Maintain Passcode Policies

| Add new Passcode Policy...H
User Integration Policies

' ——— I N |
T L e —
Default Passcode Policy

Authenfication Policies Default Passcode Policy

B Passcode Policies o Technical Personnel All technical personnel

Dispaich Policies

e W N e R Sy R

L o o

The subsection below explains the different settings of a Passcode Policy in detail.
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17.7.1 Settings of a Passcode Policy

When creating a new Passcode Policy or maintaining an existing Passcode Policy, a tab control is
shown for configuring the different settings of the policy. The settings are divided into 2 tabs:

a. Basic Settings
The main settings, for example concerning the passcode generation.

b. MessageDesigner

Settings defining the content of the passcode messages using message templates and
macro placeholders.

Policies > Passcode Policies
Edit Passcode Policy: Default Passcode Policy

Basic Settings | MessageDesigner

Uzer Integration Policies

User Group Policies Name

Authentication Polic

B Passcode Poiicies 0

Description

The different settings are described in detail in the following subsections. When making changes to
a Passcode Policy please remember to click the Save button to store the changes permanently.
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17.7.1.1 Passcode Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a
Passcode Policy.

- Setting Explanation

(@ Name The name used to identify the Passcode Policy.
Giving the Passcode Policy a uniqgue name is mandatory.

(b) Description Optional description of the Passcode Policy, for your own records. Here you
can describe the purpose of the Passcode Policy.

(c) Passcodelength This setting controls the length of the generated passcodes, i.e. the number of
characters in each passcode.

Longer passcodes mean higher security because the probability of guessing a
passcode decreases. Shorter passcodes are easier to enter for the users, on
the other hand.

The default setting is: 6. Allowed range: 5-20.
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