@ Entrust Datacard’

SMS PASSCODE 2020 SP1

ADMINISTRATOR’S GUIDE

REV. 1.1 DECEMBER 2019



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 2 0F 441

TABLE OF CONTENTS

BIE= Lo (SN0 B0 ] 1 (= TR 2
A | 11 o o ¥ od 1 o] o 9
12 [ ] 7= U1 T ] o NS 9
I T Vo oo 18 o To TN [T (=1 | NI 4 U1 PPN 11
4 New Features in Version 2020 SPL ... 12
4.1 Support for IntelliTrust™ Cloud SEerviCe .........covviiiiiiiiii e 12
4.2 SMS PASSCODE IIS Website Protection IMprovements............cceuvvvvvviiiiiiiiiiiiieeiieeeeeee 12

5 New Features in Version 2020 ..........cuuuuiiiiieiiieiiiiieae e ettt e e e e e e eataa s s e e e e e e eeereaa e eaaes 13
5.1  Support for IntelliTrust™ Cloud SErVICE ........coiiiiiiiiiiicii e 13
5.2  Flexible Support for Cloud and On-premise Infrastructures............cccoeeevvvieiiiiiiinneeeneeinnnns 13
5.3 Risk-based Authentication and Push Authentication ..., 14
5.4  Frictionless HYDMd SEIUP ......oooe e 15
5.5  Support for Windows Server 2019 ........coooiiiiiiiieeee 15
5.6 Improved Web Administration INterface ... 15
5.7  DePreCatel FEAIUIES .......ccciiieiiiieii e e eee et e e e e e e ettt e e e e e e e e e ettt e e e e e eaeeeesataaaeaeeaaeeennees 15
EN-OF-lIf@ .o 16
FRALUIE OVEIVIEW. ... 17

7.1 AUthentiCation ClIENTS ......c..iieeiiiieie e e e e e et r e e e e e e e eeaeteaaaeeaaeeeanees 17
T2 SBCUNTY e 18
7.3  Password RESEt MOUUIE .......coooeeeeeeeeeeeeeee 19
2 B T=T o] (0], 1 T=1 o | SR SURPPPPIRRIN 20
7.5 AAMINISIIALION ..o 21
7.6 Enterprise ENVIrONMENT SUPPOIT ......ooeeeieeeeeeee e 22
7.7  Pluggable Transmission INfrastruCIUre ...........ooooeiei e 23

S T ©70] 1 4 0 o] 0[] o | £ PP P PP PRSP 24
LS T I o= o 11 o o [PPSR 27
9.1 Authentication Behavior: Authentication ClientS...........ccooooeeeiieeiee e, 29
9.2  Authentication Behavior: Password ReSet ..........cooovvvieiieeieiiee e 30
0.3 HArdwWare — MOUEBIMS. ... ..ceeiieeeeiiiei e e e e e e ettt s e e e e e e e e ettt e s e e eaaeeeesssnnaaaeeaaeeennees 30
10 SyStEM REQUITEIMENTS. ...ciiiiiiiiiiiiiiiiiiiitee ettt ettt ettt et ettt ettt e et e e et e e e et e e e e e eeeeeeeeeees 31
10.1 Requirements for Location and Behavior Aware Authentication................cccevvvvvviieeneeen.. 35
10.2 Remote Deskiop Service ProteCtion ............oouuuiiiiii i 36
10.3 Installing the Self-service Website on a NON-DB SerVer...........cccvveiiiiiiiieeeieeeiiieee e 39
0T {1 7= ] 0 Tod (1 = 43
11.1 CompPONENt COMMUIICATION. .....uuututttittiittetiieeaaeeeeeeeeeseeeeeeseeeeeeeeseesessseaeesesessssssesessnssnnnnnne 44
i O (o T8 o IS =1 (U o BRSO 46

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 3 OF 441

11.3 On-premise Single Server INstallation................coii i 47
i S o Y N 1 [ ISR @1 1= o £ 48
11.5  ENTEIPIISE SEUUD ..tttiiiteiiitittttiteteeeeeeeeeeeeeeee e e s 50
IS G N I = | I 1 | o 1 T o 52
12 Pre-INStallation ACLIONS ......couiueiii e e et e s e e e e e e e eatta e e e e e e e e eeraan e e eaaes 53
i R O g T=Tot Q] 1Y = T o TN 53
12.2 Check System REQUIFEMENTS........cuuiiiiii i e e e e e e e 54
12.2.1  InStallation Of NPS.......oooiiiiiiiiiiiiiiiiiieieeeeeee ettt 55
12.2.2 Protection of RD Web Access using IS Website Protection ............ccccccvvvvvvviviiennnnn. 55
12.2.3 Protection of RD Session Hosts using Windows Logon Protection .............ccccceeee.... 62
12.2.4 Protection of VDI INfraStrUCIUIES........oi i 64

RS I W o o | =T L= SR 65
13.1 Upgrade CONSIAEIAtIONS ........cceiiiiiiiiiei e eee e e e e e e e e et s e e e e e e e e e arra e eeaeas 65
13.1.1 Email and Dispatch Plugins Always Allowed for Dispatching..........cccccoeviieiiiiiiiinnnnnn. 65
13.1.2 Default DISPatCh CONNECION.........cviiiiiiiiiiiiiiiiiiiiiee ettt 66
13.1.3 New Behavior for DiSpatCh POIICIES ...........ccviiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeee e 66
13.1.4 Secure DeviCe ProViSIONING .........uuuiiiiiiiiiiiiiiiiiiiiiiiiieiee ettt 66
13.1.5 IS WeEDSItE ProtECHON .....cvvvviiiiiiiiiiiiiiiiiiieeeeeeeeeeee ettt 66

14 First-time INSLAIALION .......oiiiiiiiiiiiiiiiieieeeeee ettt e e e eeeees 67
I o R e TS e= | Eo Y i o T o)l F= o 1V T 67
14.2  Installation Of SOMWAIE.......ciii e e e e e e e e e e eeees 67
14.3 Unattended Installation and Uninstallation ..............ooovriiiiiiiiiniceceecee e 93
15 Add/REMOVE COMPONENES ....ceiiiiiiiiiiiiiiitiiete ettt ettt ettt ettt ettt ettt et et e et ettt et ettt e et e et e et et et e eeeeeeeeeeeeees 94
16 POSt-INStAllAtioN ACHONS.......ciiiiiiiiiiiiiiiiiiiei ettt ettt e e e e e e e e e e aeaeeeees 95
16.1 Overview: Location and Behavior Aware AuthentiCation ....................eeeeeeeeeeemmnimnnnnmnnnnnn. 96
16.2  Overview: IntelliTrust™ INtegration ................uuueeuueeeeiiiiiiiiiiiieiieiieeeeeeeereeeeeneanene 99
17 Web ADMINIiStration INEIACE .........ceviiieeeicee et e e e e e eneaes 100
17.1 Starting the Web AdmIniStration INTEIACE .............uuuuuuieiiiiiiiiiiiiiiiiiiiiieeieieiieeeeeeeeeeeeeees 101
17.2  OVEIVIEW Of POICY TYPES ittt e e et e e e e e e e eereaaas 104
17.2.1 Static Relationship between POlICY TYPES .....ccuuvvieiiiiieiiiieeicee e, 105
17.2.2 Runtime Relationship between PoliCY TYPES .....uuieiiiiiiiiiiiiicee e, 107
17.3  GENEIAI SEIINGS .. .tttttitttiiietttetieeeee ettt 108
17.3.1 MiSCEllaN@OUS SEIHNGS ....cevtiiiiiiiiiiiiiiiiiiii ittt 109
17.3.2  AUthentiCation SETHNGS .......uuiiiiiiiiiiiiiiiiiie ittt 110
17.3.3 Authentication MONITOMING .......cooiiiiiiiiii e e e e e e e e e eeeeees 114
A Vo = | I 1S3 ST = 1] g o [ UURRRN 119
17.4  License INTOrMEALION ....ooieiieii e e e ettt e e e e e e e ee et e e e e e e e e eeeeennn s 122

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 4 OF 441

17.4.1 ApPPIYING @ LICENSE KBY ..ovuiiii it e e e e e e e aaaees 123
17.4.2  LICENSE LIMILS...ciiiiiiiiiiiiiiiiiiiiiiiieeeeeee ettt ettt e e eeeees 124
17.4.3  LiCENSE MANAGEMENT ....eviiiiiiiiiiiiiiiiieie ettt ettt ettt ettt ettt et et e e e e e e e e e e e e e e e e eeeeeeees 125
17.5 User INtegration POlICIES ..........uuuieiiiiiiiiiiiiiiiiiie b nnneeennnenne 126
17.5.1 Enable User Store INtegration .............oevviiiiiiiiiiiiiiiiiiiiieeiieeeeeeeeeeeeeee et 128
17.5.2 SIMPIE SELUP (AD) ...t e e e e aaaaaaane 128
17.5.3 AAVANCEA SEUUP ... ot e e e e et e e e e e e e e e ettt e e e aaeaaanee 129
17.5.4 Settings of a User Integration POICY .............ooouiiiiiii i, 131
17.6  USEI GrOUP PONCIES .....uiiiiiiiiiiiitiitieeetie et 156
17.6.1 Settings of @ USer Group POlICY..........cevviiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeee e 159
A A - =Yoo To [N o] [ ox =2 184
17.7.1 Settings of @ PAsSSCOUE POlICY .......ccuuuiiiiiiiiiiiiiee et e e e e e aanees 186
R A NE 1 =T g1 i o= Tu Lo g I o] od [ 193
17.8.1 Authentication RUIE SEQUENCE .........uuuiiiiiiiiiiiiiiies e e et e e e e e aanees 195
17.8.2 Settings of an Authentication POlICY.............coovvviiiiiiiiiiiiiiiiiieee 196
17.8.3 Authentication POliCY EXAMPIES.........cooviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e 217
A I o] =T N o ][] [ PP 221
17.9.1 Creating a NeW TOKEN POLICY ......oooviiiiiiii i e e eeaees 223
17.9.2 Settings of a Token Policy in Manual Entry Mode............ciiiiiiiiiiiiiiiiiiiee e, 225
17.9.3 Settings of a Token Policy in Token Seed File Import Mode. ...........cccccceeeeenieenninin, 229
17,00 U SBIS ittt ettt ettt ettt e e et e ettt e e et a e et e e et e e eaaans 234
17.20.1 SettiNgS OF @ USEI ..cceiiiiiiiiiiiiiiiiiiiiiee ettt e 236
17.20.2 USET IP HISTOIY ..ceiiiiiiiiiiiiiiiiiiiieee ettt ettt e e e 247
17.10.3 USEr LOGIN HISIOMY .....coiiiiiiiiii e e e et e e e e e e e e e e et e e e e aeaeaannes 249
17.10.4 Adding and Deleting Users via User Store Integration ...........ccccooevvvvviviiiiieieeeeeeeinnns 250
17.10.5 User Data Filtering........cuuuuiiiiiieie ittt e e e e et e e e e e e e aannes 251
17.10.6 INtelliTrust USEr SYNC STATUS ......ccovviiiiiiiiiiiiiiiiiiieeeeeeeeeeee ettt 252
1700 IMPOITING USEIS ...etiitiiiititettieteeteeeeeeseeeteeeeeese sttt 253
17.11.1 Importing and Synchronizing Users from other Data Sources............ccccceeeveeeeeenenns 253
0 I I =V 1S 0 T =T gl 01 255
17.12.1 Maintaining Authorized Transmitter HOSES ..........ccooiiiiiiiiiiiiiicee e, 255
17.12.2 Assigning Dispatchers to a TranSMItter ...........ovvvviiiiiiiiiiiiiiiiiiiiceeeeeeeeeeeeeeeeeeeeee 257
17.13  Authentication Backend Service HOSES ...........uueiiiiiiiiiiiiiiee e 258
17.13.1 Maintaining Authorized Authentication Backend Service HOSIS ...........cccovvvvvivinnnnnn. 259
I 0 S VT To [T 4L PSR 261
17.14.1 Settings Of & MOGBM........uui e e e et eeeeaeeneees 262
17.14.2 ReMOVING MOAEIMS. ... ettt e e e e et a e e e e e e e e eeattna e e e e e eeeeennees 262

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 5 OF 441

0 R T = 44 P 1| O] oL T=Tox (] £ 263
17.15.1 Settings of an EmMail CONNECLON ...........ciiiiiiiiiiiiiie e eee e e e e e e aanees 264
17.16  DiSPALCN CONNECIOIS ... uuiiiiiiiiiiiieieitieeeeee ettt snnnnnnnes 265
17.16.1 Settings of a DiSPaAtCh CONNECION .......covvviiiiiiiiiiiiiiieeeeeeeeeeee e 267
17.16.2 The Default DiSPatCh CONNECION.........ccvviiiiiiiiiiiiiiiiieeieeeeeeeeee e 268
I A Vo To [T T T {0 U o1 U 269
17.17.1 Maintaining @ MOAEM GFrOUP .....cooveiiiiiiii e e et e e e e et s s e e e e e e e e eaat s e e eaaeeannnes 270
S T B 11 o = L (o o I o] [T (= U 271
17.18.1 Dispatch Policy RUIE SEQUENCE...........oovviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee e 272
17.18.2 Settings of a DIiSPAtCh POICY ........coovvvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 273
17.18.3 Dispatch PoliCY EXAMPIES ....oovvviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee et 286
17.19  Authentication MONITOMING ........ooouiiiiiiii e e e e e e e e arras 296
17.19.1 Column FIlLEING ... oo e e e e et s e e e e e e e e e e r s e e e aaeeeanees 299
17.19.2 ROW FIlEEIING .ovvuiiieie s e e s e e e e e e e ettt s e e e e e e e e s e aaba s e e eaeeeaanees 302
17.19.3 EXPOITING DALA......cceiiiiiiiiiiiiiiiiiiiiiiieiiee ettt ettt 303
17.19.4 SWitChiNG DAta SOUICE ......ceeviiiiiiiiiiiiiiiiiiiieeie ettt 304
R R 1T R 10 F= T o] o] oo [P PPP PP PPPPPPPPPPPP 305
I B Y To o [T ¢ g T 1Y, T a1 (o] 1o o USSP 307
18 POWEISNEI SUPPOIT ... e e e et e e e e e e e e e e et e e e e e e e e esraaaaens 308
RS T R O 4T | 1= @ =T = 309
S T =T 0 1= (o] o 1P 311
18.3  GEtliNG STAIMEM. .. .eeeeiiiiiiiiieiieeeiee ettt 312
18,4 EXAIMIPIES . ettt 312
L T B = 1= o = £ A E o [ PP 313
20 Role-based AdMINISrator PErMISSIONS ..........uuuuuuuuuuueueeneuueennnnnnnnnnnnnnnennrnnesnnennneeennesenrnrnnennne 315
20.1 Defining Role-based PermiSSIONS ..........cuuuiiiiiiiiiiieicie e e e e e eanees 315
20.2 Role-based Permissions in the Web Administration Interface .............ccccoooeeeeeieeee. 317
21 Pluggable TransmisSion INfTASIIUCIUIE ...........uuuuuiiiiiitiiiiiiiiiiiiiiieebb bbb beeeeeaeeeeee 318
21.1 SMS PASSCODE ClOUd SEIVICE ...ccceeeeeeee e 320
21.1.1 Provisioning the SMS PASSCODE MOobile APP ...ccuviiiiiiiieeeiieiee e 321
21.1.2 System Requirements for the SMS PASSCODE Mobile APP ....cceeeveeeeiiiiiiiiieeeeee, 324

22 SElf-SEIVICE WEDSILE .....eeeeiiici e e e e e e e e e et a s e e e e e e e eaaaanaaaaeeees 325
22.1 EXaMPIeS Of USAQE......ccoi e 326
22.2  Self-service NOLIfICAtIONS.........uueiii e e e e e et a e e e e eeaanes 326
22.3  DAta UPUALES.....ooeeiiiiiie ettt e e e e e e ettt e e e e e e ettt e e eaeeennnes 327
224 SECUILY CONCEINS ...euiii e ettt e e e e et e e e e e e e e et aata e e e e eeeeeeaean e s eeaaeeeneesnnaaaeaeeeeennnes 327
S U 11 01T o1 (o= 11 o] o USSP 328

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 6 OF 441

22.5.1 Configuring Authentication Delegation..............ccoovuuiiiiiiie e 330
22,6 LOCANZALION......cii e 334
23 PassWOrd RESEt MOUUIE ........oiii e e e et e e e e e e e aaaae e e e eees 335
23,1 LICENSING oot 336
23.2 Best-Practice Setup of Password RESEL..........coooiiiiii i 337
23.3 Workflow for Performing a Password RESEL..........couuuuiiiiiieiiiiiiiiie e e e 337
23.3.L  SHICE FIOW e 338
23.3.2  Other LOGIN FIOWS ......cii it e e et e e e e e e e e a it e e e e 343
23.4 Password Reset INfraStrUCIUIE .........coiviiieiiee e e e e e e e e e eeeees 345
23.5  SECUIMLY CONCEIMS ... 348
23.5.1 Publishing the Password Reset WebSIte ... 348
23.5.2 Protecting the Password Reset Website with SSL/TLS ........ccccociieii i, 348
23.5.3 Encryption of the Network Communication with the AD Controller.......................... 348
23.5.4 Protecting the Password Reset Module against Attacks..........cccceeeveeeeiiiiiiiienneeennn, 348
23.6 Configuring the Password Reset WeDSItE ...........coovveiee e 349
23.6.1 Configure Communication with the Password Reset Backend Service.................... 349
23.6.2 Protect the Password Reset Website using SSL/TLS ..., 350
23.7 Configuring the Password Reset Backend SErviCe ...........ccoovvviiiiiiiieeiiiciiicee e 350
23.7.1 Setting Up a Dedicated User Account for Password Reset.........ccccoooeevviiiiiiienenennn. 351
23.7.2 Configure Settings of the Password Reset Backend Service ............ccoovvvvvvvneeeeennnn. 357
23.8 Password ReSet EVENE LOG.......coooiieiieeeee e 362
pZACTEe T o Yo 1[4 1o ] 1RSSR 363
24 SECUIe DEVICE PrOVISIONING ......uuuuuiiiitiitiiiiiiiitiiiteieeeeeieeebieaeeeees bbb bsbeeeeseeeeeessesneneeneees 363
N R = 7= Tod (o | (o ¥ Lo [P SPSPPPPRPPIN 363
24.2 Deploying Secure Device ProVviSiONING .......cccieeeeiiieiiiiiiiiieeeeeeeeiiiiee e e e e e e eeeraine e e e e e eeeannes 364
24.2.1 Configuring Microsoft EXChanQge SEIVEN.......c..cooiiiiiiiiiiiie et 368
24.3  EVENELOGOING ..o 374
N S o Tor- | [ 1o ] 1RSSR 375
25 Configuring Authentication CHENLS .........cii i 376
25.1 Configuring Citrix Web Interface Protection .............cccceeiiiieiiiiiiiiiiii e 376
25.2  Configuring RADIUS ProteCiON .........ooiiiiiiiie e e et eeeeeeannes 377
25.2.1 Configuring RADIUS Protection on a Windows SErver ..o 377
25.2.2 Advanced Configuration of the RADIUS Protection Component ..............ceeeeeeeennn. 380
25.3 Configuring AD FS ProteCHON .......cceeeeeeee e 400
AT Tt R = - Tl (o | o 11 ] o SO 400
25.3.2  AD FS INFraStIUCIUIE .......oeiieieiiiiee ettt e e e e e e e e e e eeeas 400
25.3.3 Configuring the MFA Adapter for AD FS 2012 R2 .....eiiiiiiiii e 402

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 7 OF 441

25.3.4 Configuring the MFA Adapter for AD FS 2016/2019 .........ccovvviiiiiiiiieeeeeeeieeee e, 404
25.3.5 Uninstalling the MFA AJAPLEL ......cccoieiiieeecee et 406
25.4 Configuring 1IS Website ProteCtion ............ooooi oo 407
25.4.1 Native HTTP MOAUIE ...ttt a e 407
25.4.2 1IS Website Protection Configuration File ..o 407
25.4.3 The liIsAdministration PowerShell Module ..., 408
25.4.4 IS Website Protection Configuration File SyntaX.........cccccoovvvviiiiiiiie e, 412
25.5 Configuring Windows LOgoN ProteCtion ...........cceiiiiiiiiiiiiie et eeeeeeaeees 415
25.5.1 Windows Logon User EXCIUSION GrOUPS.......ccoooiiiieieeeeeeeeeeeeee e 415
25.5.2 Remote DesKtop LOGON TIMEOUL .......ccceeiieeeeeeeee e 415
25.5.3 RDP Listener EXCIUSION ........couuuiiii i e e 416
25.5.4 Credential Provider FiEING ......coei i i 419
25.5.5 Users’ Cached Credentials ..........ccoooiiiiiiiiiiieee e 420
P4 ST ©fo] 1 {To [V 1= L1 To] o N 1o o | PSSP 420
26.1 DB ENCIYPUON ..o 423
26.2 Collecting ENd-User IP AAreSSES .......ccoooiieieeeeeeeeeeeeeeeee e 424
26.3 Command LiNE ArQUMENTS ......ccoeiiiieeeeeee e 428
27 Backup and RECOVEIY .....couuiuiiii et e e e e e e et e e e e e e e e e e ttaa e e aeaaes 430
27.1 Backup of Database FileS ..........cooi oo 430
27.2 Backup of Configuration TOOI SEHINGS ......uuiiiiiieiiiieeieee e e e e e e aanees 431
27.3 Backup of Authentication Monitoring Archive ..., 431
27.4 Backup of Self-service Notification Templates ... 431
28 TrOUBIESNOOTING ...ttt 432
28.1 SMS Transmission Problems..........coooo oo 433
28.2 Error Message “Unknown user” during Authentication ...............cccoooeee e, 435
28.3 User Store Integration does not Work as EXPected...........ccovvvviiiiieiiiieeiiieiiiicie e, 436
28.4 Component Communication Problems...........ooooi i 437
28.5  SElf-SEIVICE WEDSITE ... e e et s e e e e e e e e et e e e e e e eeanne 439
28.6 Password RESEtWEDSILE .......cccooeeieeee e 440
28.6.1 Fatal Error when Accessing the Password Reset Website..........ccoooooeeiiiiiiiieennennn, 440
28.6.2 Access Denied when Accessing the Password Reset Website.............ccccccceeeeeeee. 440
28.7 Secure DeVICE PrOVISIONING ....cccoeieeeeeeeeee e 440
28.7.1 Fatal Error when Accessing the Secure Device Provisioning Website..................... 440
28.7.2 No Quarantine Emails RECEIVEd............cuuuiiiiiiieiiieiee e e 440
28.8 Token AUTNENTICALION .......cooieiii e e e eeeeeeeeees 440
28.9 RD WED PrOtECHON ...ttt e e et s e e e e e e eeeeea e e e e eaeeeenees 441

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 8 OF 441

© 2019 Entrust Datacard. All trademarks are the property of their respective owners.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 9 OF 441

1 INTRODUCTION

This document describes how to install, configure, and administer SMS PASSCODE version 2020
Service Pack 1 (SP 1).

2 NOTATION

ActiveSync Technology developed by Microsoft, used for synchronizing personal
Outlook data to handheld devices.

ABS SMS PASSCODE Authentication Backend Service

AD Active Directory

AD FS Active Directory Federation Services

CAS Client Access Server role of a Microsoft Exchange Server installation

Cloud Setup A special type of SMS PASSCODE installation, containing only SMS
PASSCODE Authentication Clients, which communicate directly with
the IntelliTrust™ cloud service. No SMS PASSCODE backend
services are used in this type of setup.

DBS SMS PASSCODE Database Service

DP Dispatch Policy

Hybrid Setup

s

IntelliTrust™

A special type of SMS PASSCODE installation, where the SMS
PASSCODE backend is configured to communicate with the
IntelliTrust™ cloud service.

Internet Information Server: Optional component/role on a Windows
Server.

A multi-factor authentication cloud service offered by Entrust
Datacard. For more documentation on IntelliTrust, please refer to:

entrust.us.trustedauth.com/documentation/help/admin/index.htm

Machine This is a general term used to denote a server or a workstation

memoPasscodes™ memoPasscodes™ refers to an SMS PASSCODE innovation making
codes easier to read and memorize during authentication

NPS Network Policy Server: Optional Role on a Windows Server. This Role

On-premises Setup

OoTP
OWA

is the Microsoft implementation of a RADIUS server.

A traditional SMS PASSCODE installation, with all components
installed on-premises. No usage of the IntelliTrust™ cloud service in
this case.

One-time passcode
Microsoft Outlook Web Access

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.
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RD
RDS
PRBS
PRWS

SMS PASSCODE
authentication client

SMS PASSCODE core
component

SDP
SSWS

TMG

TS
UGP
UlP

WAI

Remote Desktop

Microsoft Remote Desktop Services

SMS PASSCODE Password Reset Backend Service
SMS PASSCODE Password Reset Website

One of the SMS PASSCODE components Citrix Web Interface
Protection, RADIUS Protection, AD FS Protection, IS Website
Protection, Windows Logon Protection or Secure Device
Provisioning, i.e. one of the components responsible for
authentication for a specific type of client.

One of the SMS PASSCODE components Database Service, Web

Administration Interface, Self-service Website, Transmitter
Service, Authentication Backend Service or PowerShell Support.

SMS PASSCODE Secure Device Provisioning
SMS PASSCODE Self-service Website

Threat Management Gateway.
A Microsoft security gateway server (the successor of the Microsoft
ISA Server)

SMS PASSCODE Transmitter Service
User Group Policy
User Integration Policy

SMS PASSCODE Web Administration Interface

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.
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3 INTRODUCING INTELLITRUST™

When Entrust Datacard (EDC) acquired SMS PASSCODE back in 2018, one of the main goals
was to integrate the best of EDC’s existing authentication offerings with the SMS PASSCODE
product, to get the best of both worlds. We are proud to release SMS PASSCODE 2020 as the first
version that provides such an integration, and thereby allows all SMS PASSCODE customers to
optionally leverage the features of EDC’s IntelliTrust™ cloud service.

IntelliTrust™ is a cloud service offered by EDC, which allows to perform multi-factor authentication
using the following features:

e Utilizes a risk-based authentication engine that takes contextual information into account
during each authentication attempt, and dynamically adapts the login experience according
to customizable risk criteria.

e End-users that have installed the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app on their smartphone can validate their identity during
authentication attempts, either using a soft token OTP, or using Push Authentication.
Push authentication allows end-users to approve their identity, simply by the click of a
button within the app.

e Machine authentication allows IntelliTrust™ to remember machines that have
successfully been used for authentication in the past, and thereby reduce the risk during re-
occurring authentication attempts from the same machine. For example, this can be used to
only request multi-factor authentication from a machine once a day, and allow simple
authentication attempts with username and password only, during the remaining
authentication attempts on the same day from the same machine.

SMS PASSCODE 2020 is the first SMS PASSCODE version to integrate with the IntelliTrust™
cloud service. In this version, SMS PASSCODE RADIUS Protection and SMS PASSCODE AD FS
Protection have been integrated with the IntelliTrust™ cloud service.

SMS PASSCODE 2020 SP1 release brings a broader support for IntelliTrust™ cloud service
among supported authentication clients. In this version, in addition to existing integrations, SMS
PASSCODE IIS Website Protection and SMS PASSCODE Windows Logon Protection have been
integrated with the IntelliTrust™ cloud service.

Upcoming versions of SMS PASSCODE will integrate even deeper with IntelliTrust™, and thereby
provide more IntelliTrust™ authentication features.

The new SMS PASSCODE / IntelliTrust™ integration is optional. If you see value in the options
provided by IntelliTrust™, you simply enable the IntelliTrust™ integration within SMS PASSCODE,
after installation. We have put great effort to make the integration as simple as possible; among
others, all SMS PASSCODE users will automatically be synchronized to the IntelliTrust™ cloud
service. On the other hand, if you’re happy with the authentication mechanisms provided by SMS
PASSCODE in earlier versions, you can just leave the IntelliTrust™ integration disabled (default
setting), and continue to use SMS PASSCODE in the same way as previously.
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4 NEW FEATURES IN VERSION 2020 SP1

4.1  Support for IntelliTrust™ Cloud Service

Entrust Datacard offers a modern, versatile multi-factor authentication cloud service, called
IntelliTrust™. SMS PASSCODE 2020 SP1 is the next version of SMS PASSCODE that optionally
allows to integrate with IntelliTrust™. Such integration allows SMS PASSCODE to offer many new
features via the IntelliTrust™ cloud service, as described in the sections below.

This service pack release brings IntelliTrust™ integration support for the following authentication
clients:

e SMS PASSCODE IIS Website Protection

e SMS PASSCODE Windows Logon Protection

e SMS PASSCODE AD FS Protection (Already supported by SMS PASSCODE 2020)

e SMS PASSCODE RADIUS Protection (Already supported by SMS PASSCODE 2020)

The following IntelliTrust™ authentication mechanisms are supported by SMS PASSCODE IIS
Website Protection and Windows Logon Protection:

o OTP authentication using soft- and hardware tokens.

o Push authentication, using either the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app.

¢ OTP authentication, with OTP messages delivered by SMS1 or email.

e Temporary access code.

In addition, SMS PASSCODE IIS Website Protection supports:
e Machine authentication
For more information on the IntelliTrust™ cloud service, please read:

e entrust.us.trustedauth.com/documentation/help/admin/index.htm

4.2 SMS PASSCODE IIS Website Protection Improvements

IIS Web Site Protection has been renovated and extended with IntelliTrust integration support. The
new IIS Web Site protection does not use Internet Server Application Programming Interface
(ISAPI) any more to protect IS web sites, including Microsoft Outlook Web App (OWA) and
Microsoft Remote Desktop Web Access (RdWeb). Instead, modern and native to IIS version 7.x
and higher, HTTP Modules are used for the purpose.

In addition, the following features have been added:

e User facing login page has been localized to 17 languages

1 Restrictions apply to SMS delivery. Please read section 5.2 for details.
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o PowerShell Administration Support (Please see section 25.4.3 for details)

5 NEW FEATURES IN VERSION 2020

This section summarizes the most important new features introduced in SMS PASSCODE 2020.

5.1  Support for IntelliTrust™ Cloud Service

Entrust Datacard offers a modern, versatile multi-factor authentication cloud service, called
IntelliTrust™. SMS PASSCODE 2020 is the first version of SMS PASSCODE that optionally
allows to integrate with IntelliTrust™. Such integration allows SMS PASSCODE to offer many new
features via the IntelliTrust™ cloud service, as described in the sections below.

The following IntelliTrust™ authentication mechanisms are supported by SMS PASSCODE
RADIUS Protection and SMS PASSCODE AD FS Protection:

o OTP authentication using soft- and hardware tokens.

¢ Push authentication, using either the Entrust IdentityGuard Mobile or Entrust IdentityGuard
Mobile Smart Credential app.

« OTP authentication, with OTP messages delivered by SMS? or email.

o Temporary access code.

In addition, SMS PASSCODE AD FS Protection supports:
e Machine authentication
For more information on the IntelliTrust™ cloud service, please read:

e entrust.us.trustedauth.com/documentation/help/admin/index.htm

5.2  Flexible Support for Cloud and On-premise Infrastructures

In today’s IT departments, we are seeing a big move towards cloud setups, but at the same time
we are also seeing companies that prefer to stay with their on-premise installations. At Entrust
Datacard, we provide you the flexibility to decide, how much of your multi-factor authentication
infrastructure you want to move to the cloud, and how much to keep on-premise. We support a
broad range of possible setups:

o Cloud Setup: Installation with a very small on-premise footprint. In this case, you only
install SMS PASSCODE 2020 authentication clients on-premise, to protect your on-premise
systems. You then configure the clients to communicate directly with the IntelliTrust™ cloud
service. There is no need for any on-premise installation of SMS PASSCODE 2020 core
components in this case.

2 Restrictions apply to SMS delivery. Please read section 4.2 for details.
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e Hybrid Setup: Full SMS PASSCODE 2020 on-premise installation. In this case, you
perform a traditional on-premise installation of SMS PASSCODE, including authentication
clients and core components. You then configure the backend to communicate with the
IntelliTrust™ cloud service to extend the backend with advanced cloud service features.
This gives you the best of both worlds.

e On-premise Setup: Traditional SMS PASSCODE installation. In this case, you perform a
traditional on-premise installation of SMS PASSCODE, including authentication clients and
core components. But no configuration of access to cloud services is performed in this
case. This allows to have “everything behind the firewall”, including local modems for
message transmissions.

Important information regarding IntelliTrust™ licensing:

The Cloud Setup and Hybrid Setup options are new to SMS PASSCODE 2020, and provide
access to advanced IntelliTrust™ authentication features (described below).

53 Risk-based Authentication and Push Authentication

When utilizing the new Cloud Setup or Hybrid Setup, SMS PASSCODE 2020 integrates with the
IntelliTrust™ cloud service and is thereby extended with many new features, among others:

e Avrisk-based authentication engine, allowing you to configure different authentication
behavior depending on contextual risk-based factors during each authentication attempt.
Among others, machine authentication allows recognition of machines previously used for
successful authentication.

¢ Push authentication using any of the existing, renowned mobile apps from Entrust
Datacard: Entrust IdentityGuard Mobile or Entrust IdentityGuard Mobile Smart Credential.
Push Authentication allows your end-users to approve authentications from such apps,
simply by tapping an “approve button”, without entering any one-time passcode.
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5.4  Frictionless Hybrid Setup

In case you decide to go for the new Hybrid Setup, a lot has been done to minimize the hassle to
extend the on-premise experience to the cloud. This includes:

e Automatic creation of a cloud tenant in IntelliTrust™.
e Automatic synchronization of on-premise user data to IntelliTrust™.

For more details on configuring a Hybrid Setup, see section 17.3.4, page 119.

5.5 Support for Windows Server 2019

SMS PASSCODE 2020 has full support for Windows Server 2019.

5.6 Improved Web Administration Interface

Two pages of the SMS PASSCODE Web Administration Interface have been improved with a new
Quick Filter, for easy, more flexible data filtering:

e The user overview page (section 17.10.5, page 251).
¢ The authentication monitor page (section 17.19.2, page 302).

5.7 Deprecated Features

The following, previous SMS PASSCODE features, are no longer supported in SMS PASSCODE
2020 SP1:

e SMS PASSCODE IIS Website Protection for Exchange 2007
The following, previous SMS PASSCODE features, are no longer supported in SMS PASSCODE
2020:

e SMS PASSCODE TMG Website Protection

e SMS PASSCODE AD FS Protection for AD ES 2.0.
Important: AD FS protection is still supported for AD FS 2012 R2, AD FS 2016 and AD FS
2019. Only AD FS versions prior to AD FS 2012 R2 are no longer supported.
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6 END-OF-LIFE

This section summarizes end-of-life (EOL) for the different SMS PASSCODE versions. After the

EOL date, support and hotfixes will not be provided anymore for the version in question.

SMS PASSCODE 8.0 and older
SMS PASSCODE 8.0 SP1

SMS PASSCODE 9.0

SMS PASSCODE 9.0 SP1

SMS PASSCODE 9.0 SP2

SMS PASSCODE 2018

SMS PASSCODE 2020

SMS PASSCODE 2020 SP1

Already end of life
January 1, 2020
October 1, 2020
February 1, 2021
September 1, 2021
September 1, 2022
October 1, 2023
December 1, 2023
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/ FEATURE OVERVIEW

SMS PASSCODE is a versatile multi-factor authentication system with an extensive list of great
features. The most important of these features are described in the following subsections.

7.1 Authentication Clients

SMS PASSCODE provides comprehensive protection for a broad range of authentication clients.
The following clients are currently supported:

v" Citrix Web Interface

v" RADIUS clients
Supported are:
e Check Point
e Cisco
e Citrix Application Delivery Controller (ADC)
(Formerly NetScaler ADC)

e F5
e Juniper
e Palo Alto

e Any other RADIUS client supporting PAP with challenge/response
e Any other RADIUS client supporting MS-CHAP v23
e Any other RADIUS client when IntelliTrust™ mobile push application is used

v Applications protected by AD FS
Supports multi-factor authentication in any of the scenarios supported by the AD FS 2012
R2, AD FS 2016 and AD FS 2019 infrastructures, for example:
e ...when accessing claims-based applications within your enterprise
e ...when accessing resources in any federation partner organization
e ...when accessing internally hosted Web sites or services, published via the Web
Application Proxy
...when accessing resources or services in the cloud, like Microsoft Office 365,
Google Apps and SalesForce
...when approving new devices during a Workplace Jain.

v Internet Information Server (1I1S) Websites
Supports protection of the following types of IIS websites:
e Outlook Web Access 2010 /2013 /2016 /2019
¢ Remote Desktop Web Access (Windows Server 2008 R2 / 2012 R2 / 2016 / 2019)
¢ |IS Websites using Basic, Integrated Windows Authentication and ASP.Net Form
Based Authentication

v Windows Logon
Protection of:
o Remote Desktops (RDP Connections)

3 For best user experience, the RADIUS client must support to show the challenge message returned by the
SMS PASSCODE protected RADIUS server.
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e VDI machines
¢ Windows servers
¢ Windows workstations

v' Secure Device Provisioning (for ActiveSync Devices)
Protection for secure provisioning of ActiveSync devices accessing the following versions of
Exchange server:
e Exchange Server 2010
e Exchange Server 2013
e Exchange Server 2016
e Exchange Server 2019
e Exchange Online

SMS PASSCODE is fully integrated into all supported authentication clients. No extra user
actions are necessary to trigger multi-factor authentication — the authentication is very intuitive,
which makes user training unnecessary.

7.2  Security

SMS PASSCODE provides improved security from several aspects. From a technical point of view,
SMS PASSCODE provides these important security features:

v/ Strong authentication security with protection against modern internet threats such as
advanced Phishing-attacks, because passcodes are:

o Session-specific (opposite to token-based solutions!)

o Randomly created in real-time without the usage of any pre-deterministic algorithm
(opposite to token-based solutions as well as many competing message-based
solutions)

o Challenge-based

o Time-constrained

v' Patented location and behavior aware authentication for even stronger security, making
it possible to prohibit access or alert users in case of advanced attacks like some cases of
man-in-the-middle attacks

v' Cryptographically strong random passcodes are generated using FIPS-140 validated
crypto modules

v' Configurable passcode length, complexity, and lifetime
v' Strong encryption
o Built-in 256-bit AES encryption of all network communication
o Optional 256-bit AES encryption of the database files
v' Brute-force attack protection
o Automatic lockout of users on consecutive incorrect password entries

o Automatic lockout of users on consecutive incorrect passcode entries

v' Denial-of-service attack protection
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v" Lockout Notification
o Optional feature, immediately notifying a user in the event of a user lockout, thereby
giving the user the chance to take immediate counteractions, in case the event is
unexpected.

From a user perspective, SMS PASSCODE provides increased security compared to e.g.
traditional hardware-token based solutions due to:

v" High user awareness of stolen or lost cell phone means shorter period before counter-
actions are taken

v" High user awareness of the necessity to block SIM card of stolen or lost cell phone to
prevent misuse, which implies lock down of access using SMS PASSCODE

v Users can lock their stolen or lost cell phone (SIM card) themselves — meaning faster
reaction and shorter period of security breach

v' Users are automatically alerted in case their user credentials have been stolen, since they
will start receiving passcode messages not requested by themselves

v' Users are alerted by irregularities in the contextual message information, in case location
and behavior aware authentication has been enabled

7.3 Password Reset Module

Many IT helpdesks struggle with the burden of helping end users with password related issues.
There are several reasons, why this happens. Some examples are:

o End users are requested to change their password frequently. It sometimes happens during
this process that users forget the new password, they chose.

o When end users forget their password, they often try to guess it, attempting logins with
different password entries. This usually results in user accounts becoming locked out.

¢ When end users are requested to change their password before it expires, they do not
always perceive prior warnings about this, potentially resulting in blocked access to IT
systems.

In many cases, users will not be able to get access to relevant IT systems and continue work,
before the IT helpdesk has been able to resolve the problem.

The SMS PASSCODE Password Reset Module was introduced to lessen the burden on IT
helpdesks related to password issues, while at the same time making it quicker and simpler for end
users to reset their password, when needed. As a result, users can regain access to required IT
systems and continue work immediately.
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Important characteristics of the SMS PASSCODE Password Reset module are:

v' Convenient:
The SMS PASSCODE Password Reset Module provides a website, where users can reset
their own Active Directory password. It is very intuitive to use. Several authentication flows
are supported to let users reset their password, for example using their user ID and the
personal passcode that was entered (during activation) in the SMS PASSCODE Self-
service Website, followed by a one-time passcode (OTP).

v' Hassle-free real-time notifications:
An important part of a password reset system is to ensure that a user is aware of the
possibility of resetting his / her password, when needed. The SMS PASSCODE Password
Reset Module ensures this in a hassle-free way, without the need to install additional
software on PCs or smartphones, by smart usage of automated real-time notifications.

Several types of notifications exist in SMS PASSCODE, each of which can be enabled or disabled
as required. The idea is that a user will automatically receive a natification that reminds him about
the possibility to reset his password, whenever it seems relevant. The following types of
notifications are available:

v SMS PASSCODE lockout notification
o Notifies a user, whenever he is locked out from the SMS PASSCODE system, e.g.
due to several log in attempts with a wrong password

v" AD lockout notification
o Notifies a user, whenever he is locked out from AD

v' Password pre-expiration notification
o Notifies a user, whenever his AD password will expire soon (e.g. within the next 3
days)

v' Password expiration notification
o Notifies a user, whenever his AD password has just expired

The content of each notification type is customizable. By default, each message contains the URL
of the SMS PASSCODE Password Reset Website. This is a user-friendly, effective way to remind
the user about the possibility to reset his password by himself; and additionally, to inform where
and how to do it.

Note: If a user succeeds resetting his password, the SMS PASSCODE Password Reset module
will automatically unlock the user, if he was locked out, whereby the user regains access to all
relevant systems.

7.4  Deployment

Installation of SMS PASSCODE is very simple, since SMS PASSCODE is an “out-of-the-box”
end-to-end solution.

The component architecture of SMS PASSCODE offers maximum flexibility of installation,
allowing distribution of SMS PASSCODE components according to your specific needs. Starting
from version 2020, you can even decide, how much of your infrastructure you want to reside on-
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premise and in the cloud, respectively. You can choose between a Cloud Setup, a Hybrid Setup
and a traditional On-premise Setup (cf. section 5.2).

7.5 Administration

The daily administration of SMS PASSCODE is simple due to:

v" No logistic overhead regarding administration and distribution of tokens.

v No need to involve IT personnel in the event of a lost cell phone, since users will quickly
discover the loss and act on own impulse to block the SIM card.

v Smart policy-driven administration making it easy to maintain settings on a system wide
level, user group level or individual user level.

v" No need to involve IT personnel when end-users must enter or change personal data like
(mobile) phone numbers. The IT personnel can optionally allow end-users to maintain such
data themselves using the SMS PASSCODE Self-service Website.

v" No need to involve IT personnel when users have forgotten their AD password. The IT
personnel can optionally allow end-users to reset their own AD password in a secure
manner using the SMS PASSCODE Password Reset Module.

v" No need to involve IT personnel when users need to access their email using a new
ActiveSync device. The IT personnel can optionally allow end-users to approve new
ActiveSync devices themselves, in a secure manner, using the SMS PASSCODE Secure
Device Provisioning component.

Additionally, SMS PASSCODE includes an excellent User Store Integration feature that allows
administration of SMS PASSCODE users in your Active Directory or another type of LDAP
directory. The following is a list of User Store Integration features:

v" Works “out-of-the-box”. No schema extension of your AD is needed!

Supports both LDAP and Global Catalog lookups.

Supports encrypted secure communication (for both LDAP and Global Catalog lookups)
Supports extraction of users from multiple separate AD Domains / LDAP directories

Supports nested groups including groups from child domains and trusted domains.

N N N NN

Customizable extraction of several user attributes, like (mobile) phone numbers, emalil
addresses and token IDs. Even searching through a prioritized list of LDAP attributes is
possible.

Finally, as an administrator, you have the flexibility of administering the SMS PASSCODE product
using a graphical user interface (section 17, page 100), or using PowerShell script (section 18,
page 308).
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7.6  Enterprise Environment Support

Failover and scalability are very important in enterprise environments. SMS PASSCODE
provides failover and scalability on all levels thus providing unmatched support for enterprise
environments:

v Database level:
Each Authentication Backend service caches all data locally — meaning independence of
backend database and high scalability. l.e. system operation is maintained even in case the
backend database is down.

v' Transmitter level:
An Authentication Backend Service provides intelligent distribution of all incoming
requests to many Transmitter Services, thereby providing full failover and load balancing
between all such Transmitter Services. l.e. system operation is maintained even in case a
Transmitter Service is down. An unlimited number of Transmitter Services are supported.

v' Modem level:
Each transmitter supports a modem pool containing up to 32 modems, thereby providing
full failover and load balancing between all modems in a pool. l.e. system operation is
maintained even in the event of a modem being down. If SIM cards from different carriers
are used, then you can even obtain failover on the telco operator level.

v" Authentication client level:
Each authentication client may forward incoming requests to several Authentication
Backend Services. l.e. system operation is maintained even in case some of the
Authentication Backend Services are down. An unlimited number of Authentication
Backend Services are supported.

v Authentication type level:
Global diversities of message transmission infrastructures can be a challenge for global
enterprises. SMS PASSCODE addresses this issue by providing support for several
message transmission mechanisms and authentication mechanisms. Users with
specific needs can be set to receive one-time-passcode messages by email, voice calls or
any other transmission mechanism provided by a dispatch plugin module; or be allowed to
authenticate using hardware tokens, software tokens or time-constrained personal
passcodes.

Additionally, using Dispatch Policies it is possible to control the load balancing of passcode
messages and notifications across all modems and other transmission mechanisms at a granular
level. Since Dispatch Policies are very flexible, the number of possibilities is enormous. Some
examples of the usage are:

o Prefix load balancing: Group modems according to the country where they are located.
Preferable send SMS messages from modems having the same phone number prefix as
the receiver. Additionally, users with specific mobile number prefixes can be set to receive
passcodes by alternative dispatching mechanisms, i.e. by email, voice call or external
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message transmission providers.

e Telco operator failover: Group modems according to their operator. Preferable send SMS
messages using a selected operator but use another one for failover (e.g. automatically
send another passcode using a second operator if the first passcode could not be sent or
was not entered within a specified time limit).

o Receiver failover: Allocate both a primary and a secondary phone number to some users.
Automatically send another passcode to the secondary phone if the first passcode could
not be sent or was not entered within a specified time limit.

e Adaptive dispatching: Dynamically switch Dispatch Policy depending on a user’s specific
authentication context, for example depending on the country a user is logging in from, or
the type of client the user is trying to access. For example, this allows automatic switching
between modems and dispatch plugin modules, depending on the actual authentication
context.

Dispatch Policies are very flexible. The flexibility spans from having a single dispatch policy to be
used in all cases, to having different Dispatch Policies for any combination of user group, message
type and authentication context.

This clearly demonstrates that SMS PASSCODE has been designed and built with even the most
demanding enterprise environments in mind.

7.7 Pluggable Transmission Infrastructure

The SMS PASSCODE system provides an advanced transmission infrastructure for sending
different types of messages to users. For example, passcode messages containing one-time
passcodes, or notifications, informing users about important events, such as user lockouts or
password expirations. For sending such messages, the SMS PASSCODE transmission
infrastructure supports many transmission mechanisms. Transmission can occur by SMS, using
modems that are directly connected to the SMS PASSCODE Transmitter services, or by email,
using SMTP servers.

Additionally, the SMS PASSCODE transmission infrastructure optionally allows transmission using
dispatch plugin modules, thereby extending the system to transmit messages using any dispatch
mechanism that is accessible using a server-based API. For example, transmitting messages
using 3™ party web services, or using a direct connection to a short message service center
(SMSC). Out-of-the-box, SMS PASSCODE comes with a lot of plugin modules pre-installed, which
allows you easily to connect to a long list of external message providers.

One of the pre-installed plugin modules of special interest is the SMS PASSCODE Cloud Service
plugin. This plugin allows you to send messages as push notifications to end users’ smart phones,
free of charge, using the SMS PASSCODE Mobile app (see section 21.1, page 320). If you are on
a subscription license, the SMS PASSCODE Cloud Service plugin additionally allows you to send
messages via SMS or voice calls using a flat-rate cost model, via the SMS PASSCODE Cloud
Service.

Finally, the pluggable infrastructure allows you to extend the system with your own transmission
mechanisms, should you have very specific message transmission requirements.

Please read section 21 (page 318) for more details.
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8 COMPONENTS

SMS PASSCODE is composed of the following software components:

Core Components

e Database Service
e Web Administration Interface
e  Transmitter Service

e Authentication Backend
Service

e  Self-service Website

e  PowerShell Support

SMS PASSCODE

Authentication Clients

Citrix Web Interface Protection h Password Reset Module
RADIUS Protection*

AD FS Protection*

IIS Website Protection*
Windows Logon Protection*

Secure Device Provisioning
(for ActiveSync devices)

* Supports authentication via the IntelliTrust™ cloud service

Database Service

Web Administration Interface

Transmitter Service

Authentication Backend Service

Self-service Website

PowerShell Support

Citrix Web Interface Protection

Database for storing SMS PASSCODE user and configuration
data.

Website for maintaining SMS PASSCODE user data and
configuration data.

Service responsible for the actual dispatching of messages, either
using locally attached modems, SMTP servers, or using external
message transmission providers (using dispatch plugin modules).

Service responsible for authentication session management and
message handling in general; including passcode generation,
passcode verification and load balancing and failover between all
Transmitter services, when sending messages.

Website that allows end-users to maintain some of their personal
SMS PASSCODE account settings themselves.

A PowerShell module that allows administrators to maintain SMS
PASSCODE user data and configuration data using PowerShell
cmdlets. Convenient for automation and integration.

Citrix Web Interface integration, providing SMS PASSCODE multi-
factor authentication for Citrix Web Interface users. It is optionally
possible to run the Citrix Web Interface protection side-by-side with
hardware-token based two-factor authentication systems, e.g. RSA
SecurlD® or SafeWord®.

Both AD and NDS authentication is supported.

4 Please note that separate CALSs are required to gain access to add-on modules
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RADIUS Protection Integrates with RADIUS systems providing SMS PASSCODE
multi-factor authentication for RADIUS clients. It is optionally
possible to run this integration side-by-side with other RADIUS
authentication systems, e.g. hardware-token based two-factor
authentication systems.

This component optionally supports IntelliTrust™ cloud service
integration, thereby providing support for IntelliTrust™
authentication mechanisms.

RADIUS protection is provided by means of an extension for the
Microsoft Network Policy Server (NPS).

AD FS Protection Integrates with Microsoft Active Directory Federation Services (AD
FS), providing SMS PASSCODE multi-factor authentication for
applications protected by AD FS 2012 R2, AD FS 2016 and AD FS
2019.

This component optionally supports IntelliTrust™ cloud service
integration, thereby providing support for IntelliTrust™
authentication mechanisms, incl. machine authentication.

IIS Website Protection Microsoft Internet Information Server (11S) integration, providing
SMS PASSCODE multi-factor authentication for IS websites.
Currently the following types of websites are supported:
e Microsoft Outlook Web Access 2010, 2013, 2016 and
20195
e |IS websites using Basic, Integrated Windows
Authentication or ASP.Net form Authentication
¢ Microsoft Remote Desktop Web Access (RD Web Access),
on Windows Server 2008 R2 / 2012 R2 / 2016 / 2019.

SMS PASSCODE authentication can be enabled or disabled for
each specific IIS website — it is even possible to configure different
settings for specific URL’s and/or specific client IP addresses.

IIS Website protection is provided by means of a native HTTP
module.

Windows Logon Protection Windows Logon integration, providing SMS PASSCODE multi-
factor authentication for users logging on Windows machines. This
is for example useful for protecting Microsoft Remote Desktop
Services environments, or VMware View virtual clients.

SMS PASSCODE authentication can be enabled or disabled for
each specific RDP Listener.

Windows Logon integration is provided by means of a Credential
Provider.

5 Please note that when protecting an OWA 2013, 2016 or 2019 site, only form-based authentication is
supported
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Secure Device Provisioning Integrates SMS PASSCODE with Microsoft Exchange Server’'s

(for ActiveSync devices) built-in functionality for provisioning of ActiveSync Devices, thereby
providing secure, multi-factor authentication based approval of
such devices.

See system requirements (section 10) for an overview about which
versions of Exchange Server are supported.

The integration is provided by means of two components:

e The SMS PASSCODE Secure Device Provisioning
website, to which users will be redirected for performing
secure approval of ActiveSync devices.

e The SMS PASSCODE Secure Device Provisioning
backend service, which connects to the Exchange Server
to look up and change status of ActiveSync devices.

Password Reset Module Add-on module providing a website where SMS PASSCODE users
¢ Password Reset Website that have forgotten their AD password can reset their password in
o Password Reset Backend Service  a secure way.

The module consists of two components, which can be installed on
separate servers: The SMS PASSCODE Password Reset Website
and the SMS PASSCODE Password Reset Backend Service.

The Password Reset Website provides the user interface of the
Password Reset module. It acts as a proxy for the actual Password
Reset logic, which is performed by the Password Reset Backend
Service.
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Please note the following regarding the different installation options:

Cloud Setup: Currently, the RADIUS Protection, AD FS Protection, IIS Website
Protection and Windows Logon Protection components are supported in a Cloud
Setup.

Hybrid Setup: All SMS PASSCODE core components are required during this type of
setup, except the optional Self-service Website. Additionally, you may install any number of
SMS PASSCODE Authentication Clients. Please note, that currently the RADIUS
Protection, AD FS Protection, IIS Website Protection and Windows Logon Protection
components support authentication using the IntelliTrust™ cloud service. Remaining SMS
PASSCODE Authentication clients will still work in a Hybrid Setup, using traditional SMS
PASSCODE authentication.

On-premise Setup: All SMS PASSCODE core components are required during this type
of setup, except the optional Self-service Website. Additionally, you may install any number
of SMS PASSCODE Authentication Clients. All such authentication clients are supported
in this setup.

9 LICENSING

This section describes how SMS PASSCODE licensing relates to the SMS PASSCODE
components described in the previous section.

When acquiring SMS PASSCODE software, you must take different kinds of licenses into account:

Client Access Licenses (CALS)
Each CAL provides a single end-user the right to access specific types of clients.

Dispatch Licenses
Each dispatch license allows one of the followings:
o Attach a single hardware modem to the SMS PASSCODE infrastructure.
o Create a single Email Connector in the SMS PASSCODE database to send
messages via a specific SMTP server.
o Create a single Dispatch Connector in the SMS PASSCODE database to send
messages via a specific Dispatch Plugin Module, for example sending messages
by SMS or voice call using a 3" party web service.
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Please note that you may install every SMS PASSCODE component as many times as you like
within your infrastructure, without acquiring extra licenses for this; the one exception being the
SMS PASSCODE Database component, which is only allowed to be installed once®.

The following types of CALs exist:

e MFA Standard CAL
Each such CAL provides a single user the right to access any number of systems protected
by SMS PASSCODE Authentication Clients within a single SMS PASSCODE installation.

e Password Reset CAL
Each such CAL provides a single user the right to access any number of SMS PASSCODE
Password Reset Websites within a single SMS PASSCODE installation.

CALs are allocated to users via User Group Policies (cf. section 17.6.1.4, page 181). To get an
overview about the total number of allocated licenses, go to the License page of the Web
Administration Interface (cf. section 17.4, page 122).

The table below summarizes the licensing requirements:

Component Number of installations allowed License requirements

Database Service The Database Service is allowed to -
be installed once within a single SMS
PASSCODE infrastructure.

Web Administration No limitation. -

Interface

Transmitter Service No limitation. A dispatch license per modem,
email connector and dispatch
connector’,

Authentication Backend No limitation. -

Service

Self-service Website No limitation. -

Citrix Web Interface No limitation. Each user needs to have an MFA

Protection Standard CAL allocated.

RADIUS Protection No limitation. Each user needs to have an MFA
Standard CAL allocated.

AD FS Protection No limitation. Each user needs to have an MFA

Standard CAL allocated.

6 If you are on an “Open License Agreement”, then you can install the Database service multiple times with
the same license code, but you will be billed for the CALs allocated within each such installation. However,
for billing purposes it is recommended to request separate license codes per installation, as it makes it
easier to understand the CAL usage per installation.

7 Only one dispatch license is needed per email/dispatch connector, even if the connector is assigned to
several Transmitter Services.
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Component Number of installations allowed License requirements

IIS Website Protection No limitation.
Windows Logon No limitation.
Protection

Secure Device No limitation.

Provisioning
(for ActiveSync devices)

Password Reset No limitation.
Website
Password Reset No limitation.

Backend Service

Each user needs to have an MFA
Standard CAL allocated.

Each user needs to have an MFA
Standard CAL allocated.

Each user needs to have an MFA
Standard CAL allocated.

Each user needs to have a
Password Reset CAL allocated.

9.1 Authentication Behavior: Authentication Clients

The table below summarizes authentication behavior for SMS PASSCODE protected
authentication clients. Please note that the behavior can be affected by the Authentication Policy
assigned to the user (cf. section 17.8), and by the fact, whether Proof-of-Concept (PoC) mode has

been enabled (cf. section 17.3.1):

User Exists MFA Default behavior
in the SMS Standard | (PoC mode disabled)
PASSCODE CAL

Database allocated
to the
user

PoC mode enabled

Yes Yes If the user attempts to log in to an SMS
PASSCODE protected authentication client,
authentication occurs according to the user’s
Authentication Policy. This typically means
that multi-factor authentication occurs,
unless explicitly defined otherwise by the
Authentication Policy.

Yes No If the user attempts to log in to an SMS
PASSCODE protected authentication client,
access is denied unless the user’s
Authentication Policy is set to bypass multi-
factor authentication.

No - The user is not allowed to log in to any SMS
PASSCODE protected authentication client.

No change, i.e. default behavior as
described in the column to the left.

The user can log in to any SMS
PASSCODE protected authentication
client, bypassing multi-factor
authentication (i.e. the user's
Authentication Policy is not applied)

No change, i.e. default behavior as
described in the column to the left.
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9.2 Authentication Behavior: Password Reset

The table below summarizes authentication behavior for the SMS PASSCODE Password Reset
Website. Please note that the behavior can be affected by the Authentication Policy assigned to
the user (cf. section 17.8), whereas Proof-of-Concept (PoC) mode (cf. section 17.3.1) has no

impact in this case:

User Exists
in the SMS
PASSCODE
Database

Password

Reset
CAL
allocated
to the
user

Default behavior
(PoC mode disabled)

PoC mode enabled

Yes Yes If the user attempts to log in to the SMS No change, i.e. default behavior as
PASSCODE Password Reset Website, described in the column to the left.
authentication occurs according to the
user’s Authentication Policy. This typically
means that multi-factor authentication
occurs, unless explicitly defined otherwise
by the Authentication Policy.

Yes No The user has no access to the SMS No change, i.e. default behavior as
PASSCODE Password Reset Website. described in the column to the left.

No - The user has no access to the SMS No change, i.e. default behavior as

PASSCODE Password Reset Website.

9.3 Hardware — Modems

described in the column to the left.

When acquiring an SMS PASSCODE license, you may optionally acquire one or more physical
modems as well. The usage of modems is not mandatory, because SMS PASSCODE can be
operated with or without modem hardware, according to your preferences. Local modems have the
advantage of giving you maximum control of the transmission environment.

Please consult your SMS PASSCODE reseller to get advice regarding supported hardware for
message transmission.

You need a Dispatch License for each modem that you attach to your SMS PASSCODE

infrastructure.
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10 SYSTEM REQUIREMENTS

In this section, the system requirements are listed for each SMS PASSCODE software component

(cf. section 8).

Database Service e Supported operating systems:

(@)

O O O O

Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

If you are planning to import users from Active Directory using the User Store
Integration feature, it is recommended to install this component on a domain
member server or a domain controller.

Note: It is mandatory to install the PowerShell Support component on the
same server as the Database Service.

Web Administration
Interface o
@)
@)
@)
O

Supported operating systems:

Windows Server 2008 R2 (x64) - SP1 required
Windows Server 2012 (x64)

Windows Server 2012 R2 (x64)

Windows Server 2016 (x64)

Windows Server 2019 (x64)

e Microsoft Internet Information Services (1IS) required — automatically
installed, if not present.
e Must be installed on the same server as the Database Service

component.
Transmitter Service e Supported operating systems:
o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)

e If you are planning to use local modems: An unused serial port® (COM
port) for each modem

8 If the server does not have a free serial port, you may use a serial port server instead. When using this
solution, you map a virtual serial port on the computer to a serial port on a device, which is connected to the
network. SMS PASSCODE has been tested with serial port servers (“Terminal Servers”) from Moxa
(http://www.moxa.com/product/Serial Device Servers.htm). It is recommended to use secure serial port

servers, which encrypt the network communication (e.g. Moxa Nport 6000 series). It is also advantageous to
use serial port servers in case you need to connect a lot of modems to the same computer, since serial port

servers with many serial ports are available.

IMPORTANT: In case of using any Moxa device, please ensure that the installed drivers are supported for

the Windows operating system in use.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.


http://www.moxa.com/product/Serial_Device_Servers.htm

SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 32 OF 441

Authentication
Backend Service

Self-service Website

PowerShell Support

Citrix Web Interface
Protection

Supported operating systems:
o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)
Supported operating systems:
o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)
Microsoft Internet Information Services (lIS) required — automatically
installed, if not present.

It is recommended to install this component on the same server as the
Database Service component. However, it is possible to install this component
on a separate server (cf. section 10.3, page 39).

Supported operating systems:
o Windows 7 (x86/x64)
Windows 8 (x86/x64)
Windows 8.1 (x86/x64)
Windows 10 (x86/x64)
Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
o Windows Server 2019 (x64)
PowerShell version 4.0 or later is required.
Please ensure that PowerShell script execution is NOT restricted by a
Group Policy. It must be allowed to change the script execution policy
of a process to “RemoteSigned” or “Unrestricted”.

O O O O O O O

Supported operating systems:
o Windows Server 2008 R2 (x64)

You must install Citrix Web Interface on the server and publish at least
one Web Interface before installing this component.

The following Citrix Web Interface versions are supported:
o Citrix Web Interface 5.3.0
o Citrix Web Interface 5.4.0
o Citrix Web Interface 5.4.2

AD and NDS authentication are supported.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 33 OF 441

RADIUS Protection

AD FS Protection

Supported operating systems:
o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)

Please note: Only Windows Server Editions including the Network
Policy Service (NPS) are supported. This means, that for example
Windows Server 2008 Web Edition, Windows Server 2012 Hyper-V
Edition and Windows Server 2012 Storage Edition are not feasible.

Network Policy Service (NPS) must be installed before installing this
component.

Supported RADIUS clients: All RADIUS clients that support the PAP or
MS-CHAP v2 authentication protocol. The best user experience is
achieved using RADIUS clients that support PAP with Challenge
Response. Among others the following RADIUS clients support
Challenge Response:
o Cisco ASA
Cisco VPN Concentrator 3000
Citrix NetScaler Gateway
Palo Alto
Check Point FW-1/VPN-1 NG/FP3
F5 BiglP
Fortigate SSL VPN
Juniper SSL VPN
Dell SonicWall SRA, Dell SonicWall NSA
VMWare Horizon View
WatchGuard Firebox

O OO OO OO OO OO0

For further information regarding supported RADIUS clients, please
contact your SMS PASSCODE reseller. You can also contact
support@entrustdatacard.com if you have a support agreement or
direct support (Direct support is included in subscription license).

This component optionally supports IntelliTrust™ cloud service
integration, thereby providing support for IntelliTrust™ authentication
mechanisms.

Supported operating systems:
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)

The AD FS server role must be installed before installing this
component.

This component optionally supports IntelliTrust™ cloud service
integration, thereby providing support for IntelliTrust™ authentication
mechanisms, incl. machine authentication.
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IIS Website Protection e Supported operating systems:
o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)

Windows Logon e Supported operating systems:
Protection o Windows 7 (x86/x64)

Windows 8 (x86/x64)

Windows 8.1 (x86/x64)
Windows 10 (x86/x64)
Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

O O O O O O O O

e Remote Desktop is supported.

Secure Device e The following versions of Microsoft Exchange Server are supported:
Provisioning o Exchange Server 2010

(for ActiveSync devices) Exchange Server 2013

Exchange Server 2016

Exchange Server 2019

Exchange Online

o O O O

Note: It is not required to install the component on an Exchange Server,
as the component can make a remote connection to the relevant
Exchange Server, including Exchange Online.

e Microsoft Internet Information Services (1IS) required — automatically
installed, if not present.

o A certificate is required to protect communication with the Secure
Device Provisioning Website using SSL/TLS.

Password Reset e Supported operating systems:

Website o Windows Server 2008 R2 (x64)
o Windows Server 2012 (x64)
o Windows Server 2012 R2 (x64)
o Windows Server 2016 (x64)
o Windows Server 2019 (x64)

e Microsoft Internet Information Services (11S) required — automatically
installed, if not present.

e A certificate is required to protect communication with the Password
Reset Website using SSL/TLS.
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Password Reset e Supported operating systems:
Backend Service o Windows Server 2008 R2 (x64)
Windows Server 2012 (x64)
Windows Server 2012 R2 (x64)
Windows Server 2016 (x64)
Windows Server 2019 (x64)

@)
@)
@)
@)

e Itis recommended to install a certificate on relevant domain
controller(s) to encrypt the communication between the Password
Reset Backend Service and the domain controller(s) using SSL/TLS.

10.1 Requirements for Location and Behavior Aware Authentication

Location and behavior aware authentication® is the overall term for making use of Passcode
Policies, Authentication Policies and User IP Histories to achieve a more advanced and secure
authentication experience. The pre-requisite for this to work is that the SMS PASSCODE system
must be able to collect the correct end-user IP_address, from which an authentication attempt
originates.

The table below lists the pre-requisites for this with respect to the different types of authentication
clients supported by SMS PASSCODE:

Authentication Client Pre-requisite for collection of end-user IP addresses

Citrix Web Interface Protection The pre-requisites for all web-based authentication clients are
the same. These clients are running on an Internet Information
IIS Website Protection Server (11S) that reports the end-user IP address of the web

client to the SMS PASSCODE system.
AD FS Protection
A problem might be that the IS in question is located behind a

Secure Device Provisioning reverse-proxy (e.g. Citrix Secure Gateway, Citrix Access

(for ActiveSync devices) Gateway, TMG or Web Application Proxy) or other type of
network device (e.g. network load balancer), that hides the

Password Reset Module real end-user IP address from the IIS. If this is the case, you
have two options for regaining access to the real end-user IP
address:

e Re-configure the network device to report the real
end-user IP address to the IIS.

e Configure the network device to report the real end-
user IP address as an HTTP header value. SMS
PASSCODE can then be configured to retrieve end-
user IP addresses from this specific HTTP header (cf.
section 26.2, page 424).

RADIUS Protection End-user IP addresses are collected from a configurable
attribute of the RADIUS packets received from the RADIUS
client. l.e. end-user IP addresses can only be collected
successfully, in case the RADIUS client supports reporting of
end-user IP addresses.

9 Please read section 16.1 (page 94) for more details about location and behavior aware authentication.
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Authentication Client Pre-requisite for collection of end-user IP addresses

Windows Logon Protection

When accessing the SMS PASSCODE protected machine
using RDP, the correct end-user IP address of the RDP client
is collected.

However, please note that when an RD Gateway is involved,
the RD Gateway will act as the RDP client, i.e. the IP address
of the RD Gateway will then be reported.

If you still would like to get the correct end-user IP address in
this case, consider providing external access only through an
RD website protected by SMS PASSCODE multi-factor
authentication. Collection of end-user IP addresses can then
be enabled on the RD website instead.

10.2 Remote Desktop Service Protection

Access to a Remote Desktop Services infrastructure can be protected by SMS PASSCODE multi-

factor authentication in several ways:

e Protection on the RD Session Hosts: You can decide to install SMS PASSCODE
Windows Logon Protection on each RD Session Host. This will ensure that multi-factor
authentication will occur in the Windows Logon session, when a RemoteApp or remote
desktop is started on an RD Session Host. If you have a VDI infrastructure, you can also
use this approach, and install SMS PASSCODE Windows Logon Protection on each VDI

machine.

e Protection on the RD Web Access server: If remote access to your RDS infrastructure is
provided via an RD Web Access site, then you can decide to install SMS PASSCODE 1IS
Website Protection on the RD Web Access server to require users to perform multi-factor
authentication, before getting access to the RD Web Access site.
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The following table summarizes the options available on different operating systems:

Operating System Protecting RD Session Hosts or Protecting RD Web Access Site
VDI machines using using SMS PASSCODE IIS

SMS PASSCODE Windows Website Protection
Logon Protection

Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 7

Windows 8

Windows 8.1

Windows 10

10 RDP Client 8.1 or later required.
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The next table summarizes the advantages and disadvantages of the two approaches:

Advantages

Disadvantages

Protecting RD Session Hosts using

SMS PASSCODE Windows Logon
Protection

Independent of the RDP Client
version. In addition, works fine with
any 3 party RDP clients.

Independent of the RDS
infrastructure. The RD Gateway
and RD Web Access Site can
reside on separate servers.

Supports RDP shortcuts for
accessing RemoteApps through
the RD Gateway.

If you have many RD Session
Hosts, you will need to install SMS
PASSCODE Windows Logon
Protection on each host.

If users access RemoteApps on

different RD Session Hosts, they
will need to perform multi-factor

authentication several times.

Security: Important to ensure that
the RD Gateway is configured to
only grant access to hosts
protected by SMS PASSCODE
Windows Logon Protection.
Otherwise, security could be
compromised, since unprotected
hosts could be externally accessed
without multi-factor authentication.

Since all users accessing the RD
Session hosts are validated by
SMS PASSCODE, this means that
all users must be present in the
SMS PASSCODE database,
including users that only have
internal access without multi-factor
authentication. Such users must be
configured to bypass multi-factor
authentication in the SMS
PASSCODE system, using
Authentication Policies.

Protecting RD Web Access Site using
SMS PASSCODE IIS Website Protection

Simpler to administer, if you have many
RD Session Hosts, since SMS
PASSCODE protection only has to be
installed on a single server.

Security: Performs multi-factor
authentication as early as possible,
before the user gets access to the RD
Session Host.

Users only have to perform multi-factor
authentication once, when accessing
the RD Web Access Site. Not, when
starting each RemoteApp in the RD
Web Access Site.

Requires the RD Gateway and RD Web
Access site to reside on the same
server.

Does not support RDP shortcuts for
accessing RemoteApps through the RD
Gateway.

Not supported on Windows Server 2012
(but supported on Windows Server 2012
R2).

3 party RDP clients might not work.

Specific for Windows Server 2012 R2 /
2016 / 2019:

o All RDP clients must be on version
8.1 or later (which is supported on
Windows 7 SP1 and later).

o When starting a RemoteApp in the
RD Web Access Site, the RDP file
must always be opened after
download, also in Internet
Explorer.

o The feature “Connect to a remote
PC” in the RD Web Access site
(Internet Explorer only) will not
work.
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As you can see from the tables above, you have the following options, when protecting Remote
Desktop Services using SMS PASSCODE multi-factor authentication:

e Windows Server 2008 R2 /2012 R2 /2016 / 2019: When using Remote Desktop Services
on Windows Server 2008 R2 / 2012 R2 / 2016 / 2019 you have two options to implement
SMS PASSCODE authentication:

1. Protecting an RD Web Access site directly on the IIS:
Install the SMS PASSCODE IIS Website Protection component on the server hosting
the RD Web Access Site. It is mandatory, that the RD Web Access site and the RD
Gateway reside on the same server. This server must NOT be a domain controller.
Form-based authentication and single sign-on (SSO) is supported**.

2. Protecting Windows Logon on all RD Session Host servers:
Install the SMS PASSCODE Windows Logon Protection component on each RD
Session Host requiring SMS PASSCODE protection.

e Windows Server 2012: When using Remote Desktop Services on Windows Server 2012
(not R2), please install the SMS PASSCODE Windows Logon Protection component on
each RD Session Host server requiring SMS PASSCODE protection.

Please refer to sections 12.2.2 and 12.2.3 for details about setting up RDS Protection.

10.3 Installing the Self-service Website on a Non-DB Server

As mentioned in the system requirements table in section 10 it is recommended to install the SMS
PASSCODE Self-service Website (if installed) on the same server as the SMS PASSCODE
Database Service (called the DBS host below). However, it is possible to install the website on a
separate server. This section describes the required steps.

By default, the SMS PASSCODE Self-service Website runs under the identity “localsystem”, which
is the reason why it can only access the SMS PASSCODE Database, when it is installed on the
same server. To install the website on a separate server, you need to create a dedicated domain
user and configure the website to run under such dedicated user identity and grant the dedicated
user identity access to the SMS PASSCODE Database. The required steps are described below:

1. Install the SMS PASSCODE Self-service Website on a separate server (cf. section 14.2,
page 67). This server is called the website server below.

2. Create a new domain user that is dedicated for being used for remote access to the DBS
host. The user must be a member of the same domain as the website server.

11 On Windows Server 2008 R2, if you experience any of the problems during single sign-on described in the
MS support article http:/support.microsoft.com/kb/977507, then please apply the suggested workaround /
fix.
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3. Log on to the DBS host.
a. Is the DBS host member of the same domain as the website server?
i. DBS host domain = website server domain:
The user created in step 2 is called the DB connection user below.

ii. DBS host domain # website server domain:
Create a local user on the DBS host, having the same username and
password as the user created in step 2 above. This local user is called the
DB connection user below.

b. On the DBS host, locate the secret.dat file. The default location is:
C:\Program Files\SMS PASSCODE\secret.dat

Assign read permissions to this folder for the DB connection user.

c. Onthe DBS host, locate the folder containing the DB files. The default location is:
C:\Program Files\SMS PASSCODE\Database

Assign read and write permissions to this folder for the DB connection user.
Restart the SMS PASSCODE Database Service. Now the dedicated user (from step
2) will have read and write access to the SMS PASSCODE database from any other

server.

4. On the website server, locate the secret.dat file in the SMS PASSCODE installation folder.
The default location is:

C:\Program Files\SMS PASSCODE\secret.dat

Assign read permissions to this file for the dedicated user created in step 2.
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5. On the website server, open the IIS manager and go to the Application Pools section:

q’ﬂ Application Pools

f‘i Start Page
4 --‘j W2012R2TEST1 (TEST1VAdmi

...} Application Pools

This page lets you view and manage the list of application pools on the server.
Application pools are associated with worker processes, contain one or more applications,
and provide isolation among different applications.

Filter: - ¥ Go - [ Show Al | Group by: s

MName - Status MET CLR V... Managed Pipel...

@ NET w2.0 Started vZ2.0 Integrated

@.NEI' v2.0 Classic Started  w2.0 Classic B

L NET w45 Started w0 Integrated -

@.NEI' v4.5 Classic Started vd.0 Classic Ad’

@ Classic .NET AppPool Started va.0 Classic Re

@ DefaultAppPool Started w40 Integrated

@SMS PASSCODE Self-service AppPool Started vd.0 Integrated X Re
Vi

a. Select the Application Pool SMS PASSCODE Self-service AppPool, and then click
the Advanced Settings... link in the Actions pane.

w 3 » W2012R2TEST1 + Application Pools @ -
File View Help
@9 Application Pools
ﬂ pp & Add Application Pool...
::i Start Page i This page lets you view and manage the list of application pools on the server. Set ApplicationiBonlEEIREEN
- ni W2012R2TESTT (TEST 1\ Admi Application pools are associated with worker processes, contain one or more applications, Application Pool Tasks
@ Application Pools and provide isolation among different applications. » Start
bl Sites 3 . n
Filter: - ¥ Go - g Show All | Group by: s B Stop
Marme - Status .NET CLR V... Managed Pipel... 2 Recycle...
@ NET v2.0 Started w20 Integrated Edit Application Pool
Q‘NI:TVZO Classic Started  w2.0 Classic Basic Settings...
L2 NETv45 Stated w40 Integrated Regin
@‘N!:TM‘SCIass\c Started  wd0 Classic Advanced Seftings
@ Classic .NET AppPool Started 2.0 Classic Rename
@ DefaultAppPool Started w40 Integrated
ISR PASSCODE Self-service AppPool  Gtarted . vd.0 i d X Remove
View Applications
@ Help
NP S o, PR e _-w""..“-\‘-_ﬂ—' L W &
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b. Inthe Advanced Settings dialog, click the button to the right of the Identity setting:

Advanced Settings I_-

4 (General) ~
MET CLR Version va.0
Enable 32-Bit Applications False
Managed Pipeline Mede Integrated
Name SMS PASSCODE Self-service AppPod =
Queue Length 4000
Start Mode OnDemand
4 CPU
Limit (percent) 0
Lirnit Action Mohction
Limit Interval (minutes) 0
Processor Affinity Enabled False
Processor Affinity Mask 4284967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model

[ Generate Process Model Event L

TR Loctystem
ldle Time-out (minutes) 20
Idle Time-out Action Terminate hd
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

| oK ‘ | Cancel ‘

c. Inthe Application Pool Identity dialog that appears, select the Custom account
option and then click the Set... button:

Application Pool ldentity _

() Built-in account:

LocalSystemn

_t ® Custormn account:

Cancel

d. Inthe Set Credentials dialog that appears, enter the user name and password of
the user created in step 2. Then click the OK button.

e. Click the OK button in the Application Pool Identity dialog.

f. Click the OK button in the Advanced Settings dialog.
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6. This completes the setup. Start the website and check that everything works as expected.

Note: If you want to use the SMS PASSCODE Configuration Tool to test the connection to
the DBS host, then you need to take additional actions:

a. On the website server, add the user that was created in step 2 to the local
Administrators user group (otherwise, the user is not allowed to start the SMS
PASSCODE Configuration Tool).

b. On the website server, start the SMS PASSCODE Configuration Tool using the user
account that was created in step 2.

c. Inthe SMS PASSCODE Configuration Tool, go to the Database tab and test the
connection to the DBS host.

11 INFRASTRUCTURE

SMS PASSCODE is composed of various software components (cf. section 8) which can
communicate with each other across the network. This provides great flexibility regarding the
distribution of the components on different servers, which allows for optimization of the SMS
PASSCODE deployment according to your specific server infrastructure.

Since you can distribute the SMS PASSCODE components in almost any way you like, there are a
huge number of possible installation scenarios. The possibilities span from a simple Cloud Setup,
to Hybrid/On-Premise Setups, that can be very simple with all components installed on the same
server, to advanced “total distribution” setups, where all components are distributed onto different
machines. Many other scenarios exist between these extremes — you can install some components
together on a machine while other components are installed individually on other machines.

The purpose of this section is to show selected network diagrams that illustrate different “sample”
SMS PASSCODE installation scenarios.

Please note that if you do not need the flexibility of distributing components to multiple servers but
would rather prefer a very simple installation on a single server, you have the option of just
installing all required components on a single server.
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11.1 Component Communication

Distributed SMS PASSCODE components communicate via the network. Communication takes
place using the TCP/IP protocol — all network messages between SMS PASSCODE components
are encrypted using strong 256-bit AES encryption. SMS PASSCODE uses several TCP ports as
described below:

Database Service Listens by default on the e Communicates with all Transmitter
two TCP ports 9090 and Services (TCP port 8989)
9091 e Communicates with all Authentication

Backend Services (TCP port 8988)

e Communicates with one or more Domain
Controllers / LDAP Directories, in case
User Store Integration has been enabled
(using LDAP or Global Catalog, possibly
using SSL)

e Hybrid Setup: Communicates with the
IntelliTrust™ cloud service
(https://itcsadminservice.azurewebsites.net) on
port 443 (SSL).

Web Administration Listens by default on e Communicates with the Database Service
Interface TCP port 2000 (TCP port 9091)
e Communicates with Transmitter Services
(TCP port 8989), when using the Modem
Monitoring page

Transmitter Service Listens by default on e Communicates with the Database Service
TCP port 8989 (TCP port 9090)
e Might communicate with external web
services, when Dispatch Connectors are
used, typically on port 443. E.g. port 443
(SSL) is used when utilizing the SMS
PASSCODE Mobile app.

Authentication Listens by default on e Communicates with the Database Service
Backend Service TCP port 8988 (TCP port 9090)
e Communicates with other Authentication
Backend Services (TCP port 8988)
e Communicates with all Transmitter
Services (TCP port 8989)
e Hybrid Setup: Communicates with the
IntelliTrust™ cloud service (tenant specific
URL) on port 443 (SSL).

Self-service Website Listens by default on e Communicates with the Database Service
TCP port 3000 (TCP port 9091)
e Communicates with one or more Domain
Controllers, in case User Store Integration
has been enabled (using LDAP or LDAPS)
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SMS PASSCODE = e On-premise or Hybrid Setup:
Authentication clients Communicates with a list of Authentication
Backend Services (TCP port 8988).
e Cloud Setup®?: Communicates with the
IntelliTrust™ cloud service on port 443

(SSL).
Password Reset Listens by default on e Communicates with the Password Reset
Website TCP port 5000, but Backend Service (TCP port 8888)
should be reconfigured
to use SSL (port 443)
Password Reset Listens by default on e Communicates with one or more Domain
Backend Service TCP port 8888 Controllers (using LDAP or LDAPS)

e Communicates with a list of Authentication
Backend Services
(TCP port 8988)

Secure Device The website listens by e The backend service communicates with a
Provisioning default on TCP port list of Authentication Backend Services
6000, but should be (TCP port 8988), and with an Exchange
reconfigured to use SSL Server on TCP port 80 or 443, depending
(port 443) on whether http or https is configured,
respectively.

The usage of the different TCP ports is also illustrated using network diagrams in the following
sections (e.g. the network diagram in section 11.6, page 52, gives a good overview). Section 23.4
(page 345) contains Password Reset Module specific network diagrams illustrating the
communication between the Password Reset Website and Password Reset Backend Service
components.

You can change the default TCP ports during an installation (or afterwards), in case they conflict
with other applications.

12 In SMS PASSCODE 2020 SP1, only the Citrix Web Interface protection and Secure Device Provisioning
are not supported in a Cloud Setup. Also, SMS PASSCODE Windows Logon Protection supports Cloud
Setup only for Windows versions newer than Windows 7 / Windows Server 2008 R2.
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11.2 Cloud Setup

This section illustrates a Cloud Setup of SMS PASSCODE. In this case, RADIUS Protection and
AD FS Protection is configured to communicate directly with the IntelliTrust™ cloud service. No
SMS PASSCODE core components are installed in this case:

LAN

Firewall

MS NPS
SMS PASSCODE RADIUS Protection

RADIUS client

TCP 443 (SSL)
RADIUS Server

DMz Internet

Firewall

TCP 443 (SSL)

MS AD FS Server
SMS PASSCODE AD FS Protection

Web Application Proxy
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11.3 On-premise Single Server Installation

The simplest form of an On-premise (or Hybrid) SMS PASSCODE installation is to install all
required components on a single server. The following (required) components must always be

installed during this type of installation:

e Database Service

e Web Administration Interface

e Authentication Backend Service
e Transmitter Service

The remaining components are optional.

LAN

S~

User Store (AD)

User Sync.

Modem(s) (optional)

(optional)
()

serial

SMS PASSCODE Server

User Sync. and
cloud authentication
(optional, hybrid setup)

Firewall

INTERNET

Server can optionally
be placed inDMZ

e

e SMS PASSCODE Database Service

e SMS PASSCODE Web Administration Interface

e SMS PASSCODE Authentication Backend Service

e SMS PASSCODE Transmitter Service

e SMS PASSCODE Self Service Website (optional)

e SMS PASSCODE Password Reset (optional)

e SMS PASSCODE Citrix Web Interface Protection (optional)
e SMS PASSCODE RADIUS Protection (optional)

e SMS PASSCODE AD FS Protection (optional)

e SMS PASSCODE IIS Website Protection (optional)

e SMS PASSCODE Windows Logon Protection (optional)
e SMS PASSCODE Secure Device Provisioning (optional)
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11.4 RADIUS Clients

In this section, an on-premise (or hybrid) installation example is shown with SMS PASSCODE
being used for RADIUS authentication. Whereas a possibility is to install all necessary SMS
PASSCODE components on the RADIUS server itself, the example below illustrates another
scenario where the RADIUS Protection component is installed on the RADIUS server and the
remaining components are installed on a separate server:

LAN Internet

SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface
_ SMS PASSCODE Authentication Backend Service
Modem(s) (optional) | 5\1S5 pASSCODE Transmitter Service

) SMS PASSCODE Self-service Website (optional)

User Sync. and
cloud authentication
(optional, hybrid setup)

User Sync. SMS PASSCODE Server

(optional)

Cisco VPN
Client

Cisco

TCP 8988

User Store (AD)

Juniper

Radius
UDP 1812
UDP 1645

Juniper

Radius
UDP 1812
UDP 1645

RADIUS Server
MS NPS
SMS PASSCODE RADIUS Protection

|
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For failover reasons it would be better to have several Authentication Backend Service and
Transmitter Service components installed, to ensure that if any Authentication Backend
Service would become unavailable for some reason, then the RADIUS server can communicate
with another one. In addition, each Authentication Backend Service instance will automatically

perform intelligent load balancing and failover between all available Transmitter Services,

according to the Dispatch Policies, that you define. You can install as many Authentication
Backend Services and Transmitter Services as you like. The example below illustrates the usage

of two instances of each:

LAN

Modem(s) (optional)

TCP 8988
TCP 8989

SMS PASSCODE Failover server
SMS PASSCODE Authentication Backend Service

SMS PASSCODE Transmitter Service

Modem(s) (optional)

TCP 8988

TCP 8989 e

TCP 9090

Internet

Cloud authentication
(optional, hybrid setup)

SMS PASSCODE Database Server
SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface
SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service
SMS PASSCODE Self-service Website (optional)

User Sync.
(optional)

TCP 8988

Radius
UDP 1812
UDP 1645

User Store (AD) RADIUS Server
MS NPS
SMS PASSCODE RADIUS Protection

User Sync. and
cloud authentication
(optional, hybrid setup)

RADIUS client(s)
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For further failover, you could additionally decide to deploy several RADIUS severs, each with
SMS PASSCODE RADIUS Protection.

11.5 Enterprise Setup

SMS PASSCODE supports enterprise environments with 24x7 uptime demands. This is achieved
by supporting failover on all levels of the SMS PASSCODE infrastructure:

Failover on the database level:

The Database Service continuously pushes all data changes to all Authentication Backend
Services. All data is cached locally which means that all Authentication Backend Services
have access to all data even in case the Database Service becomes unavailable®?,

Failover on the Transmitter service level:

Each Authentication Backend Service continuously monitors all Transmitter Services and
ensures an intelligent load balancing of all message requests between all available
Transmitter Services. The failover/load balancing algorithm is customizable using Dispatch
Policies. Using these policies, it is possible to define in detail, how incoming message
requests should be distributed according to customizable Dispatch Policy Rules. Please
refer to section 17.18 (page 271) for more information regarding this.

Failover on the modem level:

Up to 32 modems can be connected to each Transmitter Service in a modem pool. The
Authentication Backend Services ensure intelligent load balancing between all available
modems across Transmitter Services. In case a modem becomes unavailable, requests are
automatically redirected to other modems in the modem pool. By using SIM cards of
different telco operators, you can even achieve failover on the operator level.

Failover on the message dispatching level:

If you have users that cannot receive one-time-passcodes (OTPs) by SMS, you can define
policies to allow authentication by other means (e.g. send OTPs by email, voice calls or
SMS PASSCODE Mobile app, or enable push authentication, or allow authentication using
hardware tokens, software tokens or time-constrained personal passcodes).

Failover on the authentication client level:

Each SMS PASSCODE Authentication client can be configured to redirect its requests to a
prioritized list of Authentication Backend Services. If any of the listed services becomes
unavailable, then requests are automatically redirected to the services being available.
Please notice that the list of services can be changed on-the-fly during operation without
any downtime.

For optimal failover, your SMS PASSCODE On-premise (or Hybrid) installation should include:

At least two Authentication Backend Services.

At least two Transmitter Services.

At least two different dispatch mechanisms assigned to every Transmitter Service (e.g. two
modems, or 1 modem and 1 Dispatch Connector allowing message requests to be
forwarded to an external message provider). In a Hybrid Setup, one dispatch mechanism

13 The only exception to this is that the database must be running, in order for OATH token authentication to
succeed.
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might be sufficient, as you will then have failover between the IntelliTrust™ cloud service
and the on-premise Transmitter Service.

e Each SMS PASSCODE Authentication client should redirect requests to at least two
Authentication Backend Services.

The following diagram illustrates an example of a minimum setup for optimal failover. In practice,
you would most probably consolidate the four servers running Authentication Backend Service
and Transmitter Service on two servers, since an Authentication Backend Service and a
Transmitter Service may run on the same server.

SMS PASSCODE Database Server
‘\\ SMS PASSCODE Database Service
User Sync. ° SMS PASSCODE Web Administration
=z . (optional) § SMS PASSCODE Self Service Web Site (optional)
$
User Store (AD) ‘TCP 9090
Modems Modems
TCP 8988 TCP 8988 TCP 8989 | |
Load Balancing Server 1 Load Balancing Server 2 Message Gateway Server 1 Message Gateway Server 2
SMS PASSCODE SMS PASSCODE SMS PASSCODE SMS PASSCODE
Authentication Backend Authentication Backend Transmitter Service Transmitter Service
Service Service

TCP 8988? *TCP 8988

.
SMS PASSCODE SMS PASSCODE
Authentication Client Authentication Client
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11.6 Total Distribution

In this section, a last installation example is shown. This example illustrates how it is possible to
distribute all components on separate servers, during an On-premise (or Hybrid) setup:

Modems
LAN . DMZ
SMS PASSCODE Database Server
SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface .
Firewall
g 3 e
1<) o ~
- P — o s
USer Sync. ()~ 3 ¥ %,
(optional) . w 6‘4?6‘47
' TCP 9091 Message Gateway Servers 6‘,?70,%‘
SMS PASSCODE Transmitter Service S
TCP 8989 /\ \"oo%,
2,5
. (S
\ 4 ‘70
0 % Y
2, &
\ ) ‘S‘Q )
Q,%% NS A S %
<L 2 Yon, %
7% C.
© o % &
@ 3 /\ OO&/\Q %
o)
User Store (AD) % g < % .‘9’0
= NS %, 2%,
S8y, @ 5.9
o D+ S T8
' ™ AN % Ve
' Load Balancing Servers w % q®°6/ "»o%,
- ‘\\ SMS PASSCODE N )
(optional) Co o 6,0, % A
. ° Authentication Backend Service 4,/ O@"O o,)
loe el TCP 8988 "q;o 8
\‘\\ 6‘% % /z'e,
Web Server (lIS) o 17/47 ’),o %
SMS PASSCODE Self-service Website S %, Sa *&o .
X %, o e ()
Y, XY Ly %
s 0%
% % 00
o, & oy
S
%
o’%
g
e J
RADIUS Server RADIUS client
MS NPS
SMS PASSCODE RADIUS Protection
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12 PRE-INSTALLATION ACTIONS

This section describes the actions to perform BEFORE running the SMS PASSCODE installation
program. Please read this section carefully.

12.1 Check SIM Cards

This section only applies for On-premise and Hybrid Setups, and only if you are using GSM
modems with SIM cards for message transmission. In this case, please ensure that all SIM cards
are working correctly.

The procedure for checking a SIM card is described below. It is recommended to perform the
check at the location where the GSM modem, for which the SIM card is intended, is located.

For each SIM card, perform the following actions:

Insert the SIM card into a cell phone.

Enter PIN code if the SIM card requires this.

Wait until the cell phone has been registered on the mobile network.

Enter a new SMS and send it to another cell phone. Check that the transmission succeeds
and that the SMS is received correctly on the other cell phone.

N =

If the above check is not successful, it is usually caused by one of the following:

e The SIM card is not active or has been closed: Contact your cell phone operator and
request activation of the SIM card.
e Thereis no GSM coverage at the location in question: You have the following
possibilities in this case:
o Move the server together with the GSM modem(s) to another location
o Lengthen the antenna of the modem (e.qg. to the roof of the building)
o Move the GSM modem(s) to another location by installing the Transmitter Service
on another server at a different location
o Move the GSM modem(s) to another location by connecting them to a serial port
server (e.g. Moxa NPort) connected to the network

For further information regarding external modem antennas or serial port servers please contact
your SMS PASSCODE reseller.
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12.2 Check System Requirements

Before running an SMS PASSCODE installation, please make sure that all system requirements
are fulfilled for the components that you are planning to install. System requirements are listed in
section 10 (page 31).

Please remember:

o Citrix Web Interface Protection
If you are planning to install the Citrix Web Interface Protection component, then a
supported version of Citrix Web Interface must be installed on the Citrix Web Interface
server beforehand and at least one Citrix Web Interface must have been published.

e RADIUS Protection
If you are planning to install the RADIUS Protection component, then the Network Policy
Server (NPS) role must be added to the relevant server beforehand. Installation of NPS is
described in section 12.2.1 (page 55)

e AD FS Protection
If you are planning to install the AD FS Protection component, then the AD FS server role
must be installed on the relevant server beforehand. It is also recommended to configure
any (cloud) applications beforehand and ensure that standard AD FS authentication works
without SMS PASSCODE. For more details, please read section 25.3 (page 400).

¢ |IS Website Protection
If you are planning to install the 1IS Website Protection component, please ensure that the
applications that are going to be protected are working correctly with standard
authentication beforehand. Read section 25.4 (page 407) for more details regarding the 1S
Website Protection component.

e Microsoft Remote Desktop Services Protection
If you are planning to protect Microsoft Remote Desktop Services, please notice that there
are several ways to achieve this:

o Windows Server 2008 R2 / 2012 R2 /2016 / 2019: Either protect the RD Web
Access Site using the SMS PASSCODE 1IS Website Protection component (cf.
section 12.2.2, page 55), or protect each RD Session Host using the SMS
PASSCODE Windows Logon Protection component (cf. section 12.2.3, page 62).

o Windows Server 2012: Protect each RD Session Host using the SMS PASSCODE
Windows Logon Protection component (cf. section 12.2.3, page 62).

e Secure Device Provisioning
If you are planning to install SMS PASSCODE Secure Device Provisioning, then it is
important to read section 24.2 (page 364) before performing such installation.
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12.2.1 Installation of NPS

This section describes how to install the Microsoft Network Policy Server (NPS) role on a Windows
Server. You only need to install NPS if you are planning to install the SMS PASSCODE RADIUS

Protection component on this server.

Windows Server 2008 R2

To install NPS on a Windows Server 2008 R2, please use the Server Manager or run the following
command in a command prompt:

ServerManagerCmd -i NPAS-Policy-Server

Administrator: Command Prompt

C:=wrzerverManagerCnd —i HPAS-Policy—Server

Start Installation...
[Installation] Succeeded: [Metwork Policy and Access Serwices] Metwork Policy Se

ruer.
<1@88.188>
Success: Installation succeeded.

Cin>

Windows Server 2012 (R2) / 2016/ 2019

To install NPS on a Windows Server 2012 (R2) / 2016 / 2019, please use the Server Manager or
run the following command in a PowerShell console:

add-windowsfeature npas-policy-server

£y Administrator: Windows PowerShell I;Ii-

Hindows PowerShell
opyright (C> 2812 Microsoft Corporation. All rights reserved.

Success {Network Policy and Access Services. Netwo...

[PS C:sUserssAdministrator>

12.2.2 Protection of RD Web Access using IIS Website Protection
This section describes how to protect the Remote Desktop Web Access Site on a Windows Server
2008 R2 /2012 R2 /2016 / 2019.

Please note that it is mandatory to access the RD Session Host servers through an RD Gateway
when protecting access to Remote Desktop Services (RDS) using an RD Web Access Site.
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The following diagram illustrates the required infrastructure setup for performing SMS PASSCODE
authentication on an RD Web Access server:

Internal Network External Network

(4

Web Server
MS Internet Information Server (1IS)
RD Web Access + RD Gateway
SMS PASSCODE IIS
Website Protection

W
RADIUS Server
MS NPS

Firewall

&

MS RDS Session
Host Servers

SMS PASSCODE protected RD Web Access site with
multi-factor authentication performed on the Web Server

Please note:

e The SMS PASSCODE RADIUS protection component cannot be installed on the RADIUS
server.

e The Web Server and RADIUS server could be consolidated to a single server (installing
both NPS and IIS on the same server).

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 57 OF 441

e The SMS PASSCODE IIS Website Protection component must be installed on the Web
Server (i.e. the RD Web Access server). You may install any other SMS PASSCODE
components on the Web Server as well.

e |tis mandatory, that the RD Web Access site and RD Gateway site reside on the same
server.

e Please note:

o Single sign-on in the RD Web Access site is supported.

o Accessing RemoteApps through the RD Web Feed is not supported.

o If the “Password Change” feature is enabled in the RD Web Access Site, then the
“Password change” site is NOT protected by SMS PASSCODE multi-factor
authentication. Consequently, users will be able to change their password without a
multi-factor authentication (but are always forced to perform MFA before accessing
any RemoteApps).

o Specific for Windows Server 2012 R2 / 2016 / 2019: Only RDP Clients version 8.1
and later are supported. Access via older RDP Clients will be denied access. RDP
Client 8.1 is supported on Windows 7 SP1 and later.

In the subsections below you will find detailed instructions regarding the required setup to protect
your RD Web Access Site. In both subsections, the term “Web Server” refers to the corresponding
server in the network diagram above (the server with both the RD Web Access Site and RD
Gateway installed).

e Windows Server 2008 R2: Section 12.2.2.1 (below).
e Windows Server 2012 R2 / 2016 / 2019: Section 12.2.2.2 (page 61).

12.2.2.1 Protecting RD Web Access (Windows Server 2008 R2)

To protect the RD Web Access Site using SMS PASSCODE multi-factor authentication on a
Windows Server 2008 R2, please follow the instructions below:

1. Set up the Web Server if this has not been done yet. Il.e. install IS, RD Web Access Site
and RD Gateway on the Web Server. Do NOT install SMS PASSCODE IIS Website
Protection on the Web Server yet.

2. Test and verify that remote access (from the external network) to RemoteApps through the
RD Web Access Site works as expected (using only AD credentials for authentication). If
you are planning to use single sign-on (SSO):

a. Test and verify that SSO works as expected.

b. Itis strongly recommended, when using SSO, to update the renderscripts.js file on
the RD Web Access Site. To do this, on the server hosting the RD Web Access site
go to http://support.microsoft.com/kb/977507 and click the “Fix it” button on this
page. This will update the renderscripts.js file.

3. You are now ready to add SMS PASSCODE protection as described in the steps below.
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4. Perform the following actions on each RD Session Host server: In the Server Manager

right-click the RemoteApp Manager and select RD Gateway Settings.

E Server Manager
File  Action View Help

'i-j Remokbedpp Manager (v

‘.:-; RD Gateway Manager Add Rematedpp Programs

el oo e [ P—— Y

e »[m E <
=N Server Manager (WZKBRZRE) RemoteApp Manager (WZkER:
= 5 Roles

i. Application Server Remoteﬁ.pp Ma nag?

E.Ih Metwork Policy and Access Services RemoteApp progra

B 3 Eemote Deskiop Services ( | appear as if they aref®

pp pmgra?

Gﬁ’é RD Session Host Config! RD Session Host Server Settings
=g Remote Deskbop Service RD Gateway Settings

.
3

A

erver Ses

nectto: 4
F.dom
start liste

R itial conn?
)

.
5 Web Server (I15) Digital Signature Settin;\
&7 Features
_j Diagnostics Export Remaotelpp SEttings\
Eﬁ’j Configuration Impork Remotedpp Settings
2= Storage
= Refresh
View
Help

ngs Chana

Pl Pt et

a. Select the Custom RDP Settings tab.

RemoteApp Deployment Settings

RO Session Host Server I
Diigital Signature I Common ROF Settings

'\i\' Clients will connect throu
Wif2kBRZx64.test.dom

RO Gateway
Cugtom RDP Settings

be specified on the other tabs. These RDP settings will be used when a use
connects remotely to the RD Session Host server.

You can specify additional RDP settings, such as audio redirection, tha%

To specify custom ROP settings, type the RDP settings into the Custom RDP
settings box. You can also copy the desired RDP settings from an existing .rdp

file by using Notepad.

Custom RDP settings:

Meore about specifying custom RDP settings

0K I Cancel Apply
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b. Enter the following two lines into the Custom RDP settings textbox:

pre—authentication server address:s:https://fgdn/rdroot

require pre-authentication:i:1

...where fgdn must be replaced with the fully qualified domain name of the SSL
certificate used for publishing the RD Web Access site, and rdroot must be

replaced with the RD Web Access URL (“RDWeb” by default).

5. Now, install SMS PASSCODE IIS Website Protection on the Web Server. During the
installation, enable SMS PASSCODE protection of the RD Web Access Site:

jﬂ 5MS PASSCODE 2020 >

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

‘“-“qﬁﬂhl4"‘1H-M'JP¥quh‘ﬂl‘L"-lﬂn--ﬁ o

6. Test that SMS PASSCODE authentication works as expected.

This completes the procedure for protecting the RD Web Access Site on a Windows Server 2008
R2, using SMS PASSCODE multi-factor authentication. If you are using the Remote Desktop
feature in the RD Web Access Site, then please read the following subsection.
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12.2.2.1.1 Protection of RD Web Desktops using IS Website Protection

On a Windows Server 2008 R2, if you have protected the RD Web Access Site using SMS
PASSCODE IIS Website Protection as described in the previous section, and you are making use
of the RD Web Remote Desktop feature (accessing full desktops of internal machines through the
RD Gateway)...

Eﬁ{{ Remote Desktop Services Default Connection

RemoteApp and Desktop Connection

RemoteApp Programs Remote Desktop d——

Enter the name of the remote cormputer that you want to connect to, specify options, and then click Connect.

Connection options

Connect to: I

Remote desktop size: I Full screen j

s LY B B TV W

Options > = | Connect |

...then please note, that you must complete some additional steps to make access to the Remote

Desktops work with SMS PASSCODE multi-factor authentication. Please follow the procedure
below, performing the specified actions on the server hosting the RD Web Access Site:

1. Make a backup of the following file:
C:\Windows\Web\RDWeb\en-US\desktops.aspx

2. Now edit the original desktops.aspx file, and search for the text “authentication level”.
Replace the line...

RDPstr += "authentication level:i:2\n";

...with the following two lines...

RDPstr += "require pre-authentication:i:1\n";
RDPstr += "pre-authentication server address: s: https://fgdn/rdroot\n";

...where £gdn must be replaced with the fully qualified domain name of the SSL certificate
used for publishing the RD Web Access site, and rdroot must be replaced with the RD
Web Access URL (“RDWeb” by default).

3. Save the changes to the desktops.aspx file.

4. Test that Remote Desktops can be accessed through the SMS PASSCODE protected RD
Web Access Site.
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12.2.2.2 Protecting RD Web Access (Windows Server 2012 R2 /2016 / 2019)

To protect the RD Web Access Site using SMS PASSCODE multi-factor authentication on a
Windows Server 2012 R2 / 2016 / 2019, please follow the instructions below:

1. Set up the Web Server if this has not been done yet. |.e. install 1IS, RD Web Access Site
and RD Gateway on the Web Server. Do NOT install SMS PASSCODE IIS Website
Protection on the Web Server yet.

2. Test and verify that remote access (from the external network) to RemoteApps through the
RD Web Access Site works as expected (using only AD credentials for authentication). If
you are planning to use single sign-on (SSO), then please also test and verify that SSO
works as expected.

3. Now, install SMS PASSCODE IIS Website Protection on the Web Server. During the
installation, enable SMS PASSCODE protection of the RD Web Access Site:

jﬁ] 5MS PASSCODE 2020 et

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

Ly B WS Sy © SRS N PR r.‘_"--.-

4. Test that SMS PASSCODE authentication works as expected.
a. On Windows Server 2012 R2, if multi-factor authentication works, when accessing
the RD Web Access site, but starting RemoteApps fails with the error message...

“This RDP File is corrupted. The remote connection cannot be started”
...then please read section 28.9 (page 441) for solving this issue.

b. On Windows Server 2016 / 2019, if single sign-on (SSO) does not work, meaning
the user has to re-authenticate on the RD Session Host, then please read section
28.9 (page 441) for solving this issue.

This completes the procedure for protecting the RD Web Access Site on a Windows Server 2012
R2 /2016 / 2019, using SMS PASSCODE multi-factor authentication.
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12.2.3 Protection of RD Session Hosts using Windows Logon Protection

On Windows Server 2008 R2 / 2012 (R2) / 2016 / 2019 the RDS infrastructure can be protected
using SMS PASSCODE multi-factor authentication by installing the SMS PASSCODE Windows
Logon Protection component on each RD Session Host (i.e. every server publishing RemoteApps
and remote desktops).

The following diagram illustrates the required infrastructure setup for performing SMS PASSCODE
authentication on each RD Session Host:

Internal Network External Network

S

0

x @
Web Server

MS Internet Information Server (11S)
RD Web Access + RD Gateway

NS NS
0 0
S X
Firewall

RADIUS Server
MS NPS

&

RD Session

Host Servers
SMS PASSCODE

Windows Logon Protection

SMS PASSCODE protected RDS infrastructure with
multi-factor authentication performed on the RD Session Host servers
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Please note:

e The SMS PASSCODE RADIUS protection component cannot be installed on the RADIUS
server.

e The Web Server and RADIUS server could be consolidated to a single server (installing
both NPS and IIS on the same server).

e The SMS PASSCODE Windows Logon Protection component must be installed on each
RD Session Host Server. You may install any other SMS PASSCODE components on
these servers as well (but this is not recommended).

e SMS PASSCODE multi-factor authentication will even work, if RD Session Hosts are
published for direct external access, bypassing the RD Gateway. However, for security
reasons, this is not recommended.

Below follow detailed instructions regarding the required setup to protect your RDS infrastructure
using the SMS PASSCODE Windows Logon Protection component:

1. Set up the RDS infrastructure without installing any SMS PASSCODE components yet.

2. Test and verify that remote access (from the external network) to the RDS Server(s) works
as expected (using only AD credentials for authentication). Ensure to test all relevant
scenarios (relevant browser types, client types, internal/external access).

3. Ensure that external access is only allowed to the RD Session Hosts that you are planning
to protect using SMS PASSCODE. This is configured in the Network Resources tab in the
Resource Authorization Policy.
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4. Now install the SMS PASSCODE Windows Logon Protection component on each RD

Session Host server.

a. By default, the Remote Desktop Logon Timeout is set to 30 seconds. In case you

expect SMS PASSCODE authentications to last longer in special cases (e.g.

because of advanced Dispatch Policies with failover on expired OTPSs), then it is
recommended to extend the Remote Desktop Logon Timeout accordingly. This
can be done in the SMS PASSCODE Configuration Tool on the Windows Logon
Protection tab, either when the Configuration Tool pops up during installation of
SMS PASSCODE Windows Logon Protection, or alternatively afterwards by starting

the Configuration Tool manually.

- SMS PASSCODE - Configuration Tool

Database Backend Network End-user IP Password Reset

Secure Device Provisioning Import/Export About
RADIUS Client Protection Windows Logon Frotection
Remote Deskiop Logon Timeout -

0 2| seconds (default = 30) lfe——
» | @Mam R ASSOO DRt el o el cpdbl RDR Atz gt b I .

Please note, that you must restart the RD Session Host before a new value of the

Remote Desktop Logon Timeout setting takes effect.

5. If you would like to disable SMS PASSCODE multi-factor authentication for clients

accessing the RD Session Hosts from the internal network (LAN), you have several options

for this:

a. Only require multi-factor authentication for requests originating from the RD

Gateway. This can be configured using Authentication Policies by setting up a filter
on the IP address of the RD Gateway. Please refer to section 17.8, page 193, for

more details regarding Authentication Palicies.

b. Create an additional RDP Listener on the relevant RD Session Host and configure

the RD Gateway to use one of the RDP Listeners, and internal access to use the
other RDP Listener. Configure SMS PASSCODE to apply multi-factor authentication
only for the RDP Listener used by the RD Gateway. Please read section 25.5.3,
page 416, for more details how to set up and configure RDP Listener exclusion.

12.2.4 Protection of VDI Infrastructures

If you want to protect access to virtual machines in a VDI infrastructure using SMS PASSCODE
multi-factor authentication, you can install SMS PASSCODE Windows Logon Protection on each

virtual desktop host.

You can run the SMS PASSCODE Configuration Tool with command line arguments to distribute
any necessary SMS PASSCODE settings to all virtual desktop hosts (please read section 26.3,

page 428, for more details).
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13 UPGRADE

You can upgrade the following versions of SMS PASSCODE directly to version 2020 SP1.:

e SMS PASSCODE 9.0

e SMS PASSCODE 9.0 SP1
e SMS PASSCODE 9.0 SP2
e SMS PASSCODE 2018

e SMS PASSCODE 2020

To perform an upgrade, just run the SMS PASSCODE 2020 SP1 installation like a “First-time
installation” (cf. section 14). Do not uninstall any previous version of SMS PASSCODE before
installing version 2020 SP1. The installation package will automatically upgrade the previous

version and convert the database as needed.

In case of an On-premise or Hybrid Setup, you must obtain a new license key, before starting the
upgrade unless you are upgrading from SMS PASSCODE 2020. In case of version 2020, license
keys are compatible with 2020 SP1 version.

When upgrading, you must upgrade SMS PASSCODE on all servers containing any SMS
PASSCODE components (both core components and authentication clients).

After a successful upgrade, you should consider the impact of new features in SMS PASSCODE
2020 SP1, and whether you need to do some manual configurations. Relevant considerations are
described in the next section.

13.1 Upgrade Considerations

If you are upgrading from SMS PASSCODE version 2018 or 2020, the upgrade is straight-forward.
Please take into account, that SMS PASSCODE TMG Website Protection is not supported
anymore. After the upgrade, you can optionally decide, whether you want to enable a Hybrid
Setup, enabling IntelliTrust™ cloud service features (cf. section 17.3.4, page 119).

However, if you are upgrading from SMS PASSCODE version 9.x, then there are a number of
additional considerations to take into account that were introduced since SMS PASSCODE 2018.
The following sub-sections summarize these considerations.

13.1.1 Email and Dispatch Plugins Always Allowed for Dispatching

In SMS PASSCODE 9.x, notifications could always be sent via Email Connectors (SMTP) or
Dispatch Connectors (Dispatch Plugin Modules), whereas OTP messages were only allowed to be
transmitted by SMS via local modems, unless explicitly permitted to be transmitted otherwise in the
general settings. It meant, that by default, Dispatch Policy rules referring to Email Connectors or
Dispatch Connectors were previously skipped, when transmitting OTP messages.
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For improved convenience, both notifications and OTP messages can now always be transmitted
using any dispatch mechanism. You can still create distinct Dispatch Policies, in case you want
notifications and OTP messages to be transmitted differently. And every type of notification can be
assigned to a specific Dispatch Policy.

If you had previously NOT allowed OTP messages to be transmitted via Email Connectors or
Dispatch Connectors, then you should carefully evaluate, whether any of your existing Dispatch
Policies will now use such mechanisms for OTP message transmission (as no Dispatch Policy
rules are skipped anymore due to the type of transmission).

13.1.2 Default Dispatch Connector

The system now automatically creates a default Dispatch Connector for the SMS PASSCODE
Cloud Service. This default Dispatch Connector does NOT occupy a dispatch license.

If you had previously created your own Dispatch Connector for the same purpose, then you can
proceed as follows to free up a dispatch license:

¢ On the previously created Dispatch Connector, click on “References” to get an overview, on
which Dispatch Policy rules it is in use.

e On every such Dispatch Policy rule, change the dispatch mechanism to use the default
dispatch connector.

¢ Now, “References” on the previously created Dispatch Connector should show, that it is not
in use anywhere, anymore. It is therefore safe to delete it, to free up a dispatch license.

13.1.3 New Behavior for Dispatch Policies

In SMS PASSCODE 9.x, the last rule of every Dispatch Policy had a fixed behavior, and you could
not delete this rule. Now, this rule is editable just as every other rule of a Dispatch Policy.

During the upgrade, all “fixed rules” are converted to editable rules with the same behavior as
previously. It means, that your Dispatch Policies will behave as before. However, it is
recommended to evaluate all your Dispatch Policies and consider, whether you want to adapt the
rule sequence, now that you can edit the last rule as well.

13.1.4 Secure Device Provisioning

If you are upgrading the Secure Device Provisioning feature from SMS PASSCODE 9.x, please
consider, that this component was redesigned considerably since SMS PASSCODE 2018. You
should carefully plan the consequences of the following:

e “Configurable workflows” are not supported anymore.
e “Auto-approval”’ of ActiveSync devices is not supported anymore.

Please read section 24 (page 363) for more details on the redesigned Secure Device Provisioning
feature.

13.1.5 IIS Website Protection

In SMS PASSCODE 9.x, any IS websites NOT listed in the configuration file (config.xml) of the
SMS PASSCODE IIS Website Protection component were automatically protected with SMS
PASSCODE multi-factor authentication. Starting from SMS PASSCODE 2018, any website NOT
listed in the configuration file is not protected with SMS PASSCODE multi-factor authentication
anymore. Instead, ordinary access is granted.
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In SMS PASSCODE 2020 SP1 IIS Website protection has been changed to use native HTTP
module instead of ISAPI filter.

Therefore, please verify that all websites present in the 1IS on a server where SMS PASSCODE IIS
Website Protection has been upgraded, are protected by SMS PASSCODE as expected.

14 FIRST-TIME INSTALLATION

To install SMS PASSCODE, you must complete three steps:

1. Install local hardware, if needed (section 14.1, page 67).
2. Install software (section 14.2, page 67).
3. Configure SMS PASSCODE (section 16, page 95).

These three steps are described in the specified sections.

14.1 Installation of Hardware

If you have acquired any modem hardware for handling message transmissions, then it is
recommended to connect all such hardware to your servers, before starting the installation of the
SMS PASSCODE software. You can request an up-to-date list of supported hardware from
support@entrustdatacard.com.

14.2 Installation of Software

This section describes the procedure for installing the SMS PASSCODE software.

As explained in section 8 (page 24), SMS PASSCODE is composed of several software
components. You can install each component by itself or together with other SMS PASSCODE
components on a machine. You have complete control of how to distribute the components on
several machines.

A valid On-premise or Hybrid Setup must fulfill the following requirements:

e Asingle Database Service must be installed on a server.

¢ A single Web Administration interface must be installed on the same server as the
Database Service.

e Atleast one Authentication Backend Service must be installed on a server.
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Additionally, an On-premise service must also fulfill the requirements below, whereas a Hybrid
Setup does not need to, but it is recommended:

At least one Transmitter Service must be installed on a server.

At least one modem, Email Connector or Dispatch Connector must be connected to a
Transmitter Service, to handle message transmissions. A Default Dispatch Connector is
automatically created during installation. This Default Dispatch Connector ensures that
message delivery works out-of-the-box. For subscription and trial customers, out-of-the-box
message delivery is SMS-based, via the SMS PASSCODE Cloud Service; for other
customers, out-of-the-box message delivery is performed using the SMS PASSCODE
Mobile app.

The procedure for an SMS PASSCODE installation is to run the installation package on each
involved machine and select the components to be installed on this machine. The recommended
order of actions for an On-premise or Hybrid Setup is:

1.

First, install the Database Service component on a server (the database server). If other
SMS PASSCODE components are planned to be installed on the same server, then also
include these components during this installation. It is mandatory to include the Web
Administration interface component.

Configure SMS PASSCODE using the Web Administration Interface (cf. section 17). At
this time, you should already create all planned Authentication Backend Service hosts,
Transmitter Service hosts, and dispatch mechanisms (modems, Email Connectors and/or
Dispatch Connectors) in the database.

Now install the Authentication Backend Service component on all those servers where
this component is planned for installation. If other SMS PASSCODE components are
planned to be installed on some of these servers, then also include these components
during installation. Please note: In case you have already installed the Authentication
Backend Service component on a server during step 1, do not run the installation again on
that server.

Now install the Transmitter Service component on all those servers where this component
is planned for installation. If other SMS PASSCODE components are planned to be
installed on some of these servers, then also include these components during installation.
Please note: In case you have already installed the Transmitter Service component on a
server during step 1 or 3, do not run the installation again on that server.

Finally install SMS PASSCODE Authentication clients on the machines where these are
planned for installation.

Please note: In case you have already installed some of these components during step 1, 3
or 4, do not run the installation again on those machines.

The procedure for a Cloud Setup is much simpler. In this case, only step 5 above is required (as
steps 1-4 can be skipped, because no SMS PASSCODE core components are involved).
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The actions for installing components on a machine are listed below. Please repeat these actions
on each machine being part of the SMS PASSCODE installation.

1. Log on to the machine using a user account with local administrator rights.

2. Copy SmsPasscode-2020-SP1-x86.exe (32-bit) or SmsPasscode-2020-SP1-x64.exe
(64-bit) to a local path on the machine.

3. Start the installation by double-clicking the setup file:
SmsPasscode-2020-5P1-x36.

_ SmsPasscode-2020-5P1-x64, _
exe Exe
Bdbit Installation package 32bit Installation package

or

4. A Welcome dialog appears. Click the Next button.

ﬁ 5MS PASSCODE 2020 x

Welcome to the Installshield Wizard for
SMS PASSCODE 2020

The InstallShield{R) Wizard will install SMS PASSCODE 2020 on
your computer, To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

e e © Entrust Datacard’

Pawered by InteliTrust™
= conce

(During an upgrade from an earlier version of SMS PASSCODE a
notice that an upgrade is about to occur will appear in this window)
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5. An End-User License Agreement (EULA) appears. Please read the agreement carefully. If
you accept the EULA:

a. Click on | accept the terms in the license agreement.
b. Click the Next button.

ﬁ 5MS PASSCODE 2020 et

License Agreement

Please read the following license agreement carefully

END USER LICENSE AGREEMENT FOR SMS PASSCODE SOFTWARE L]
(“Agreement™)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY

BEFORE DOWNLOADING, INSTALLING, OF. USING THE SOFTWARE (AS

DEFINED HEREIN). THESE TERMS AND CONDITIONS CONSTITUTE A LEGAL
AGREEMENT BETWEEN CUSTOMEE. AND ENTRUST DATACARD (AS SUCH

TERMS ARE DEFINED HEREIN). THIS SOFTWARE IS PROTECTED BY

COPYRIGHT LAWS AND INTERNATIONAL COPYRIGHT TREATIES, AS WELL AS
OTHER INTELLECTUAL PROPERTY LAWSE AND TREATIES. IF CUSTOMER
OETAINED THIS SOFTWARE IN THE UNITED STATES, "ENTRUST DATACARD" w

._' (®) I accept the terms in the license agreement Print

{1 do not accept the terms in the license agreement

Installshield
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6. A dialog for setting the scope of the installation appears. Select one or both available
options:
a. Select Install Core Components, only in case you are planning to install any of the
components listed.
b. Select Install Authentication Client Protections, only in case you are planning to
install any of the MFA protections listed.

c. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Installation Scope

Choose the installation scope that best suits your needs

Flease select the scope of the installation.

. Install Core Components

Install ene or more core components (Database Service, Web
Administration Interface, Self-Service Wehsite, Authentication Backend
Service, Transmitter Service, PowerShell Support, Password Reset
Wehsite, Password Reset Backend Service)

. Install Authentication Client Protections

Add MFA protection to one or more authentication dients (Citrix Web
Interface Protection, RADIUS Protection, AD FS Protection, Windows
Logon Protection, IS Website Protection, Secure Device Provisioning))

InstallShield
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7. If a dialog for feature selection appears, this is where you decide which core components

are to be installed on the current machine.
a. Make your component selections.

Please note: The selections you make are not permanent. You can always run the
installation again afterwards and change your selections (cf. section 15).

b. Click the Next button.

ﬁ 5MS PASSCODE 2020

Feature Selection

Select the core program features you want installed

Click on an icon in the list below to change how a feature is installed.
Feature Description

[ER=11]sMs PASSCODE 2020
s d All components of SMS

--------- (= - | Database Service PASSCODE
--------- = - | Web Administration Interface
. _ S (= - | Authentication Backend Service
--------- = ~ | Transmitter Service
--------- ¥ | Self-service Website This feature requires 12ME an
£ % -| Password Reset your hard drive. Ithas 5of 7
i ¥ = | Password Reset Website subfeatures seleu:_ted. The
I subfeatures require 37MB on
¥ - | Password Reset Backend Ser. your hard drive.
--------- = vI PowerShell Support

£

Installshield

Help Space = Back Cancel
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8. If a dialog appears, for entering license information:
a. Click the Open license file button and select the License.txt file that was attached
to your SMS PASSCODE license email. The installer will automatically read the
license code from the license file and insert it to the License code textbox

(alternatively you can also manually copy&paste the license code from the
License.txt file).

b. Click the Next button.

I.%] SMS5 PASSCODE 2020 X

License information

Please enter your license code exactly as shown in
the license e-mail

License code:

512345678901 2345678001234 5678901 2345670901234 567800123456 78001 234557890

H Open license file

Installshield
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9. If a dialog appears, for selecting the installation folder:

a. lItis recommended to use the proposed default installation folder. In case you want

to change the path anyhow: Click the Change button and select a new path.

b. Click the Next button.

j’ﬂ 5MS PASSCODE 2020

Destination Folder

Click Mext to install to this folder, or dick Change to
install to a different folder

Install program files to:

Installshield

=

__..-/ C:\Program Files\SMS PASSCODEY H Change. ..
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10. If a dialog appears, for specifying the default prefix:

a. Specify the default prefix for phone numbers. All phone numbers without an explicit

prefix will have this prefix automatically added.
b. Click the Next button.

j‘ﬂ SMS PASSCODE 2020

Settings
Change settings, or dick Mext to use default settings

Default prefix for phone numbers: +

Installshield

=

Cancel
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11. If a dialog appears, for setting up the Web Administration Interface:

a. Itis recommended to use the proposed default path for the Web Administration
Interface installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Web
Administration Interface site. If you want to change the TCP port anyhow, e.g.
because of a port conflict with another application or another website, then enter a
different TCP port.

c. Click the Next button.

jﬁ SMS5 PASSCODE 2020 .

Web Administration Interface

Click Mext to install the Web Administration Interface with
default settings, or change settings

A new website is created in IIS containing the Administration Interface.
Flease enter the following data for this website:

Folder containing website:

/ C:\Program Files\SMS PASSCODE\Web'\Admin, Change... <_.

TCF port number for Administration Interface:
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12. If a dialog appears, for setting up the Self-service Website:

a. lItis recommended to use the proposed default path for the Self-service Website
installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Self-service
Website. If you want to change the TCP port anyhow, e.g. because of a port conflict
with another application or another website, then enter a different TCP port.

c. Click the Next button.

j‘% 5MS PASSCODE 2020 >

Self-service Website
Click Mext to install the Self-service Website with
default settings, or change settings

A new website is created in 115 containing the Self-service Website, Please
enter the following data for this website:

Folder containing website:

C:\Program Files\sMS PASSCODE W eb\SelfServicel, Change... H

TCF port number for Self-service Website:
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13. If a dialog appears, for setting up the Password Reset Website:

a. Itis recommended to use the proposed default path for the Password Reset
Website installation folder. If you want to change the path anyhow:

Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Password Reset
Website. If you want to change the TCP port anyhow, e.g. because of a port conflict
with another application or another website, then enter a different TCP port.

c. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Password Reset Website

Click Mext to install the Password Reset Website with default
settings, or change settings

A new website is created in IIS containing the Password Reset Website,
Please enter the following data for this website:

D Folder containing website:

C:'Program Files\sMS PASSCODEWeb\PasswordReset), Change. .. *_.

TCP port number for Password Reset Website:

Instansmeld

14. If a dialog for selecting Authentication Clients appears.
a. Select the protection(s) that you would like to install on this machine. Please read
section 8 (page 24) for more details on each component. You may also click the
question mark buttons in the dialog window to get more information.

Please note: The selection of Authentication Clients is NOT permanent. In case you
would like to add or remove Authentication Clients you can always run the
installation again afterwards (cf. section 15).
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b. Click the Next button.

ﬁ SMS PASSCODE 2020 x
Authentication Clients
Select the types of protection you would like to install on this server
RADIUS Protection . 7
AD FS Protection 2
II5 Website Protection ?
Windows Logon Protection ?
Citrix Web Interface Protection ?
Secure Device Provisioning (for ActiveSync) ?
Installshield
< Back Cancel
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15. If a dialog appears, for selecting the Citrix Web Interface to protect using SMS
PASSCODE:

a. Please select the physical path for the Citrix Web Interface'* to be protected by
SMS PASSCODE authentication.

b. Click the Next button.

jﬂ 5MS PASSCODE 2020 x

Citrix Web Interface selection

Click Mext to update this Citrix Web Interface or select a
different Citrix Web interface to update

.’./ Update Citrix Web Interface in this folder:

| C:Yinetpubywwwroot\Citri\¥enApp!, o

Installshield

< Back Cancel

14 The installation program only supports activation of SMS PASSCODE protection for a single Citrix Web
Interface. If you need to protect several Citrix Web Interfaces on the same server, then this is also possible.
Please contact support@entrustdatacard.com for instructions on how to do this.
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16. If a dialog appears, for selecting the scenario you would like to use for the protection of the
Citrix Web Interface with SMS PASSCODE:
a. Select one of the following three scenarios:

Disabled: Select this option to disable SMS PASSCODE authentication for
now and enable it manually afterwards (as described in section 25.1).
Standalone or Side-by-Side logon: Select this option (recommended) to
activate standard SMS PASSCODE authentication. If no other kind of multi-
factor authentication system is activated, then all users must now
authenticate using SMS PASSCODE to log on to the Citrix Web Interface —
this is called Standalone logon. If another kind of multi-factor authentication
system is activated (e.g. RSA SecurlD® or SafeWord®), then the users can
either authenticate using SMS PASSCODE or the other authentication
system — this is called Side-by-Side logon.

Dual logon: Select this option if you need extra high security. If no other
kind of multi-factor authentication system is activated, then this option is
identical with option (ii). I.e. all users are authenticated using SMS
PASSCODE to log on to the Citrix Web Interface — this is called Standalone
logon. However, if another multi-factor authentication system is activated
(e.g. RSA SecurlD® or SafeWord®), then all users must now authenticate
both using SMS PASSCODE and the other authentication system to log on —
this is called Dual logon.

b. Click the Next button.

jﬂ 5MS PASSCODE 2020 >

Citric Web Interface - SMS PASSCODE activation

Please select the type of activation for SMS PASSCODE in
the Citrix Web Interface

(_) Disabled
Select this option, if you want to disable SM3 PASSCODE multi-factor authentication
for now, and configure it manually afterwards using the WeblInterface.conf file,

=l (® standalone or Side-by-Side logon (recommended)
Select this option, if you want to activate SMS PASSCODE multi-factor authentication in
standard logon mode for your Citrix Web Interface. In this mode SMS PASSCODE users
authenticate using SMS PASSCODE. If another multi-factor authentication system is
configured (side-by-side scenario with e.g. SafeWord® or RSA SecurlD@), then the users
of that system may login using that authentication system instead.

(") Dual logon
Select this option, if you want to activate SMS PASSCODE multi-factor authentication in
DUAL logon mode for your Citrix Web Interface. In this mode all users must authenticate
using SMS PASSCODE, and if another multi-factor authentication system (e.g. SafeWord®
or RSA SecurlD@®) is configured, then all users must ALSO authenticate using that system.

Installshield

—0
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—
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17. If a dialog appears, for configuring SMS PASSCODE protection of an OWA site:
a. Select this option if the OWA site on the server should be protected using SMS
PASSCODE authentication.

b. Select this option to allow ActiveSync clients to synchronize using the OWA site on
this server. In this case, SMS PASSCODE authentication will be disabled for
ActiveSync requests. Please maintain security by protecting the ActiveSync clients
by other means, e.g. using the SMS PASSCODE Secure Device Provisioning
component.

c. Select this option to allow ActiveSync clients to send AutoDiscover requests to the
OWA site. In this case, SMS PASSCODE authentication will be disabled for
AutoDiscover requests.

d. Select this option to allow RPC over HTTP/HTTPS connections using the OWA site
on this server. In this case, SMS PASSCODE authentication will be disabled for
RPC over HTTP/HTTPS requests. Please maintain security by protecting these
clients by other means.

e. Click the Next button.

ﬁ 5MS PASSCODE 2020 >

Protect Outlook Web Access

Protect your Outlook Web Access site using SMS PASSCODE
multi-factor authentication?

.\ An Outlook Web Access (0WA) site was discovered on this server.

-

Protect QWA using SMS PASSCODE multi-factor authentication (MFA)

Allow ActiveSync dients to synchronize withowt MFA
Allow Autodiscover dients to access the site without MFA

Allow RPC over HTTP/MHTTPS ("Outook AnyWhere™) connections without MFA

(To maintain security, please protect clients without SMS PASSCODE
multi-factor authentication by other means, e.g. using SM5 PASSCODE
Secure Device Provisioning or client certificates)

InstallShield
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18. If a dialog appears, for configuring SMS PASSCODE protection of an RD Web Access site
(only supported on Windows Server 2008 R2, 2012 R2 and 20186, cf. section 10.2, page

36):
a. Select this option if the RD Web Access site on the server should be protected

using SMS PASSCODE authentication.

b. Click the Next button.

jﬂ SMS5 PASSCODE 2020

Protect Remote Desktop Web Access

Protect your Remote Desktop Web Access site using
SMS PASSCODE multi-factor authentication?

A Remote Desktop Web Access (RD WEB) site was discovered on this server.

Protect RD Web Access using SMS PASSCODE multi-factor authentication

Installshield

< Back Cancel
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19. If a dialog appears, for setting up the Secure Device Provisioning Website:

a. lItis recommended to use the proposed default path for the Secure Device
Provisioning Website installation folder. If you want to change the path anyhow:
Click the Change button and select a new path.

b. Itis recommended to use the proposed default TCP port for the Secure Device
Provisioning Website. If you want to change the TCP port anyhow, e.g. because
of a port conflict with another application or another website, then enter a different
TCP port.

c. Click the Next button.

jﬂ 5MS PASSCODE 2020 *

Secure Device Provisioning Website

Click Mext to install the Secure Device Provisioning Website
with default settings, or change settings

A new website is created in IIS containing the Secure Device Provisioning
Website, Please enter the following data for this website:

Folder containing website:

.--'/ C:'\Program Files'SMS PASSCODE\Web Provisioningy Change... H

TCF port number for Secure Device Provisioning Website:

< Back Cancel

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 85 OF 441

20. You are now ready to perform the installation according to the choices you have made.
Click the Install button.

jﬁl 5MS PASSCODE 2020 x

Ready to Install the Program
The wizard is ready to begin installation

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard,

< Back Install _ Cancel

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 86 OF 441

21. A dialog appears showing the progress of the installation...

ﬁ 5MS PASSCODE 2020 — et

Installing SMS PASSCODE 2020

Please wait while the Installshield Wizard installs SMS
PASSCODE 2020,
This may take several minutes.

SMS PASSCODE 2020

Powered by IntelliTrust™

Status: Copying new files

Installshield
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22. At some stage during the installation, the SMS PASSCODE Configuration Tool is
automatically started (except during an upgrade, because in this case the settings from the
previous installation are preserved):

- SMS PASSCODE - Configuration Tool \;li-

RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning I Import/Export I About
Database | Backend Network | EnduserIP | Password Reset

TCP ports

Channel 1 (3388 Authentication backend service

Channel 2- (3385 Transmitter service

Channel 3- (3050 Database service (read anly)

Channel 4: 3031 Database service (read/write)

Channel 5: (3388 Password reset backend service

L2 Lx 43 L3 L3

Shared secret

Password | <Type shared secret>

Verify password

Close

This tool is used, among others, for configuring the SMS PASSCODE infrastructure, i.e.
you use this tool to specify where the different SMS PASSCODE components are located
and how they should communicate with each other. You may not see all the tabs shown in
the picture above because the user interface of the SMS PASSCODE Configuration Tool
is automatically adapted according to the components installed on the current machine.
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You must now configure the SMS PASSCODE infrastructure and save the settings before
the SMS PASSCODE installation is complete. Please follow the instructions below.

On-premise or Hybrid Setup:

a.

In case you have installed Authentication Backend Service, Transmitter Service,
Self-service Website or PowerShell Support on the current machine, and the
Database Service component is not installed on the current machine, you must
specify where the database server is located. To do this, please specify the host
name of the database server in the field Database host on the Database tab:

- SMS PASSCODE - Configuration Tool
. STE Ipasscode
RADIUS Client Protection | Windows Logon Protection

Secure Device Provisioning | Import/Export | About
Database Backend | Network | EnduserIP | Password Reset
Database host

dbserver

S Y Y el P

If you have installed the Password Reset Backend Service or an SMS
PASSCODE Authentication Client on the current machine, you must specify where
Authentication Backend Services are located. These services are used to handle
authentication sessions and request message transmissions. You can specify a list
of one or more Authentication Backend Service hosts. This is configured on the
Backend tab. To specify a list of such hosts, enter the host name of the servers
running the Authentication Backend Service. Specify the host name of each
server (a) and add it to the list by clicking the Add button (b):

- SMS PASSCODE - Configuration Tool
~ srs|passcode
Password Reset | RADIUS Client Protection | Import/Export | About
Database | Backend |  Netwok |  EnduserIP

Backend infrastructure
(®) On-Premises

) Cloud

Authentication backend service hosts (in prioritized order)
Send authentication requests to these hosts: Test Connection

abs_serverd | | Add
S —

Down

> gt P A b

The authentication client will always try to locate an Authentication Backend
Service in the specified order, i.e. the order of the hosts in the list is of importance.
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In case of communication problems with the higher prioritized hosts, the
authentication client will automatically communicate with lower prioritized hosts
(failover).

c. If you have installed the SMS PASSCODE Password Reset Website on the
current machine, then you must specify where a Password Reset Backend
Service is located. To do this, please specify the host name of the PRBS server in
the field Password Reset Backend Service host on the Password Reset tab:

3 SMS PASSCODE - Configuration Tool

STB|passcode

Secure Device Provisioning | Import /Export | About
RADIUS Client Protection | Windows Logon Protection
| Backend | Networkk | EnduseriP | Password Reset

Database
Password Reset Backend Service host
prbs_host_name |

d. The Network tab lists the TCP ports used for communication between the SMS
PASSCODE components (cf. section 11.1, page 44). If some TCP port fields are
disabled and cannot be changed, this is because they are not in use by the current
machine. It is recommended to use the default TCP ports proposed. However, in
case of TCP port conflicts with other applications you may change some TCP ports
on this tab.
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Finally, you must enter a Shared Secret on the Network tab. This is a secret
password that is used for encrypting all messages exchanged between the SMS
PASSCODE components. To ensure that security is hot compromised, a password
with a minimum length of 15 characters is required. It is recommended to use
letters, digits, and special characters in the password:

SB|passcode

Secure Device Provisioning I

Import /Export | About

RADIUS Client Protection |
Database | Backend | Network

TCP ports

Channel 2: - Transmitter service

[¥]

Shared secret

Windows Logon Protection

| Enduser P | Password Reset

Channel 1: Authentication backend service

Channel 3: “ Database service (read only)
Channel 4: Database service (readwrite)
Channel 5: Password reset backend service

Password

Verify password |-"uuuuoo--umo

P Y 2 ™

e. Click the Save button.

In case a warning message appears regarding error prone entries:
Please correct all errors and click the Save button again.

f. Click the Close button. The installation will

now continue.
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Cloud Setup:

a. To switch to Cloud Setup, on the Backend tab set the Backend infrastructure to
Cloud (a). Then enter the URL of the IntelliTrust™ tenant to which you want to
connect (b). Finally, enter the IDs that uniquely identify the Application(s) of type
“Authentication API” within your IntelliTrust™ tenant that your SMS PASSCODE
Authentication Clients must use to connect to the IntelliTrust™ cloud service (c).
You can either use the same IDs for all your SMS PASSCODE Protections, or
decide to use separate ones. It is only recommended to use separate ones, in case

you wish to be able to define separate authentication flows (“Resource rules”) in
IntelliTrust™ per SMS PASSCODE Authentication client.

- SMS PASSCODE - Configuration Tool Hi-
&
, ETB|passcode
| RADIUS Client Protection | Import /Export | About
Backend | Proxy Settings | End-user IP

) On-Premises
.@:' Cloud

Intelli Trust Settings

Tenant - |m)1&narrt.u5.tn_|steda|_rth.com . Test C"””Edi"”’l
Application 1Ds

ADFS |5&:d4fc2—254?—42€?—aada-?dﬂﬁbﬂﬁe4fﬁb

RADIUS |ﬂ3€eaaﬁﬂ-ac2?—4&:f-925}d?33efbf151

Save Cancel Close

Finally, click the Test Connection button (d) to test the validity of your entries*®.

b. Click the Save button.

In case a warning message appears regarding error prone entries:
Please correct all errors and click the Save button again.

c. Click the Close button. The installation will now continue.
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23. The dialog below appears when the installation has completed. Click the Finish button.

iﬁl 5MS PASSCODE 2020 >

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SMS
PASSCODE 2020. Click Finish to exit the wizard.

Launch Web Administration Interface

™M .
SMS PASSCODE 2020 © Entrust Datacard

Powered ust

24. The installation of SMS PASSCODE is now complete on the current machine. You should
now perform any necessary configurations of this machine (cf. section 16). This is
especially important if you have just installed the Database Service and Web
Administration Interface on the current machine. In this case, you should now start the
Web Administration Interface and...

a. authorize all servers planned to run the Transmitter Service

b. authorize all servers planned to run the Authentication Backend Service

c. create modems, Email Connectors and Dispatch Connectors, as needed, in the
database.

i
]
m

25. If more machines are part of the installation: Please go back to step 1 (page 69) and follow
the same instructions for the next machine.
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14.3 Unattended Installation and Uninstallation

SMS PASSCODE has support for fully unattended installation and uninstallation.

Unattended install/uninstall support is provided by means of two PowerShell scripts, provided in
the SMS PASSCODE download package in the “SilentInstall” folder:

e TInstall-Smspc.psl: Used for unattended install (or unattended modify of an existing
installation).
e Uinstall-Smspc.psl: Used for unattended uninstall.

To get more details on the usage of these scripts, please use the “help” command in PowerShell.
l.e. to get full help, use the following commands (commands must be executed from within the
path, where the scripts are located):

Get-Help .\Install-Smspc -Full

Get-Help .\Uninstall-Smspc -Full

Below are some examples on the usage of the PowerShell scripts:

e Example 1: Unattended installation of the SMS PASSCODE Database Service,
Authentication Backend Service, Transmission Service, Web Administration Interface and
Self-service Website on the same server:

.\Install-smspc -InstallComponent DbService, )
AuthenticationBackendService,TransmitterService,WebAdminInterface,

SelfsServicewebsite -SharedSecret [SharedSecret]
-LicenseCode [L7censeCode] -Action Execute

e Example 2: Unattended installation of SMS PASSCODE RADIUS Protection only:

.\Install-smspc -InstallProtection Radius -SharedSecret [SharedSecret]
-Action Execute

o Example 3: Unattended uninstall:

.\Uninstall-Smspc -Action Execute

If you want to combine unattended installation with unattended configuration, then note that you
can call the SMS PASSCODE Configuration Tool from the command line to import and apply SMS
PASSCODE settings (cf. section 26.3, page 428). Additionally, you can use SMS PASSCODE
PowerShell cmdlets to automate administrator tasks (cf. section 18, page 308).
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15 ADD/REMOVE COMPONENTS

If you wish to add or remove some components from an SMS PASSCODE installation, you can
always run the SMS PASSCODE installation again — as often as you like. In this way, you can add
or remove core components and/or SMS PASSCODE Authentication Clients.

To add/remove components, simply run the SMS PASSCODE installation program again — just as
you would do during a first-time installation. You will notice that a different dialog is shown in this
case:

j‘% 5MS PASSCODE 2020 ot

Program Maintenance

Modify or remove the program

el (@) Modify

Change which program features are installed. This option displays the
ﬂ Custom Selection dialog in which you can change the way features are
installed.

D Remove
@ Remove SMS PASSCODE 2020 from your computer.,
&

Installshield

< Back Cancel

Please select Modify in this dialog and click the Next button. After this, follow the same procedure
as you did during first-time installation.
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16 POST-INSTALLATION ACTIONS

After having completed the SMS PASSCODE installation, you should perform some configurations,
before SMS PASSCODE is ready for use:

Cloud Setup:

e Configuration of the RADIUS Protection component.
Please read section 25.2 (page 377).

e Configuration of the AD FS Protection component.
Please read section 25.3 (page 400).

e Configuration of the IIS Website Protection component
Please read section 25.4 (page 407)

e Configuration of the Windows Logon Protection component
Please read section 25.5 (page 415)

On-premise or Hybrid Setup:

1) Use the Web Administration Interface for the following tasks:
a. Configuring general SMS PASSCODE settings
b. Configuring SMS PASSCODE policies
c. Maintaining SMS PASSCODE user settings
d. Maintaining the SMS PASSCODE transmission and authentication infrastructure

Please read section 17 for a detailed description of the SMS PASSCODE Web
Administration Interface.

In case you decide to enable IntelliTrust™ integration, e.g. to make use of push
authentication, please read section 16.2 (page 99) for details on important configuration
actions.

2) Configuration of SMS PASSCODE Authentication Clients:
a. Configuration of the Citrix Web Interface Protection component.
Please read section 25.1 (page 376).

b. Configuration of the RADIUS Protection component.
Please read section 25.2 (page 377).
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c. Configuration of the AD FS Protection component.
Please read section 25.3 (page 400).

d. Configuration of the 1IS Website Protection component.
Please read section 25.4 (page 407).

e. Configuration of the Windows Logon Protection component.
Please read section 25.5 (page 415).

f. Configuration of the Secure Device Provisioning component.
Additional steps are required after installation of the Secure Device Provisioning
component before it is ready for use. Please read section 24 (page 363), in
particular subsection 24.2.

3) Optionally configure the SMS PASSCODE Self-service Website to use form-based
authentication.
Please read section 22.5 (page 328).

4) Complete setup of the SMS PASSCODE Password Reset Website.
Additional steps are required after installation of the PRWS component before it is ready for
use. Please read section 23.6 (page 349).

5) Complete setup of the SMS PASSCODE Password Reset Backend Service.
Additional steps are required after installation of the PRBS component before it is ready for
use. Please read section 23.7 (page 350).

Additionally, the SMS PASSCODE Configuration Tool allows you to perform various tasks, like
re-configuring the SMS PASSCODE infrastructure and changing settings for some authentication
clients. Please read section 25.5.5 (page 420) for more details regarding the configuration tool.

Finally, for enhanced security you might decide to enable location and behavior aware
authentication. Please note, that this is an advanced topic, and the related features are disabled by
default. If you are new to SMS PASSCODE, then it is recommended to get the SMS PASSCODE
system up and running first, without location and behavior aware authentication enabled. Then
afterwards, study the features related to location and behavior aware authentication and consider,
whether and how to make use of them. The following subsection introduces the concept of location
and behavior aware authentication and gives you an overview regarding the possibilities.

16.1 Overview: Location and Behavior Aware Authentication

SMS PASSCODE contains patented technology that optionally lets you enable advanced features
for even stronger security. The common term for these features is location and behavior aware
authentication. This section explains the purpose of these features. Please note that these
advanced features are disabled by default, thereby ensuring that the SMS PASSCODE system
works out-of-the-box without the necessity to get familiar with the advanced settings, before you
decide to.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 97 OF 441

Location and behavior aware authentication actually refers to two different, but related features that
can enhance security during authentication attempts:

e Location aware authentication: Refers to the fact that the SMS PASSCODE system can
determine facts about the location, from which a user is attempting to perform a login.
These facts are determined from the end-user’s IP address. Currently the SMS
PASSCODE system can determine the country of the IP address and the name of the
organization owning the IP address.

¢ Behavior aware authentication: Refers to the fact that the SMS PASSCODE system can
remember the history of earlier used end-user IP addresses and thereby identify whether
new logon attempts comply with earlier behavior or not.

The pre-requisites for using location and behavior aware authentication are:

o The SMS PASSCODE authentication client used must support location and behavior aware
authentication. Please check the requirements in section 10.1 (page 35).

o Collection of end-user IP addresses must have been enabled for the authentication client(s)
in question. This is configured using the SMS PASSCODE Configuration Tool (cf. section
26.2, page 424).

e The setting Geo IP and IP history must have been enabled on the General Settings page
of the SMS PASSCODE Web Administration interface (cf. section 17.3.1, page 109).

When these pre-requisites are fulfilled, a lot of additional features and possibilities for
customization become available. In that case, you should understand the following concepts and
terms:

e User IP History
The SMS PASSCODE system will start recording an individual history of IP addresses used
during authentication attempts by each user.

The User IP History feature is described in more detail in 17.10.2 (page 247).

e |P Trust Level
Each end-user IP address listed in a user’'s User IP History is assigned a Trust Level. This
level is zero initially but can be configured to increase on each successful multi-factor
authentication completed from the IP address. By default, the Trust Level increases by 1 on
each successful multi-factor authentication, but this is customizable using the
Authentication Policy assigned to the user. If you do not wish to make use of behavior
aware authentication, then you should configure the Authentication Policy NOT to increase
the Trust Level.

e Trusted IP address
An IP address is treated as a Trusted IP when its Trust Level has reached a specific value,
called the Trust Level Threshold. This threshold is defined by the Authentication Policy
assigned to the user. An IP address is treated as Non-Trusted, until it becomes Trusted.

e Passcode Policy
Using Passcode Policies, you may define the exact content to be shown in the passcode
messages sent to users during SMS PASSCODE multi-factor authentication. For example,
you may define whether location specific information should be shown in the messages
(country and/or organization). This is the location aware part. Additionally, Passcode
Policies let you define distinct message content for authentication requests originating from
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Trusted or Non-Trusted end-user IP addresses, respectively. This is the behavior aware
part. All in all this makes more contextual information available for users during
authentication, thereby giving them the chance to become alerted in case of any
irregularities.

Passcode Policies are described in more detail in section 17.7 (page 184).

e Learning mode
Learning mode is an optional feature that lets you define an initial temporary period where
specific message content is shown in the passcode messages sent to a user. This allows
you to override the message content for an initial period, until the system has become
aware of Trusted and Non-Trusted IP addresses of the user. Learning Mode is configured
on the Authentication Policy assigned to the user.

e Authentication Policy
As stated above, Authentication Policies allow you to define Trust Level Threshold,
increase of IP address Trust Level during authentications, and Learning Mode activation.
Additionally, Authentication Policies allow you to customize the authentication behavior
itself using Authentication Rules, thereby making authentications location and behavior
aware. An example could be to deny authentications from specific locations. Additionally,
Authentication Policies allow you to override the effective Dispatch Policy and Passcode
Policy to use depending on the actual authentication context. This is also called adaptive
message dispatching.

Authentication Policies are described in more detail in section 17.8 (page 193).
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16.2 Overview: IntelliTrust™ Integration

SMS PASSCODE allows you optionally to integrate with the IntelliTrust™ cloud service, which
allows you to utilize additional cloud authentication mechanisms. Among others it provides push
authentication, and a risk-based authentication engine. Please read section 3 for more details on
the IntelliTrust™ cloud service.

The required steps for enabling IntelliTrust™ authentication are described below:

Hybrid Setup:
1.

Enable IntelliTrust™ integration on the General Settings page of the Web Administration
Interface, thereby connecting your SMS PASSCODE backend to a dedicated IntelliTrust™
tenant (cf. section 17.3.4.1, page 119).

Verify that all SMS PASSCODE users are synchronized successfully to your IntelliTrust™
tenant (see section 17.10.6, page 252).

Log in to the IntelliTrust™ tenant, and configure it. At least, you need to:

a. Create an application of type Authentication API. You can use this guide:

https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Resource
s%2FManaging API Integrations%2FAdd Authentication APl application to Intell

iTrust.htm

Add a Resource Rule to the Application created above, that defines the
authentication behavior according to your needs. For more information, see:

https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Security
%2FEnter resource rule general settings.htm

In the Resource Rule, set the First Factor to External Password, to allow SMS
PASSCODE to perform password validation. If you optionally want to bypass multi-
factor authentication in some cases, e.g. in the “Low Risk” category, you must clear
all checkboxes in the Second Factors list.

4. Configure via your SMS PASSCODE Authentication Policies when to make use of

IntelliTrust™ authentication (see section 17.8.2.5, page 204).
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17 WEB ADMINISTRATION INTERFACE

The SMS PASSCODE Web Administration Interface (WAI) provides a graphical user interface,
where you can:

¢ Configure SMS PASSCODE settings
o General settings
o License information
e Configure SMS PASSCODE policies
o User Integration Policies
User Group Policies
Authentication Policies
Passcode Policies
Dispatch Policies
o Token Policies
¢ Maintain SMS PASSCODE user settings
¢ Maintain hosts
o Maintain Authentication Backend Service hosts
o Maintain Transmitter Service hosts
e Maintain SMS PASSCODE transmission settings
o Maintain message dispatchers
(Modems, Email Connectors, Dispatch Connectors)
o Maintain modem groups
e Monitor current and past authentication attempts
e Monitor status of all modems

o O O O

In the following subsections, WAI is used as a shorthand for Web Administration Interface, and
WAI server designates the server on which WAI is installed.

By default, only members of the Administrators group have permissions to access the WAI. Non-
administrators can be granted permission to access the WAI by adding them to the local Windows
user group “SMS PASSCODE Administrators”. Furthermore, distinct permissions within the WAI
can be assigned to different administrator roles (cf. section 20 for more details on this).

Please note, that many administrator tasks can also be performed using PowerShell scripts, which
can for example be advantageous in case of automation. PowerShell support is described in
section 18 (page 308).
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17.1 Starting the Web Administration Interface

You can start the WAI in three different ways:

1. You can start the WAI using a shortcut created on the desktop of the WAI server:

Computer

PASSCO...

o

2. You can start the WAI using the shortcut Web Admin created in the SMS PASSCODE
folder in the Windows Start Menu of the WAI server.

3. The WAI is also available from any computer on the network using a web browser if this
computer can connect to the WAI server on TCP port 2000, Connect to the WAI using
the URL http://ip-address:2000, where ip-address is the IP address of the WAI server. By
default, only administrators of the WAI server have access to the WAI using a web

browser.

The following user interface is shown on the first startup of the WAI:

Users > Maintain Users
Maintain Users

Add new user...

| select columns | | Set filter

h E YW TR Ve

B i e B o

16 Port 2000 is the default TCP port for the Web Administration Interface. The port may be changed during
installation.
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The left part of the user interface is a navigation menu. Please notice, that this navigation menu is
dynamically adapted according to the different data and settings in the WAI, and according to role-
based permissions (cf. section 20).

The complete list of possible menu items is:

Users

Maintain users
Maintain SMS PASSCODE users, i.e. create, edit and delete users.
Please read section 17.10 (page 234) for details.

Import users
Import SMS PASSCODE users from a comma-separated file.
Please read section 17.11 (page 253) for details.

Policies

User Integration Policies

Maintain policies for automatic synchronization of SMS PASSCODE users from one or
more Active Directories or other types of LDAP directories. This menu item is only
available, when User Store Integration has been enabled in the general settings. Please
read section 17.5 (page 126) for details.

User Group Policies
Maintain user settings on a user group basis.
Please read section 17.6 (page 156) for details.

Authentication Policies
Maintain policies and rules affecting user authentication behavior.
Please read section 17.8 (page 193) for details.

Passcode Policies

Maintain passcode specific settings, like passcode length, composition and lifetime; and
maintain passcode message templates using the MessageDesigner.

Please read section 17.7 (page 184) for details.

Dispatch Policies
Maintain policies and rules for message transmission load distribution and failover.
Please read section 17.18 (page 271) for details.

Token Policies

Maintain policies describing the types of tokens allowed in your organization. This menu
item is only available when token authentication has been allowed in the general settings.
Please read section 17.9 (page 221) for details.
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Hosts

e Authentication Backend Service Hosts
Maintain Authentication Backend Service hosts, e.g. authorize new Authentication Backend
Service hosts. Please read section 17.13 (page 258) for details.

e Transmitter Hosts
Maintain Transmitter servers, e.g. authorize new Transmitter Service hosts.
Please read section 17.12 (page 255) for details.

Transmission

e Modems
Maintain modem settings. Please read section 17.14 (page 261) for details.

¢ Modem Groups
Maintain modem groups, which are used by Dispatch Policies.
Please read section 17.17 (page 269) for details.

e Email Connectors
Maintain settings for email dispatching.
Please read section 17.15 (page 263) for details.

e Dispatch Connectors
Maintain settings for message dispatching using plugin modules. Plugin modules allow
alternative message dispatching mechanisms, like SMS and voice call using external web
services, and to connect to the SMS PASSCODE Cloud Service. Please read section 17.16
(page 265) for details.

Monitoring

e Authentications
Inspect current and past authentication attempts on any SMS PASSCODE protected
authentication clients. Both live monitoring of current authentication attempts, as well as
reporting and exporting of past authentication attempts is supported. This menu item is only
available when Authentication monitoring has been enabled in the general settings.
Please read section 17.19 (page 296) for details.

e Modems
Inspect the current live status of all modems.
Please read section 17.20 (page 307) for details.

Settings

e General

Maintain general settings, e.g. enable User Store Integration or IntelliTrust™ integration.
Please read section 17.3 (page 108) for details.

e License
Monitor license usage, and maintain license information, e.g. when additional licenses have
been acquired. Please read section 17.4 (page 122) for details.
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After installation of SMS PASSCODE, the recommended order of actions is:

1. Configure the general settings.
2. User store integration enabled in step 1?
a. Yes: Configure User Integration Policies.
b. No: Create users manually (or import from comma-separated file).
3. Configure User Group Palicies.
4. Configure your transmission infrastructure.
a. Optionally authorize additional Authentication Backend Service hosts, if failover is
required between more such services.
b. Optionally authorize additional Transmitter servers, if failover is required between
more such services.
c. Create required dispatching entities, e.g. create modems, Email Connectors and/or
Dispatch Connectors, according to your message transmission requirements.

Note: If you are a trial or subscription customer, then SMS-based message
dispatching works out-of-the-box, using the SMS PASSCODE Cloud Service. In this
case you do not need to create any dispatching entities, unless you would like to
configure additional message dispatching mechanisms, e.g. for failover reasons.

d. Optionally create modem groups and/or Dispatch Policies, if you have advanced
failover and/or scalability requirements for message transmission.

When the SMS PASSCODE system is up and running, you may additionally decide to enable and
configure location and behavior aware authentication for even stronger security. Please read section
16.1 (page 96) to get a short overview about this topic.

17.2 Overview of Policy Types

SMS PASSCODE includes several types of Policies:

e User Integration Palicies
e User Group Palicies

¢ Authentication Policies
e Passcode Policies

e Dispatch Policies

e Token Policies

This section gives an overview regarding these policies and explains their intended usage and
relationship to each other.

A User Integration Policy (UIP) is used to define a periodic synchronization of users from a user
store (Active Directory or different type of LDAP directory) into the SMS PASSCODE database.
Each UIP keeps important user attributes up-to-date in the SMS PASSCODE database according
to any changes in the underlying user store, like (mobile) phone number(s), email address and full
name. By creating several UIPs, you can synchronize users from several user groups of a user
store, and/or from user groups from several user stores.

Each user in the SMS PASSCODE database has a lot of individual settings and permissions that
can be customized by administrators. However, to make it easier for administrators to manage
these settings across large amounts of users, User Group Policies were introduced to make it
possible to maintain common settings for groups of users. The methodology is simple: Each user is
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assigned a specific User Group Policy (UGP) and inherits all the settings defined by this policy.
Most of the settings can additionally be overridden on individual users, if any deviations from the
inherited settings are required. Any overridden setting can afterwards be reset again, to fall back to
the inherited value.

Among the settings of a UGP are the following sub-policies:

e Authentication Policy:
Defines authentication behavior, e.g. whether and how a user is allowed to authenticate
from specific locations.

e Passcode Policy:
Defines settings regarding the random one-time-passcodes generated for a user and
defines the content of passcode messages (using message templates).

e Dispatch Policy:
Defines prioritized rules for determining the dispatchers to use to send messages to a user.

e Token Policy:
Defines the types of tokens being used within your organization (in case token
authentication has been allowed)

17.2.1 Static Relationship between Policy Types

Each user belongs to exactly one policy of each policy type. The static relationship between the
different types of policies defines how the different policies are assigned to a user.

The static relationship between the different policies is as follows:

e Each User Integration Policy defines the User Group Policy to assign to the users being
imported.

o Each user is assigned a single, specific User Group Policy. Either automatically by a User
Integration Policy, or manually.

o Each User Group Policy refers to a particular Authentication Policy, Passcode Policy,
Dispatch Policy and Token Policy. These four policies are inherited by all the users to
which the User Group Policy is assigned. However, each of the policies can be overridden
individually on any user.
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The static relationship of the policies is illustrated by the diagram below:

External user
data store
(e.g. AD)

User

Integration
Policy

Override Override

Inherit

User Group

Policy

e e —————

e ———

<

y

Authentication Passcode Dispatch

Policy Policy Policy

Each of the policies is explained in more detail in subsequent sections:

User Integration Policies: Section 17.5 (page 126)
User Group Policies: Section 17.6 (page 156)
Passcode Policies: Section 17.7 (page 184)
Authentication Policies: Section 17.8 (page 193)
Dispatch Policies: Section 17.18 (page 271)
Token Policies: Section 17.9 (page 221)
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17.2.2 Runtime Relationship between Policy Types

The runtime relationship between policy types defines how policies are used during a user’s
authentication attempt.

User Integration Policies are not part of the runtime relationship, since they are not directly
having any influence on an authentication attempt. Instead, User Integration Policies are, as part of
the static relationship, defining which other policies belong to a user, and thereby indirectly
influencing the authentication behavior (as described in the previous section).

The authentication behavior for a specific user is determined in the following way:

e First, the Authentication Policy assigned to the user is determined.
The Authentication Policy determines, whether the user can log in at all. If the user is
allowed to log in, the outcome might be either to use or bypass multi-factor authentication.

In case the user is denied access, or access is allowed with multi-factor authentication
bypassed, the remaining policy types are ignored.

Otherwise, multi-factor authentication is performed according to the remaining policy types,
as described below.

e The Passcode Policy assigned to the user determines among others the format of the
OTP to be sent to the user, and the content of the OTP message. Normally, the Passcode
Policy is assigned statically to the user, i.e. either inherited from the user’s User Group
Policy, or overridden on the user itself.

However, the Passcode Policy might also be determined dynamically at runtime by the
authentication policy during step 1, allowing for adaptive contextual message dispatching
(advanced feature). Please read section 17.8.2.5 (page 204) for more details about this.

e Finally, the user’'s Dispatch Policy determines how OTP messages are sent to the user
(which type of message to send, which dispatcher to use, which target to send to). The
Dispatch Policy is normally assigned statically to the user, i.e. either inherited from the
user’s User Group Policy, or overridden on the user itself.

However, the Dispatch Policy might also be determined dynamically at runtime by the
Authentication Policy during step 1, allowing for adaptive contextual message dispatching
(advanced feature). Please read section 17.8.2.5 (page 204) for more details about this.
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17.3 General Settings

The General settings page allows configuration of important system-wide settings:

Settings > General

Maintain General Settings

Authentication Monitoring | IntelliTrust

Misc. Settings || Authentication Settings

Enter zn intemnational phone number prefix to be
= zdded in front of all phene numbers without zn
+H1 B [1-9599] explicit prefix, You can always explicitly enter 2
different prefix for individual users.

Default prefix for phone
numbers

Enzble User store integration if you would like o

User store integration Enabled retrieve users from one or mors external user
stores (Active Directories or LDAP directories).

Enzble Geo IP znd IP history if vou would liks to
have the eption to retrieve IP information such as

Geo IP and IP history Enabled country and organization, and additionzlly keep
track of the IP addrasses usad by each user (User
1P History).

Enzble secondary phone numbers if vou would
Secondary phone like to have the option to allocate two phene
Enabled numbers to each user. Use Dispatch Policies o
numbers control, which phone number is used under
different circumstances,

Dispatch Connecter modules allow message
dispatching using 3rd party messaging providers,
e.g. for passcode transmissien by SMS, push-text,

* Only modules digitally signed by woice czlls er instant messaging, The Dispatch
SMS PASSCODE (recommended) Conne:tﬁr irﬁ?stru:dtura is}_\'er\«' flexible and ?Ilc.-.'s
i . . to extend message dispatching to any type o
Dispatch Connector Any modules, including custom messaging provider, s long 25 2 corresponding
modules allowed made ones Dispatch Cennector module is provided. By default,
anly Dizpatch Connactor medules provided by SMS
Reload PASSCODE are zllowed, However, if you intend to
==

use custom implemented Dispatch Connecter
madules, you must allow medules not signed by
SMS PASSCODE to be loaded.

bt s A A A okl -l o A ANt A sl rnterie. i -

Changes do not take effect until you click the Save button.

As shown in the screenshot above, the settings are divided into 4 tabs:

e Misc. Settings
This tab contains miscellaneous important system-wide settings.

Please read section 17.3.1 below for a detailed description of these settings.

e Authentication Settings
This tab contains system wide settings that indicate whether non-standard authentication
types are activated and allowed to be used during user authentication attempts. You are
only advised to enable any of these settings, in case standard SMS authentication is not
sufficient.

Please read section 17.3.2 below for a detailed description of the different Authentication
settings.

e Authentication Monitoring
This tab contains settings concerning authentication monitoring, e.g. whether to enable
authentication monitoring at all.

Please read section 17.3.3 below for a detailed description of the Authentication Monitoring
settings.
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e IntelliTrust

This tab contains settings that are used to enable integration of the SMS PASSCODE
backend with the IntelliTrust™ cloud service, thereby achieving a Hybrid Setup.

Please read section 17.3.4 below for a detailed description of configuring a Hybrid Setup.

The subsections below describe the settings of all four tabs in more detail.

17.3.1 Miscellaneous Settings

This section describes the settings available on the Misc. Settings tab on the General settings
page of the WAI. The settings are described in detail in the table below.

Setting Explanation

Default prefix for
phone numbers

User store
integration

Geo IP and IP
history

Secondary phone
numbers

This prefix is automatically added to the beginning of each user’s phone number
if no explicit international prefix is specified. You can always explicitly specify a
different prefix for individual users.

When this setting is enabled, users are imported from one or more external user
stores, typically a single Active Directory, and are kept up-to-date via periodic
synchronizations.

Synchronization of users from user stores is defined using a User Integration
Policy. Please read section 17.5 (page 126) for more details on setting up User
Integration Policies.

This setting controls whether location and behavior aware authentication is
enabled for strengthened security. When enabled, end-user IP address usage is
recorded in the SMS PASSCODE database and Geo IP data is looked up by IP
addresses to determine geo-location information.

You should only enable this setting if at least one of your authentication clients
fulfills the requirements for collecting end-user IP addresses correctly (cf. section
10.1, page 35).

When this setting is enabled, you can optionally allocate a secondary phone
number to each user. Secondary phone numbers can be used during
configuration of Dispatch Policies for failover scenarios.
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Setting Explanation

Dispatch By default, only the dispatch plugin-modules provided by SMS PASSCODE can
Connector modules be used for message transmissions using Dispatch Connectors. However, you
allowed may implement your own dispatch plugin module(s) in case of special message

transmission requirements and use such custom modules for transmission of
messages. For security reasons, you must allow the SMS PASSCODE system to
load such custom modules.

Note: The “Reload” button allows you to reload the plugin modules currently
located in the “Plugins” folder without restarting the Database Service, for
example if you have added new modules or updated existing modules.

17.3.2 Authentication Settings

The Authentication Settings tab contains settings that allow you to customize the mechanisms
allowed for user authentications. Some mechanisms might lower security but might be required to
support the challenges met because of global diversities, or due to the need for improved

convenience and flexibility.
o« M

Maintain General Settings

Misc. Settings | Authentication Settings || Authentication Monitoring || IntelliTrust |

Allow authentication using OATH Tekens (incl. software tokens) or USE
keys

Token Allowed 3rd party Token / USB key option for users without 2 mobile phone, or users using
software wkens.

Allow authentication using personal passcodes
Personal passcode Allowed Low security option for nen-critical users, or failover in case of emergency.

Multi-factor Allow multi-factor tion by il conditional
N - Allow bypassing, if you would like to have the pessibility te bypass multi-factar
E::)g‘:rsli‘:'lcgatm" Allowed suthentication under certzin circumstances (2= defined by Authentication
Policies)
Allow usage of PIN codes during + ications (not rec ded
PIN codes Allowed  Allow PIN codes if you would like to have the option to require users to enter 2 PIN

code in front of each passcode during authentications.

el B el i I ot Nt ol e P oy ntinisidlP B
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The Authentication Settings tab contains settings that control the types of authentications
allowed. By default, only message-based multi-factor authentication is allowed.

Setting Explanation

Token Enable this setting to allow selected users to authenticate using tokens.

Token authentication is very different from the message-based authentication types,
which SMS PASSCODE provides by default. All message-based authentication types
will not generate a random OTP, until a request has been made (“challenge based”)
and will generate an OTP for the specific authentication (“session specific OTP”).
Contrary to this, a token has a unique, but pre-determined sequence of OTPs.

Token authentication is useful for users that cannot authenticate by any of the
stronger, message-based authentication types for some reason.

SMS PASSCODE supports several types of tokens:
e All OATH compliant tokens
v" Including both hardware and software tokens
v" Including event-based tokens (HOTP)
v" Including time-based tokens (TOTP)

e YubiKeys (proprietary USB Keys from a 3'-party provider called Yubico).
This provider also hosts a web service for which you need to sign up?”.
Communication with the web service is performed using HTTPS (SSL
encrypted network traffic).

NOTE regarding RADIUS authentication using MS-CHAP v2:
e OATH token authentication works with MS-CHAP v2 as well
e USB Key authentication is not guaranteed to function properly with RADIUS
clients using MS-CHAP v2. This depends on the specific RADIUS client
implementation / manufacturer. The RADIUS client is required to return the
passcode in clear text as a response to the challenge request.

For more information regarding token authentication, please read section 17.9 (page
221).

171f you intend to make use of YubiKey authentication, then you must acquire USB Keys from our selected
3rd-party USB Key provider (Yubico). These USB Keys have a user-friendly feature that allows entering the
complete OTP by a single push of a button on the USB Key.

Please contact SMS PASSCODE support (support@entrustdatacard.com) to receive the document “Yubico
USB Key Authentication Guide for SMS PASSCODE”. This document describes the steps necessary to
implement USB Keys in SMS PASSCODE.
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Setting Explanation

Personal
passcode

Multi-factor
authentication
bypassing

PIN codes

Enable this setting to allow selected users to authenticate (temporarily) using an
encrypted personal passcode.

Personal passcodes are meant to be used in case of emergency (ICE). They provide
a last resort to allow users to authenticate using a temporary assigned personal
passcode, if everything else should fail. The code can be set by the administrator, or
by the user through the SMS PASSCODE Self-service Website. The personal
passcode is stored encrypted and is not visible to the administrator or anyone else.

Note: This setting only controls, whether Personal Passcodes can be used as a
replacement for a one-time passcode during authentication client logins (ICE). Usage
of Personal Passcodes as a replacement for the user password, when logging in to
the SMS PASSCODE Password Reset Website, is always allowed.

It is possibly to allow users to maintain Personal Passcodes themselves, using the
SMS PASSCODE Self-service Website (cf. section 17.6.1.2, page 163). Personal
Passcodes can also be imported from AD (cf. section 17.5.4.3, page 140) or set
using PowerShell script (cf. section 18.1, page 309).

This is a system wide setting that controls whether any users should be allowed to
bypass SMS PASSCODE multi-factor authentication under specific circumstances.
“Bypassing” means that the user authenticates only using username and password,
i.e. without entering a passcode. Allowing this must be done with great care, since it
lowers the security level. When allowed, the conditions for bypassing are defined
using Authentication Rules (cf. section 17.8.2.5, page 204). An example could be to
allow bypassing for convenience, when the user is observed to be in a trusted login
context.

Proof-of-Concept (PoC) Mode:

When allowing “multi-factor authentication bypassing”, an additional checkbox
appears below the setting that allows you to enable PoC mode. When PoC mode is
enabled, users without any SMS PASSCODE license assigned can log in using
standard authentication, i.e. without using SMS PASSCODE multi-factor
authentication. This provides the possibility to test the SMS PASSCODE product with
only a few SMS PASSCODE licenses, without affecting the login behavior for the
remaining users.

NOTE: Even when PoC mode is enabled, any user must still be imported into the
SMS PASSCODE database to be allowed to log in to any SMS PASSCODE
protected authentication client.

Enable this setting to allow the usage of PIN codes during authentication client
logins. This will allow the administrator to set individual PIN codes on each user,
which must be entered in front of the one-time passcodes during authentication.

It is possibly to allow users to maintain PIN codes themselves, using the SMS
PASSCODE Self-service Website (cf. section 17.6.1.2, page 163). PIN codes can
also be set using PowerShell script (cf. section 18.1, page 309).
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The extra authentication types described above all introduce a lower level of security, than ordinary
SMS-based multi-factor authentication. The table below compares the security rating of the
different types of authentication:

Authentication type Challenge End-to-end Security Convenience
based and out-of-band Rating

session dispatching
specific
OTP

SMS OTP Yes Yes v' Support for flash SMS
v' Support for
memoPasscodes™
SMS PASSCODE Yes No, but end- v' Support for
Mobile app to-end memoPasscodes™
(Encrypted push encrypted v' End-to-end encryption
notifications) of messages

Alternative dispatch types to augment secure dispatching
(the alternatives provide a security level below the level of SMS OTP and SMS PASSCODE Mobile app)

Dispatch plugin OTP Yes No?° [ v" Most likekly supports

(SMS) memoPasscodes™
(depends on the
provider)

v' Might support flash

SMS (depends on the
provider)

Email OTP Yes No [ | v" Support for

(secure/closed memoPasscodes™

network)?®

Dispatch plugin OTP Yes No?® B v' Allows calls to landline

(Voice call) phones

Token OTP No - B v' OTP entered
automatically when
using YubiKeys

Email OTP Yes No [ v' Support for

(non-secure) 2 memoPasscodes™

Temporary personal No - B -

passcode

Bypassing MFA No - B -

18 When e-mail access is well-protected, e.g. only accessible by a personal device

19 A dispatch plugin module will typically make use of a 3"-party web service that is called using HTTPS, i.e.
using SSL encrypted network traffic.

20 When e-mail access is not well-protected, e.g. accessible from anywhere using ordinary authentication
with a user name and password
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17.3.3 Authentication Monitoring
This section describes the settings available on the Authentication Monitoring tab on the
General settings page of the WAI.

Settings > General f
Maintain General Settings

Misc. Settings | Authentication Settings || Authentication Monitoring || IntelliTrust ez

Enzble Authentication
monitoring if you would like the

Authentication system to record all authentication

monitoring | Enabled attempts. Among others, this will
provide a complete login histery per
user,

To limit the size of the internzl

Archive records of old authentication attempts to: datzbase, old authentication
attempts are periodically removed

. - - & C5V files from the datzbase and archived
Archive destination *ML files externzlly, Cheose whether you
would like entries to be archived as
SQL table CSV files, XML files, or added to an
SQL table of 2n existing SOQL server
Archive Path Specify the path of the folder

where archive files will be storec.

C:\Program Files\SMS PASSCODE\DB\Archive

The maximum number of
authentication attempt records to
kezp in the internzl dztabase,
When this threshold iz excesded,
oldest zuthentication attempts are
removed and archived.

NOTE: Please note, that
authentication attempts performed
within the last week are never
remeoved znd archived, even though
the thresheld has been excesded,
Thiz is to ensure, that most recent
suthentication attempts are always
readily avzilable zs live data,

Archiving threshold 10000

Click the link to show statistics
regarding live entries and archived
entries of the authentication
moniter.

Statistics Show statistics...

© Entrust Datacard

These settings all relate to the SMS PASSCODE Authentication Monitoring feature. Please
note, that authentication monitoring is disabled by default, i.e. you must enable it explicitly on this
page, in case you would like to make use of it. When enabled, administrators can get access to the
Authentication Monitoring page, which allows monitoring, reporting and exporting authentication
attempts across all users and SMS PASSCODE protected authentication clients. Please read
section 17.19 (page 296) for more details regarding the Authentication Monitoring page.
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The settings are described in detail in the table below.

Setting Explanation

Authentication This setting controls, whether the SMS PASSCODE system should record every

monitoring authentication attempt in the SMS PASSCODE database, across all users and
SMS PASSCODE protected authentication clients, for reporting and monitoring
afterwards.

The setting is disabled by default, i.e. authentication attempts are not recorded in
the SMS PASSCODE database by default.

Enable the setting, in case you would like to make use of the advanced
authentication monitoring features on the Authentication Monitoring page of
the WAI (cf. section 17.19, page 296).

NOTE:
The remaining settings described in this table will only become visible in the WAI,
when the Authentication monitoring setting is enabled.

Archive destination When authentication monitoring is enabled, every authentication attempt is
recorded and stored in the SMS PASSCODE database. Eventually, this will grow
the SMS PASSCODE database unnecessary big and could reduce system
responsiveness. To avoid this, SMS PASSCODE includes an auto-archiving
feature that will automatically archive and remove the oldest authentication
attempts from the SMS PASSCODE database.

Please note, that archived authentication attempts remain available for reporting
and export on the Authentication Monitoring page.

The Archive destination setting allows you to specify, how archived data should
be stored. The following options are available:

e CSV
Archived data is stored as CSV files in a specific folder in the file system

e XML
Archived data is stored as XML files in a specific folder in the file system

e SQL
Archived data is inserted into a specific table in a specific database of an
SQL Server. The SQL server must have been installed beforehand.
Currently, Microsoft SQL Server 2005, 2008 and 2012 are supported for
SQL archiving.

Please read the notes following this table for additional information regarding the
Archive destination setting.
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Setting Explanation

Archiving threshold Specifies the number of authentication attempt records to keep in the internal
SMS PASSCODE database. When the number of records in the database
exceeds the specified threshold, then the auto-archiving feature will start to
remove and archive the oldest authentication attempts, to keep the number of
entries below the threshold.

The default threshold is 10.000 records.

NOTE: The auto-archiving feature has a built-in rule, that it will never archive
authentication attempts that have occurred within the recent week. l.e. even if the
threshold setting is low compared to the number of logins per day in your
organization, you are guaranteed always to have the recent week of
authentication attempts readily available in the internal SMS PASSCODE
database for monitoring and reporting.

Statistics Click the Show statistics... link to open a new window containing statistics
regarding number of authentication attempt entries, for both the internal SMS
PASSCODE database and the archive:
e Number of entries
e Date and time of the oldest record
e Date and time of the newest record

Notes regarding Archive destination, type = CSV or XML

Using CSV files or XML files for archiving is the easiest option. You only need to select a specific
folder in the file system, which the SMS PASSCODE database has write access to, and you are
done. If the folder does not exist, the SMS PASSCODE database will automatically create the
folder, if allowed to.

By default, the subfolder “Database\Archive” of the SMS PASSCODE installation folder is used for
archiving.

CSV or XML files are supported by many 3™ party analysis systems, like e.g. Microsoft Excel,
which allow you to perform further analysis of the archived authentication attempts. Please note,
that if you wish to consolidate several of the files in the archive into one file or wish to select only a
subset of the attributes in the files, you can easily select and filter the archived data on the
Authentication Monitoring page and export the filtered data into new consolidated CSV or XML
files.

Please remember to back up the files in the archive destination folder if you want to be able to
recover them in case of data loss.
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Notes regarding Archive destination, type = SOL

Archiving authentication attempts to an SQL Server is more complex than the CSV/XML files
option, but might be advantageous to you, in case you already have an SQL Server running in your
organization, and/or because you have special data analysis systems available for analyzing data
in the SQL Server.

The screenshot below shows the settings that must be specified, when SQL archiving is selected:

| SELING WY ey
(4]

£ General

attampts. Among othars,
thiz vill provide a complats
login histary peruser.

License
Archive destination Archive records of old authentication attempts to: To limit the size of the
& CsV files intarnal database, old
" . authantication attempts
e XML files are periodically remaoved
@ sSQL table fram the database and
archiv xtzrnally.

har you would
like =ntrizs to be archived
as CSW filas, XML files, or
added to an SQL tabla of
an existing SQL Server.

Name or IP address of the
(0L ZEneEr SQL Server to use for -

. MySQLServer archiving =

Name of the destination
Database name database within the SOL

. MyDatabase Server

Mame of the table in the
SQL databasze, whare

authantication attempts
. SMSPASSCODE zhould be archived to.
Enter the name of a non-
existing table to
automatically create a new
one with the correct data
structurs,

Table name

Selact the type of
authentication to use to

. O SQL Authentication connect to the SQL Server

©) Windows Authentication

Authentication Type

Credantials for connacting

Credentials to the SQL S=rver

. User name:
Password:

Additional Connection String Parameters Optional: Enter any

additional connection
string parameaters. Tha
string entzrad hare is
. directly appaendad to the
auto-built connaction
string.

s L ] L T PR Y W W W WFYR PR VL W TR B

(@) (st comnecton
Al AR P P b P it B o P .
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. Setting Explanation

(@)

(b)

(©)

(d)

(e)

(f)

(@)

SQL Server

Database name

Table name

Authentication
Type

Credentials

Additional
Connection
String
Parameters

Test Connection

Name or IP address of the SQL Server to use for archiving. The SQL Server
must have been installed beforehand.

Currently, MS SQL Server 2005, 2008 and 2012 are supported.

Name of the destination database within the selected SQL Server.

The database must have been created beforehand. You can either create a
new dedicated database or use an existing database to which the SMS
PASSCODE system should add a new table.

You must also assign an SQL User Account or Windows User Account to the
database. This account must have permissions to create a new table, as well
as read/write access to this new table.

Name of a table within the selected SQL database, where authentication
attempts should be stored. It is recommended to enter a name of a non-
existing table — this will cause the SMS PASSCODE database service to
create the table automatically, with the required data structure.

Specify, whether the SMS PASSCODE database service should make use of a
dedicated SQL User Account or Windows User Account to access the SQL
database.

Specify the credentials of the user account that the SMS PASSCODE
database service should use for accessing the SQL database. Enter the
credentials of either an SQL User Account or Windows User Account,
depending on the selection of the previous setting (d).

This option is only for advanced use. It allows you to specify additional
parameters that should be appended to the connection string used for
accessing the SQL Server.

Click this button to test, whether all the previous settings have been entered
correctly, and to verify, that the SMS PASSCODE database service is able and
allowed to connect to the specified SQL database.

Please remember to back up the SQL table used for archiving if you want to be able to recover the

table in case of data loss.
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17.3.4 IntelliTrust Settings

This section describes the settings available on the IntelliTrust tab on the General settings page
of the WAI. The main purpose of the IntelliTrust tab is to allow you to optionally enable the
integration of SMS PASSCODE with the IntelliTrust™ cloud service, thereby activating a Hybrid
Setup, which extends the SMS PASSCODE backend with additional cloud-based authentication
services. The main two features that become active, when IntelliTrust™ integration is enabled, are:

e User sync: All relevant user data will immediately be synced to the IntelliTrust™ cloud
service — and will continue to stay in sync afterwards.

e Authentication: SMS PASSCODE Authentication Policies will allow additional
configuration options, which allow authentication requests to be forwarded conditionally to
the IntelliTrust™ cloud service, e.g. depending on the context. This is described in more
detail in section 17.8.2.5 (page 204).

If you want to make use of a Hybrid Setup, the recommended order of actions is described in
section 16.2, page 99. The first action is to enable the IntelliTrust™ cloud service integration,
thereby connecting your SMS PASSCODE backend to a dedicated IntelliTrust™ tenant. This is
described in section 17.3.4.1 below.

17.3.4.1 Connecting SMS PASSCODE to an IntelliTrust Tenant

To connect your SMS PASSCODE backend to an IntelliTrust™ tenant, please proceed as follows:

1. Onthe IntelliTrust tab, select the Enabled option:

Settings > General / 4

Maintain General Settings

4

Misc. Settings || Authentication Settings || Authentication Monitoring || IntelliTrust

IntellTrust integration ¥ Enabled ]
Mew IntelliTrust tenant Create new tenant... oy
el pmcindie . it Al sl "-r

2. You now have to specify, whether you want to connect to a new IntelliTrust™ tenant, or an
existing one. During a fresh installation, you will typically want to connect to a new, empty
tenant. However, you might want to connect to an existing tenant, e.g. if you have
performed a re-installation of SMS PASSCODE and would like to connect to a previously
created IntelliTrust™ tenant. Both options are described below.
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Connecting to a new tenant:

a. Click the Create new tenant... button:

i

Maintain General Settings

Misc. Settings || Authentication Settings | Authentication Monitoring || IntelliTrust

ﬂ- General

License

IntellTrust integration

Mew IntelliTrust tenant

|#| Enabled

Create new tenant...

b. A dialog pops up, asking you to enter required data for the new tenant:

Create new IntelliTrust™ tenant

Select a user to become

tenant administrator | Type to search for a user...

Company name | Enter company name

Country | Type to search for a country...

Tenant name Enter tenant name .de.trustedauth.com
Data Center location

Terms Of Use |_J 1 agree to the noted service terms and conditions

Fill in the required data, read and accept the terms of use, and then click the Create
button. In case of any error messages, please correct the error, and click the Create

button again.

c. Anew IntelliTrust™ tenant was now created, with which your SMS PASSCODE

system integrates.

The user selected will become administratar
for the newly crested IntelliTrust™ tenant.
The uszer is requirad.

The name of the company that will own this
zccount, This value is required.

The country of the company that will own
this account, This value is requirad.

Tenant name is the name of your tenant and
how it will zppear in the URL. This value is
required.

Location of the IntelliTrust™ datz center. This
value is required,

By checking the box, you hereby
acknowledge that you have rezd, understaod
and agreed to the following service terms
and conditions.
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Connecting to an existing tenant:

a. Inthe IntelliTrust data field, insert the JSON code that uniquely identifies the
Administration API of your IntelliTrust™ tenant to be used for the SMS

PASSCODE integration. Example:

| © ooccroce settings> General A

Maintain General Settings

e d

Misc. Settings | Authentication Settings | Authentication Monitoring " InteIIiTrust]

-ﬂ- General

License
IntellTrust integration |#| Enabled
IntelliTrust Portal

New IntelliTrust tenant Create new tenant...

"applicationld": "e5a5853fd-97d6-478d-95bd-f848a51047 7",
"hostname™: "mycompany.de.trustedauth.com",
"sharedSecret”: "Py-pM14mLxSKodExTQG-

IntelliTrust data . m
j_9_rHUmMFMQitxwechs2HbIc

g iy s Baw b Ny e

|
|
|

b. Recommended: Click the Verify settings button to verify that the JSON data is
correct.

c. Click the Save button.

If you do not have the JSON data for your existing IntelliTrust™ tenant available, you can
re-create it using the following procedure:

a. Log in to your existing IntelliTrust™ tenant using an administrator account.

b. Create a new Application of type Administration API. You can use this guide:
https://entrust.us.trustedauth.com/documentation/help/admin/index.htm#t=Resource
s%2FAdd Administration API to IntelliTrust.htm.

On the last page, before clicking the DONE button, make sure to click the COPY TO
CLIPBOARD button, to copy the JSON code to the clipboard, so that you can paste
it into the IntelliTrust data field in SMS PASSCODE, as described above. You
might also click the DOWNLOAD button in the IntelliTrust™ portal to download the
JSON code and store it in a safe place. Then you have it ready, if you should ever
need to reinstall SMS PASSCODE and reconnect to the tenant again.
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17.4 License Information

The WAI has a page for inspecting and maintaining license information.

Settings > License /

Maintain License Data

S

License key 5012345678901234567890123456789012345678901234567890123456789012345678 o
9012345678901234567890123456789012345678901234567890123456789012345678
Q0123456785012345678901234560789012345078901234567890123450789012345678
Q0123456785012345678901234560789012345078901234567890123450789012345678
O0123456785901234567890123456789012345678901234567890123456789012345678
9012345678901234567890123456789012345678901234567890123456789012345678 ¢

@ License is valid
General

', License ') ) Licensed to TEST

License agreement Standard

License statistics License type Available In Missing

use

MFA Standard CAL

MFA Standard CALs allow users to

authenticate using 5M5 PASSCODE® multi-

factor authentication through one or more of

the following SMS PASSCODE® components: 10000 1050 (11%) [ ] 0
Citrix Web Interface Protection, RADIUS

Protection, IIS Website Protection, Custom

Protection, Windows Logan Protection, TMG

Website Protection, AD FS Protection,

ActiveSync Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their
own AD password using the SMS PASSCODE®
Password Reset Web Site

20000 1050 (5%) - 0

Digpatl:h License
A dispatch license is required for each modem, 100 1 (1%) ™ 0

email connector or dispatch connector added
to your SMS PASSCODE™ infrastructure

—t P oD g g et g P

L T TV Ta & Wev L P Y

L

Use the License page to inspect the current, overall license allocation status, e.g. to check
whether you are running low on licenses. The In use column in the License statistics section
indicates the current number of licenses that have been allocated. In case you have run out of any
licenses, this will be shown in the Missing column.

You will typically only perform any changes on this page in the following cases:

1. When you have received a new license key, because you have acquired more CALs or
dispatch licenses. Section 17.4.1 below describes how to enter a new license key.

2. In case you wish to enable License limits (advanced feature).
This is described in section 17.4.2 below.
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17.4.1 Applying a License Key
To apply a (new) license key, please follow the instructions below:

1. Selectthe License page.
2. Edit the license information:
a. Enter the License key.
It is recommended to copy&paste the license key from the license email.

b. Click the Save button.

c. Check, if the new license key was accepted.

d. The License statistics section displays how many CALs and dispatch licenses are
made available by the license key.

/4
Maintain Users

License key 5012345678590123456789012345678501234567850123456785901234567389012345678 « . Save
Import Users S0123456789012353456758901234567890123545678901234567590123456785012345678
S0123456789012353456758901234567890123545678901234567590123456785012345678
S0123456785901235345675890123456789012345678901234567590123456785012345678
S0123456789012353456758901234567890123545678901234567590123456785012345678
90123456739012345678901234567890123456758901234567890123456785012345678 7

Status . @ License is valid

Licensed to TEST

General License agreement Standard

'/ License

License statistics License type Available In Missing

use
MFA Standard CAL
MFA Standard CALs allow users to authenticate

using SMS PASSCODE multi-facter authentication

through cne or more of the fellowing SMS

PASSCODE compenents: Citrix Web Interface 20000 19 (0% L] 1]
Protection, RADIUS Protection, IIS Website

Protection, Customn Protection, Windows Legen

Protection, TMG Website Protection, AD FS

Protection, Secure Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their g, 'Y

own AD password using the SM5 PASSCODE Ll i (0 &) L
Password Reset Website

Dispatch License

A dispatch license is required for each modem, LT
PV S PES R s i S SRR VRV OIS T
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17.4.2 License Limits

License limits is an advanced feature that allows defining maximum number of CALs to be
allocated to users per User Group Policy (UGP). It is typically used by hosting providers wishing to
limit CAL allocations per customer, to ensure that no customer gets more CALs allocated than
acquired. However, you might use it for any other reasons, e.g. limiting CAL allocations per branch
office, in case you have any such requirement.

To enable/disable License limits, please proceed as follows:

e Select the License page.
a. Select or clear the Enabled checkbox to enable or disable License limits,
respectively.
b. Click Save.

Maintain License Data

Maintain Users
License key S012345678%01234567850123456785012345678501234567850123456789012345678 Save
Import Users 9012345678901234567890123456759012345678901234567890123456785012345678 .
9012345678901234567890123456759012345678901234567890123456785012345678
9012345678901234567890123456759012345678901234567890123456785012345678

S012345678901234567890125456789012545678901234567890123456785012345678
9012345673901234567890123456789012345678901234567890123456789012345678 7

Status @ License is valid

Licensed to TEST

General License agreement  Standard

'/ License

License statistics License type Available In Missing
use

MFA Standard CAL

MFA Standard CALs allow users to authenticate

using SMS PASSCODE multi-facter authentication

threugh cne or more of the following SMS

PASSCODE compenents: Citrix Web Interface 20000 19 (0%) (2] o
Protection, RADIUS Protection, IIS Website

Protection, Custom Protection, Windows Legen

Protection, TMG Website Protection, AD F5

Protection, Secure Device Provisioning

Password Reset CAL

Password Reset CALs allow users to reset their g,

own AD password using the SMS PASSCODE Hrrnn 19 (0%) ® E
Password Reset Website

Dispatch License

A dispatch license is required for 2ach medem, 9,

email connector or dispatch connecter added to 10 5 (s0%) ® a
your SMS PASSCODE infrastructure

Recommendation: )
License limits #| Enabled Enzble licensz limits only in case you need to restrict number of license allocations per
User Group Policy {advanced feature)

ust Datacard

Please read section 17.6.1.4 (page 181) for details about setting the actual license limits on a
UGP.
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17.4.3 License Management

In some cases, you might need different kinds of overviews regarding the actual license allocations
across users and user groups. Besides the total license overview shown on the License page
itself, you also have several other options:

e Onthe Maintain Users page, you can inspect license information across all users. You can
(a) enable columns with license related information to be shown, and (b) use row filtering to
filter on license related information. For example, you may enable a filter that shows only
users with Password Reset CALs granted, but not allocated.

Users > Maintain Users

Maintain Users
Add new user...

Select columns |‘ Set filter
SAM

Display
name

s Maintain Users ()]

Import Users

Alex mycompanyhalex alex@mycompany.com i +47 304

Jane mycompany'jane jane@mycompany.com B +1 200 33

John mycompany'john john@mycompany.com =R +a5 102

e a T M\J

¢ When maintaining the settings of a specific user, you may go to the License tab to inspect
the license status of this user (cf. section 17.10.1.6, page 246).

e Onthe User Group Policies page, you can inspect license information across all User
Group Policies. You can (a) enable columns with license related information to be shown,
and (b) use row filtering to filter on license related information. For example, you may
enable a filter that shows only User Group Policies granting Password Reset CALSs.

Policies > User Group Policies

Maintain User Group Policies

User Integration Policies
E User Group ) PR Select columns |‘ Set filter

Authenfication Policies Description Authentication Passcode Dispatch
Policy Policy Policy

| Add new User Group Policy...

Passcode Policies

Dispatch Polic

Default User Default User Default Default Default

Graup Group Palicy ﬁuthentmatmn Pa;scode D|5!:|atch

Policy Policy Policy Paolicy

Restricted Usetr.sctw"d:h Resitricted Eefaultd Advanced

Users restricte Access asscode failover
access Policy

P
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o \When maintaining the settings of a specific User Group Policy, you may go to the License
tab to inspect the license status of this particular User Group Policy (cf. section 17.6.1.4,
page 181).

17.5 User Integration Policies

User Integration Policies let you define, how users are imported from other user stores, like
Microsoft Active Directory (AD), OpenLDAP or AD LDS, to the SMS PASSCODE database. Not
only are the users imported, they are also kept in sync with the external user store, using periodic
synchronizations. As a result, you can maintain SMS PASSCODE users in the external user
store(s), as you are used to, making administration of SMS PASSCODE users easy.

The most common scenario is to import users from Active Directory. No schema extension of the
AD is necessary in this case. Import from other LDAP directories?! are also possible, for example
OpenLDAP and AD LDS.

User Integration Policies support several advanced features:

e Multi sync support: It is possible to import users from one or several user stores, for
example one or more ADs.

o General LDAP support: It is possible to import users from ADs, or from general LDAP
directories, for example OpenLDAP or AD LDS.

o Configurable protocol: Synchronization can occur using the LDAP protocol; and in case
of AD also using the Global Catalog (GC) protocol.

Optionally, SSL/TLS encryption can also be enabled to encrypt the network communication
between the SMS PASSCODE database service and the user store.

o Flexible user selection: When importing users from a user store, you can define which
subset of users to import. The easiest option is to import all users belonging to a specific
user group. Alternatively, you may select users using an LDAP filter (advanced).

o Group nesting: When importing users that are member of a specific user group,
the chosen group may contain other groups in a nested hierarchy. Users of such
nested groups are also imported, thereby making administration of SMS
PASSCODE users even easier.

o Child domains and trusted domains: When importing users from an AD, and
using nested groups, such groups and/or users in the group hierarchy that are
located in child domains and/or trusted domains are also imported.

2% Importing users from a non-AD directory is useful, if you are planning to authenticate such non-AD users
using SMS PASSCODE. The SMS PASSCODE RADIUS Protection component allows authentication of
non-AD users using LDAP authentication (cf. section 25.2.2.1, page 385).
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Configurable import of user properties: When importing users, you may customize
which user properties to import. Login names and full name are always imported, when
available. Additionally, you can decide to import any of the following user properties from
the user store:

o (Primary) phone number
Secondary phone number
Email address
Token ID
Personal passcode

O O O O

Imported properties cannot be edited in the SMS PASSCODE database after import, since
they are supposed to be maintained in the user store, and will be kept in sync, whenever a
change occurs in the user store. In case any of the above properties are configured NOT to
be imported from the user store, then they can be maintained manually in the SMS
PASSCODE database by the administrator.

The administrator might grant users permission to maintain some of the above properties
themselves using the SMS PASSCODE Self-service Website (SSWS). For example, users
might maintain their phone numbers themselves. Please note, that the SSWS is only
available for users imported from an AD, not for users imported from other types of LDAP
directories. When users are granted permission to maintain some of the properties, any
changes will be written back to the SMS PASSCODE database or directly to the user store,
depending on whether the corresponding property was imported from the user store (AD) or
not, respectively.

Configurable LDAP attribute mapping: Each imported user property is retrieved from an
LDAP attribute of the corresponding user in the user store. You configure, exactly which
LDAP attribute to use for every user property in your specific organization. You might even
configure a prioritized list of LDAP attributes to perform a prioritized search through multiple
attributes of each user in the user store.

Data transformations: Optionally apply data transformations to imported user properties,
before they are stored in the SMS PASSCODE database.

In most cases, you will only need to create a single User Integration Policy (UIP), to define a single
user sync from a single user store. When importing users from an AD by group membership, this
might span several AD domains, because the selected group might contain nested groups,
including nested groups from child domains and trusted domains. All users from nested groups are
synchronized as well.
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Optionally, you can create several User Integration Policies. For example, this can be relevant in
the following cases:

e For hosting providers that are hosting multiple separate domains for different customers
and wish to import the users of every customer using a separate UIP.

o For enterprise customers that wish to assign different User Group Policies to different
subsets of the users. This can be achieved by letting each UIP assign a distinct User Group
Policy to the imported users.

e For enterprise customers that wish to import users from both AD(s) and general LDAP
directories.

17.5.1 Enable User Store Integration

Synchronization of users from an external user store is disabled by default. To enable it, please
follow the simple procedure described below:

1. Select the General settings page.

2. Enable User store Integration:
a. Select the Enabled option.
b. Click the Save button.

Settings > General

Maintain General Settings

Misc. Settings || Authentication Settings

Authentication Monitoring

faul finc h Enter zn intemnational phone number prefix to be

Default prefix for phone = ~ zdded in front of all phone numbers without zn

numbers +H1 = [1-9999] explicit prefix, You can always explicitly enter 2
different prefix for individual users.

Enzblz User store integration if you would like 1o
User store integration #| Enabled retrigve users from cne or more external user
’ General ° stores (Active Dirsctories or LDAP directories).
m Al 8P It o it api e SRl PR Gy LR b e Ui, Pl st

17.5.2 Simple Setup (AD)

In the simplest case, if the SMS PASSCODE database service is running on a domain member
server (or domain controller), and you wish to import users from this AD domain, and no child or
trusted domains are involved, you will typically only need to enable User Store Integration, as
described above, and after this, User store integration is ready for use — simply create a group
called SMS PASSCODE USERS in your AD and add users or nested groups to this group.

Note: The simple setup will import users’ (mobile) phone numbers from the default LDAP attribute
“mobile”, and email addresses from the default LDAP attribute “mail”. Please read the “Advanced
setup” section below, in case you want to import other user attributes as well, or in case you want
to import phone numbers or email addresses from different LDAP attributes.
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17.5.3 Advanced Setup

In more complex cases, where...

a) The SMS PASSCODE database service is NOT running on a domain member server, or
b) Nested groups from child domains or trusted domains are involved, or

c) You need to import users from a non-AD LDAP directory, or

d) You need to change some of the more advanced settings (e.g. because you plan to use
Password Reset)

..then you will need to edit the Default User Integration Policy and configure it according to your
specific requirements. Additionally, you can create additional User Integration Policies to define
multiple user synchronizations running in parallel, with distinct settings. For example, to:

e) Import users from multiple user groups, or
f)  Import users from multiple user stores, or
g) Assign different User Group Policies to imported users

UIPs are maintained on the User Integration Policies page. The first time you enter this page, it

will show an UIP grid looking similar to this:

Policies > User Integration Policies

Maintain User Integration Policies
J

| Select columns | | Set filter Sync. all

| Add new User Integration Policy...

B} User integration Poiicies ()

User Group Policies

Authentication Policies Last sync Imported Description ~ Enabled Directory User Protocol
status users type Group
Passcode Poilicies Policy

Dispatch Policies Default User Active Sefault
#® Successful 1000 Int_egration o Yes Directory ser LDAP vmde | Sync. status.. || Edit... || Delata

Token Policies Palicy (AD) Sorﬁcuf

IR o S I il T T L S R

Initially, the SMS PASSCODE database will only contain a single UIP called Default User
Integration Policy. You can create any number of additional UIPs. To maintain UIPs, proceed as
follows:

a. Toadd a new UIP, click the Add new User Integration Policy... button.
b. To edit a UIP, click the Edit... button on the policy.
c. To delete a UIP, click the Delete button on the policy.

Policies > User Integration Policies / "~ m

Maintain User Integration Policies

| Add new User Integration Policy... H

B User integration Policies )

User Group Policies

Authentication Policies Last sync Imported Description « Enabled Dlmdnrv User Protocol
status USEers Group
Passcode Poiicies Policy

Dispatch Poiicies Default User Active U::ru
® Successful 1000 Integration o Yes Directary LDAP wmdc | Sync. status.. H Edit.. || Delete
Token Policies Policy (AD) Grn_up

| Select columns | | Set filter Sync. all

Policy
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When editing a UIP, settings of the UIP are shown inside a tab control:

Policies > User Integration Policies / ﬂ‘m

Edit User Integration Policy: Default User Integration Policy (test.dom)

General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

B} user Integration Poicies ()

ies . ® Active Directory (AD) Select whether to synchroni i Microsaft Active Directory [AD)

User Group Poicies elect whether to synchronize users from a Microsoft Active Directory |

. Directory type General LDAP or from a general LDAP directory (advanced). ! Show sync. status...
Authentication Policies

Passcode Policies Refresh 5 minutes Specify how often to perform a synchronization. The entry must be in the

interval interval [1-1440]. Default: 1.

Dispaich Polic

Token Poiicies ® Use system default
oxenFoicies Default prefix

specify, which international phone number prefix to add in front of all
Default prefix: + phone numbers that do not have an explicit prefix befarehand.

User Group

Policy Default User Group Policy ¥ | Select the User Group Palicy to assign to the imported users,

AD lockout Specify how often to check for user lockouts in AD in order to send out AD
check interval 15 seconds lackout notifications. The entry must be in the interval [15-86400]. Default:
15.

Bt i gt g gl BT P ettt opistr b 0 B e P

The tab control contains five tabs, each containing different UIP settings:

e General Settings
Described in section 17.5.4.1, page 131.

o Data Source
Described in section 17.5.4.2, page 133.

¢ Data Mapping
Described in section 17.5.4.3, page 140.

e Data Filtering
Described in section 17.5.4.4, page 153

e Data Transformations
Described in section 17.5.4.5, page 154

IMPORTANT: Changes do not take effect until you click the Save button.
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17.5.4 Settings of a User Integration Policy
17.5.4.1 UIP: General Settings

The General Settings tab contains various basic settings of the UIP:

! -

Edit User Integration Policy: Default User Integration Policy (test1.local)

General Settings | Data Source | Data Mapping | Data Filtering | Data Transformations =
B\ User Integration Policies € ave

. Description - - Enter = description for your own
User Group Policies fOpticnaB Default User Integration Policy reference. P

. o Cancel
Authentication Policies

ou can dizable this uzer
Passcode Policies 7 synchronization tempararily. All users Create copy of...
previously imperted will stay in the
SMS PASSCODE database.

Integration Policies

Dizpatch Policies o ! Show sync. status...
Token Policies ® Active Directory (AD) Select whether to synchronize users
- ctive Directory fram 2 Micresoft Active Directory [AD)
Directory type General LDAP or from a general LDAP directory
[advancad).

Specify how often to perform 2
Refresh interval 5 minutes synchrenization. The entry must be in
the interval [5-1440]. Defzult: 5.

Specify, which international phone
® Use system default number prefix to 2dd in front of all

. phane numbers that de not have an
Default prefix: + explicit prefix beforehand.

Default prefix

Select the User Group Policy to assign

User Group Policy Default User Group Policy ¥ £ the imparted users.

Specify the priority of this user
synchronization. In case a user is

10 imported by severzl User Integration
Policies, the user is assignad to the
palicy with highest priority.

Spacify how oftan to chack for usar

lockouts in AD in order to send out AD
A[t) IDCRIDUt check 15 seconds lockout notifications. The entry must
pterva be in the interval [15-86400]. Default:
13,

The settings are described in the table below:

. Setting Explanation

(@) Description You can assign a description to each UIP. This description is shown in
the UIP grid and is useful for identification when you have many UIPs. It
can also be used when searching for specific UIPs using the Set filter
button (located above the UIP grid).

Using this option, you can enable or disable a UIP. When you disable a

o) | Enzaee UIP, the users of the UIP stay in the SMS PASSCODE database, but no
synchronizations will be performed anymore, until the policy is enabled
again.

(c) Directory type Select, whether you want to import/synchronize users from an Active
Directory (AD), or from a general LDAP directory (e.g. OpenLDAP).

(d) Refresh interval Enter into this field how often the synchronization engine should check

for changes in the user store. The default value is every 5 minutes.
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. Setting Explanation

(e) Default prefix Specify the international phone number prefix to add in front of all
imported phone numbers NOT having an explicit prefix specified already.
Select Use system default to use the default prefix specified on the
General Settings page.

() User Group Policy Select the User Group Policy to be assigned by default to all imported
users. The User Group Policy determines several important settings for
the users — please read section 17.6 (page 156) for more details
regarding User Group Policies.

(g) Priority This setting is only relevant, in case you have created multiple UIPs
importing users from user groups within the same user store. In this case,
you might have the potential conflict, that the same user is a member of
several of the user groups. This raises the question, which UIP will
eventually import the user, and which settings will consequently be
applied to the user?

To resolve this issue, the Priority setting can be used to prioritize the
UIPs. You just need to enter a number into the field, indicating the priority
of the UIP. A higher number means higher priority. If a user could be
imported using several UIPs, the UIP with the highest priority (i.e. highest
number) will import the user. In case you assign the same priority to
several conflicting UIPs, then the winning UIP is chosen in an
unpredictable way (not recommended).

You can ignore this setting, if you have not created multiple UIPs
importing users from the same user store.

(h) AD lockout check

e _

Enter into this field how often to check for AD lockouts. This setting is
only relevant, in case you have enabled AD Account Lockout notifications
for some of the users imported by this UIP (cf. section 17.6.1.3.3, page
175). Otherwise, the setting is ignored.

It is recommended to keep the default setting of 15 seconds, since this
will guarantee a fast response, resulting in fast notifications after AD
lockouts occur.

Note: The SMS PASSCODE system has intelligent logic for checking for
AD lockouts. Consequently, even if you set the UIP to check for AD
lockouts often, you should not see any heavy load on your domain
controllers.
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17.5.4.2 UIP: Data Source

The Data Source tab of the UIP contains settings used to define, where and how to find the users
to synchronize into the SMS PASSCODE database:

Edit User Integration Policy: Default User Integration Policy (test1.local)

Policies > User Integration Policies

General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

® L DAP
Select whether to retrieve users
Global Catalog from AD using LDAP or Global
Cataleg,

Protocol

Encrypt communication using S5L

Specify the host name er IP
address of a domain contraller,
or specify 2 domain name. If
this policy is used for user
synchronization only, and the
database service runz on 2

Server name domain member server, then

[Optienal) yeu can leave this entry empty
to synchronize from the same
domain.

Important: Entry is mandatory
if this pelicy is also used for
password reset,

Specify credentials for AD
authentication. If this policy is
used for user synchronization
only, and the database service
. account has AD read acoess to
Lagin: the relevant demain, then you
can leave this entry empty.
Credentials
[Optional) Password: Important: Entry is mandatory
if this palicy is also used for
password reset. In this case,
please mzke sure to enter
cradentials of an account that
has password reset permissions
far all relevant users that are
imported by this policy.

User selection ® Group membership (default) Select how to retrieve users
) from the data source, You can
Custom LDAP filter (advanced) either retrieve zll users that are
direct or indirect members of 2
Import users that are direct or indirect members of the group specific user group, or retrieve
specified below. users according to an LDAP filter
[advanced).

Specify the name of the AD
group (security or distribution
group) containing the SMS
PASSCODE uwsers. The default
group is "SMS PASSCODE
. Users", In case 2 group does
Group name: not have a unigue name within
SMS PASSCODE Users an AD forest, or there is no
authorization to perform a
search for the group from the
root domain naming context,
then pleasze specify the
complete distinguished name
[DN} of the group.

B ol by Btg, hbey Qs P 9t e e, N e

Click the button to perform a

Connection test Verify settings connection test. verfying the

z=ttings zbave.
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The settings are described in the table below:

. Setting Explanation

(@) Protocol Directory type = Active Directory:

When importing users from an AD, this setting allows you to select
the protocol for synchronization. LDAP is normally recommended,
but the Global Catalog protocol might provide performance
advantages in environments with one or more child domains,
because all information can be collected from the Global Catalog
server instead of contacting each child domain controller
sequentially.

e Directory type = General LDAP:
When importing users from a general LDAP directory, no selection is
possible, since LDAP is always used in this case.

Optionally select the Encrypt communication using SSL checkbox to
encrypt the network communication between the SMS PASSCODE
database service and the user store using SSL/TLS.

(b) Server name o Directory type = Active Directory:
If the SMS PASSCODE Database Service is running on a domain
member server (or domain controller), then you can leave this field
empty. The database service will then automatically locate a domain
controller of the domain, to which it belongs. You may specify the
host name or IP address of a domain controller anyhow, if you would
like the synchronization always to occur with a specific domain
controller.

On the other hand, if you would like to synchronize users outside the
current domain, or if the SMS PASSCODE Database Service is NOT
running on a domain member server (or domain controller), then you
must specify either the DNS name of a domain, or the host name or
IP address of a domain controller that should be used for
synchronization.

e Directory type = General LDAP:
In this case, it is mandatory to specify the host name or IP address
of the LDAP directory server containing the users to synchronize.

22 For more information about how to add attributes to the Global Catalog, please read
https://support.microsoft.com/da-dk/help/248717/how-to-modify-attributes-that-replicate-to-the-global-catalog
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. Setting Explanation

(c) Credentials

(d) User selection

(e) Connection test

Directory type = Active Directory:

By default, the SMS PASSCODE Database Service will connect to a
domain controller using the permissions of the user account
executing the database service. If this is sufficient, e.g. because the
database service is running on a domain member server or a
domain controller, then you can leave this field empty.

Credentials are normally only necessary if the SMS PASSCODE
Database Service is NOT running on a domain member server (or
domain controller), or if a specific user account is needed for read
access to child domains and/or trusted domains. In this case, you
should specify credentials (user name and password) for a user
account having read access to all involved Active Directories.

e Directory type = General LDAP:
In this case, it is mandatory to specify credentials of a user having
read access to the LDAP directory server containing the users to
synchronize.

This setting defines which subset of the users in the user store to
synchronize. In the default case, when importing users from a selected user
group in an AD, you only need to specify the name of this group. The default
group name is SMS PASSCODE Users, but you may enter the name of a
different group.

When using the more advanced option “Custom LDAP Filter” for selecting
users, or when importing users from a general LDAP directory, more options
must be defined. This is explained in section 17.5.4.2.1 below.

Finally, you can perform a test of the specified settings by clicking the Verify
settings button. This will perform an authentication test and verify whether
your Data source settings are correct. The test verifies:

If a user store can be located.
If it is possible to authenticate and read data from the located user
store.

o |f the specified user group can be found (in case User selection is
set to Group membership)
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17.5.4.2.1 User Selection (Advanced)

This section describes the settings relevant for defining User selection on the Data Source tab, in
advanced scenarios. Advanced scenarios are:

e Synchronize users from AD or a general LDAP directory, using an LDAP filter for user
selection

e Synchronize users from a general LDAP directory, using group membership for user
selection

The relevant settings of the different scenarios are described below.
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Svynchronize users from AD or a general LDAP directory, using an LDAP filter for user selection

When synchronizing users using an LDAP filter (advanced), the required User selection settings

are identical, when synchronizing from an AD or from a general LDAP directory, respectively.

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (te

st1.local)

Protocol

Server name
[Opticnal)

Credentials
[Opticnal)

User selection

General Settings || Data Source || Data Mapping | Data Filtering | Data Transformations |

3

® LDAF
Global Catalog

Encrypt communication using S5L

Login:

Password:

Group membership (default)
#* Custom LDAP filter (advanced)

mport users according to the LDAP filter specified below,

LDAP filter baseDM:
dc=my-domain,dc=local

LDAP filter:

(&(objectClass=organizationalPerson)
(memberCf=cn=5MS PASSCODE
Users,cn=Users,dc=my-domain,dc=local))

from AD using LD
Cataleg.

Select whether to ra
A
'

Specify the host na
address of 2 domai
zpecify 2 demain na
policy is usad for us
synchrenization on
datzbase service ru
member server, then
this entry empty toz
from the same domal

Important: Entry i
this pelicy is also us
password reset.

Specify credentizls
authentication. If t
used for user synch
znd the database =
haz &0 read access
domain, then you c
entry empty.

Important: Entry i
this pelicy is also ust.

password reset. I:

plezze make sure t
cradentials of an zco
password resst per?
relevant users that

by this palicy.

Select how to retrie
the data source. Yo
retrieve zll users th
indirect members o
group, or retrieve

to an LDAP filter (=

Specify the disting
(DM} of the directo

whers to start the
to import.

Exampla:
dc=my-domain,dc=
Specify an LDAP fil
the users to import.

Exampla: ':
[&

[objectClass=argani
[memberOf=cn=5

Users,cn=Users, dc=
domain,dc=local))
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. Setting Explanation

(@) LDAP filter This setting defines the “root” of the search for users. You must
baseDN specify the distinguished name (DN) of the node in the user store,
from where to synchronize users. l.e. only users below this node (incl.
sub nodes) will be collected, according to the LDAP filter (b).

(b) LDAP filter This setting defines which users to synchronize. You must specify the filter
condition using LDAP filter syntax (advanced). For example, you can choose
only to collect users with a specific attribute having a specific value.

Please ensure that only “user objects” are collected, for example by
including a condition on the object class.

When all settings have been specified, please use the Verify settings button to verify the
correctness of the settings.

Svynchronize users from a general LDAP directory, using group membership for user selection

When synchronizing users from a general LDAP directory, by group membership, several
additional settings need to be defined compared to a synchronization from an AD. This is because
in the general LDAP scenario the SMS PASSCODE system does not know, how user and group
objects are defined, and how the “group membership” between such objects are defined. The
following settings are used to define this:

SUCL.
User selection # Group membership (default) ?E|E€th
) t
() Custom LDAP filter (advanced) Er,fﬂr r"
| direct
Import users that are direct or indirect members of the group Epeziﬁ;*
specified below. users
:_ad'.'an:.
Specify
group.
compl
Group name: [DN} o
. SMS PASSCODE Users Example
cn=5M
Users,cn
::Ian'ain.a
Specify &
: . artribut
Mame of group members attribute: licts thd
. member group. T
'rrembi
Then s {
- . of user
Mame of group member lookup attribute: valuee i
. entryDM merrb
entr\.-'
or UID
Object class for users: Speclh.-
. organizationalPerson the uz =
Object class for group(s): Sl_pecu
. groupOfiNames :Gﬁn:;:n
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. Setting Explanation

(@) Group name This setting specifies the user group containing the users to synchronize.
It is mandatory to specify the complete distinguished name (DN) of the
user group.

The group can contain nested groups. In this case, users of all nested
groups are synchronized as well.

(b) Name of group This setting defines the name of the LDAP attribute containing group
members attribute  members. It is used to identify the group members of the group (a), as well
as group members of any nested groups.

(c) Name of group This setting defines how group members are determined from the group
member lookup members attribute (b). You must specify the name of the LDAP attribute on
attribute group members that matches the content of attribute (b) on a group. “Group

members” means users, but possibly also nested groups.

Example 1: If setting (b) contains a list of DNs, then setting (¢c) must specify
the name of the LDAP attribute on each group member that contains the
DN.

Example 2: If setting (b) contains a list of unique IDs, then setting (c) must
specify the name of the LDAP attribute on each group member that contains
such unique ID.

(d) Object class for This setting defines the object class name of users in the user store. This is
users needed to identify users, since a group might contain other types of group
member objects as well.

(e) Object class for This setting defines the object class name of groups in the user store. This is
group(s) needed to identify nested groups, since a group might contain other types of
group member objects as well.

When all settings have been specified, please use the Verify settings button to verify the
correctness of the settings.
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17.5.4.3 UIP: Data Mapping

The Data Mapping tab of the UIP contains settings to define the user properties to collect for each
imported user, and from which LDAP attributes to import such properties. The number of settings
depend on the scenario, whether users are being synchronized from an AD or a general LDAP
directory, respectively.

Synchronizing users from AD (Directory type = AD)

When importing users from an AD, the following settings are displayed on the Data Mapping tab:

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (test1.local)

| General Settings || Data Source || Data Mapping || Data Filtering || Data Transformations |

For each user property listed below, please specify whether to maintain it manually {"Do not import™) or maintain ib
maintained in AD, please additionally specify, which LDAP attribute the property must be imported from. You may
search multiple attributes in priontized order. ?

Phone number

Primary | Import from attribute(s) ¥ | I mobile I Optional: Specify ane or 5&?3

E::‘:::fa number | Do not import v | | | Optional: Specify one or sevel
ry

Email | Import from attribute(s) ¥ | | mail I Optional: Specify one or sav

Token assignment | Do not import v | | | Optional; Specify one or sever

Personal passcode | Do not import v | | | Optional: Specify ane or sev?

$
ot

J“#m
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The settings are described in the table below:

. Setting Explanation

(@) (Primary) This setting specifies whether to extract (primary) phone numbers from the AD
phone and assign them to the users imported from the AD.
number

Import from AD:
If you want to extract users’ (primary) phone numbers from the AD, then select

Import from attribute(s) in the drop-down list. In this case, (primary) phone
numbers are maintained in the AD and administrators are not allowed to change
the imported phone numbers in the WAI. Users may, if allowed to, change the
phone numbers using the SMS PASSCODE Self-service Website, but any
changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the (primary) phone number
to be extracted for each user. You can even specify multiple attributes separated
by commas. In this case, the synchronization engine will perform a prioritized
search for the phone number. E.g. if you enter “mobile, otherMobile”, then the
synchronization engine will first look for each user’s phone number in the user
attribute mobi le. If this field does not contain any phone number, then the field
otherMobile is searched.

Do not import from AD:

If you want to maintain users’ (primary) phone numbers in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any (primary) phone numbers.
Instead, administrators can maintain the phone numbers manually in the WAI, or
alternatively allow users to maintain the phone numbers themselves using the
SMS PASSCODE Self-service Website. In either case, phone numbers are not
written back to the AD, but stay in the SMS PASSCODE database only (which
might be desirable due to privacy, e.g. in case private phone numbers are used).

Default settings:
By default, (primary) phone numbers are imported from the AD and extracted from
the LDAP attribute “mobile”.
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. Setting Explanation

(b) Secondary This setting specifies whether to extract secondary phone numbers from the AD
phone and assign them to the users imported from the AD. Assigning secondary phone
number numbers to users might be useful, e.g. to provide mobile phone (receiver) failover

using Dispatch Policies.

Import from AD:

If you want to extract secondary phone numbers from the AD and assign to users,
then select Import from attribute(s) in the drop-down list. In this case, secondary
phone numbers are maintained in the AD and administrators are not allowed to
change the imported secondary phone numbers in the WAI. Users may, if allowed
to, change the secondary phone numbers using the SMS PASSCODE Self-
service Website, but any changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the secondary phone number
to be extracted for each user. You can even specify multiple attributes separated
by commas. In this case, the synchronization engine will perform a prioritized
search for the phone number. E.g. if you enter “pager, otherMobile”, then the
synchronization engine will first look for each user’s secondary phone number in
the user attribute pager. If this field does not contain any phone number, then the
field otherMobile is searched.

Do not import from AD:

If you want to maintain users’ secondary phone numbers in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any secondary phone numbers.
Instead, administrators can maintain the secondary phone numbers manually in
the WAI, or alternatively allow users to maintain the secondary phone numbers
themselves using the SMS PASSCODE Self-service Website. In either case,
secondary phone numbers are not written back to the AD but stay in the SMS
PASSCODE database only (which might be desirable due to privacy, e.g. in case
private phone numbers are used).

Default settings:
Secondary phone numbers are not imported from AD by default. If you enable the
import, you must select an available LDAP attribute of own choice.
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. Setting Explanation

(c) Email This setting specifies whether to extract email addresses from the AD and assign
them to the users imported from the AD.

Import from AD:
If you want to extract users’ email addresses from the AD, then select Import

from attribute(s) in the drop-down list. In this case, email addresses are
maintained in the AD and administrators are not allowed to change the email
addresses in the WAI. Users may, if allowed to?3, change the email addresses
using the SMS PASSCODE Self-service Website, but any changes are then
written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the email address to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the email address. E.g. if you enter “mail, otherMailBox”, then the
synchronization engine will first look for each user’'s email address in the user
attribute mai 1. If this field does not contain any email address, then the field
otherMailBox is searched.

Note: Since email addresses can be imported from any LDAP attributes, this
allows for the usage of external email addresses, e.g. to use email messages for
failover.

Do not import from AD:

If you want to maintain users’ email addresses in the SMS PASSCODE database
only, then select Do not import in the drop-down list. In this case, users are
imported from the AD without extracting any email addresses. Instead,
administrators can maintain the email addresses manually in the WAI, or
alternatively allow users to maintain the email addresses themselves using the
SMS PASSCODE Self-service Website. In either case, email addresses are not
written back to the AD, but stay in the SMS PASSCODE database only (which
might be desirable due to privacy, e.g. in case private email addresses are used).

Default settings:
By default, email addresses are imported from the AD, and extracted from the
LDAP attribute “mail”.

23 A built-in rule will deny users to change their e-mail address in the SMS PASSCODE Self Service Website,
in case the default LDAP attribute “mail” is used, even if an administrator allows users to change their e-mail
address in the Self Service Website. It is mandatory to use a non-default LDAP attribute for the e-mail
addresses, or alternatively disable import of e-mail addresses, if users should be allowed to maintain their e-
mail address by themselves.
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. Setting Explanation

(d)

Token ID

This setting specifies whether to extract token IDs from the AD and assign them to
the users imported from the AD.

Import from AD:
If you want to extract token IDs?* from the AD and assign to users, then select

Import from attribute(s) in the drop-down list. In this case, token IDs are
maintained in the AD and administrators are not allowed to change the imported
token IDs in the WAI. Users may, if allowed to, change the token IDs using the
SMS PASSCODE Self-service Website, but any changes are then written directly
back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the token ID to be extracted
for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the token
ID. E.g. if you enter “pager, otherPager”, then the synchronization engine will
first look for each user’s token ID in the user attribute pager. If this field does not
contain any token ID, then the field otherPager is searched.

Do not import from AD:

If you want to maintain users’ token IDs in the SMS PASSCODE database only,
then select Do not import in the drop-down list. In this case, users are imported
from the AD without extracting any token IDs. Instead, administrators can maintain
the token IDs manually in the WAI, or alternatively allow users to maintain the
token IDs themselves using the SMS PASSCODE Self-service Website. In either
case, token IDs are not written back to the AD, but stay in the SMS PASSCODE
database only.

Default settings:
Token IDs are not imported from AD by default. If you enable the import, you must
select an available LDAP attribute of own choice.

24 |f a user is assigned to a Token Policy that uses token seed files, then the UIP will not import the token ID
from AD, but instead import the public token S/N, and then determine the private token ID via the token seed

mapping.
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. Setting Explanation

(e) Personal This setting specifies whether to extract personal passcodes from the AD and
Passcode assign them to the users imported from the AD.

Import from AD:
If you want to extract personal passcodes from the AD and assign them to users,

then select Import from attribute(s) in the drop-down list. In this case, personal
passcodes are maintained in the AD and administrators are not allowed to change
the imported personal passcodes in the WAI. Users may, if allowed to, change
their personal passcodes using the SMS PASSCODE Self-service Website, but
any changes are then written directly back to the AD.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the AD user attribute that contains the personal passcode to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the personal passcode.

Do not import from AD:

If you want to maintain users’ personal passcodes in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the AD without extracting any personal passcodes. Instead,
administrators can maintain the personal passcodes manually in the WAI, or
alternatively allow users to maintain their personal passcodes themselves using
the SMS PASSCODE Self-service Website. In either case, personal passcodes
are not written back to the AD, but stay in the SMS PASSCODE database only.

Default settings:

Personal passcodes are not imported from AD by default. If you enable the import,
you must select an available LDAP attribute of own choice. It is possible to apply
transformations to the imported personal passcodes, e.g. only retrieving the last 4
digits of an employee number. Transformations are described in section 17.5.4.5,
page 154.

Please note: Users not having any valid phone number in any of the specified LDAP attributes, or
not having any valid email address in any of the specified LDAP attributes, might be skipped during
AD synchronization due to Data Filtering settings. This is described in section 17.5.4.4.
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Svynchronizing users from a general LDAP directory (Directory type = General LDAP)

When importing users from a general LDAP directory, the following settings are displayed on the
Data Mapping tab:

Policies > User Integration Policies i h

Edit User Integration Policy: Default User Integration Policy (test1.local)

General Settings | Data Source || Data Mapping || Data Filtering | Data Transformations |

&

For each user property listed below, please specify whether to maintain it manually ("Do not import™) or maintain it in t
gach property maintained in the LDAP directory, please additionally specify, which LDAP attribute the property must be |

Pleas= enter the name of an

UserID | entryUUID | [EUIDSH. Typically called "entry
[Moweall).

LY

; Optional: Specify an LDAP att
Username (SAM) | Do not impert ¥ | | | "Username [SAM)" figld in the
Username (UPN) | Do not impert v | | | Optional: Specify an LDAP att:
Display name | tmport from attribute(s) ¥ | | displayMame | optional: Specify an LDaR att?

Regarding the properties below: You may enter a single LDAP attnbute or a comma-separated list of LDAP attnbutes to s

iy

Phone number - - Optional: Specify one or EE\'E#
Primary | Import from attribute(s) ¥ | I miobile I nombers. &
Phone number - Optional: Specify ene or seve
Secondary | Do not impart i | | | numbers.
E il - p- I i I Optional: Specify one or sever,
mai | Import from attribute(s) | mal addreszac,
Token assignment | Do not import A | | | Optional: Specify ene or EE\'E(
p Optional: Specify ene or sever
Personal passcode | Do not import ¥ | | | pgssm:les. Pty :

The settings are described in the table below.

. Setting Explanation

(@) UserlD This mandatory setting specifies the name of the LDAP attribute that uniquely
identifies every user. It should be a permanent, unique, non-changing ID. SMS
PASSCODE uses this ID to track changes of a specific user object during
synchronizations.
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. Setting Explanation

(b)

(c)

Username
(SAM)

Username
(UPN)

This setting specifies whether to extract usernames from the user store and
assign them to the field “Username (SAM)” in the SMS PASSCODE database.

Import from the user store:

If you want to extract usernames from the user store into the “Username (SAM)”
field, then select Import from attribute(s) in the drop-down list. In this case,
usernames (of type SAM) are maintained in the user store and administrators are
not allowed to change the imported usernames in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the username to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the
username through the list of attributes.

Do not import from the user store:

If you want to maintain usernames (of type SAM) in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any usernames into the
“Username (SAM)” field. Instead, administrators can maintain the usernames (of
type SAM) manually in the WAI. Changes are not written back to the user store
but stay in the SMS PASSCODE database only.

This setting specifies whether to extract usernames from the user store and
assign them to the field “Username (UPN)” in the SMS PASSCODE database.

Import from the user store:

If you want to extract usernames from the user store into the “Username (UPN)”
field, then select Import from attribute(s) in the drop-down list. In this case,
usernames (of type UPN) are maintained in the user store and administrators are
not allowed to change the imported usernames in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the username to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the
username through the list of attributes.

Do not import from the user store:

If you want to maintain usernames (of type UPN) in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any usernames into the
“Username (UPN)” field. Instead, administrators can maintain the usernames (of
type UPN) manually in the WAI. Changes are not written back to the user store
but stay in the SMS PASSCODE database only.
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. Setting Explanation

(d) Display name This setting specifies whether to extract the display names (full names) from the
user store and assign them to the users imported from the user store.

Import from the user store:

If you want to extract display names from the user store, then select Import from
attribute(s) in the drop-down list. In this case, display hames are maintained in
the user store and administrators are not allowed to change the imported display
names in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the display name to be extracted
for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the
display name through the list of attributes.

Do not import from the user store:

If you want to maintain display names in the SMS PASSCODE database only,
then select Do not import in the drop-down list. In this case, users are imported
from the user store without extracting any display names. Instead, administrators
can maintain display names manually in the WAI. Changes are not written back to
the user store but stay in the SMS PASSCODE database only.

(e) (Primary) This setting specifies whether to extract (primary) phone numbers from the user
phone store and assign them to the imported users.
number

Import from the user store:

If you want to extract users’ (primary) phone numbers from the user store, then
select Import from attribute(s) in the drop-down list. In this case, (primary) phone
numbers are maintained in the user store and administrators are not allowed to
change the imported phone numbers in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the (primary) phone number to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the phone number. E.g. if you enter “mobile, otherMobile”, then the
synchronization engine will first look for each user’'s phone number in the user
attribute mobile. If this field does not contain any phone number, then the field
otherMobile is searched.

Do not import from the user store:

If you want to maintain users’ (primary) phone numbers in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any (primary) phone numbers.
Instead, administrators can maintain the phone numbers manually in the WAI.
Changes are not written back to the user store but stay in the SMS PASSCODE
database only.
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. Setting Explanation

(f) Secondary This setting specifies whether to extract secondary phone numbers from the user
phone store and assign them to the imported users. Assigning secondary phone
number numbers to users might be useful, e.g. to provide mobile phone (receiver) failover

using Dispatch Policies.

Import from the user store:

If you want to extract secondary phone numbers from the user store and assign to
users, then select Import from attribute(s) in the drop-down list. In this case,
secondary phone numbers are maintained in the AD and administrators are not
allowed to change the imported secondary phone numbers in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the secondary phone number to
be extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the phone number. E.g. if you enter “pager, otherMobile”, then the
synchronization engine will first look for each user’s secondary phone number in
the user attribute pager. If this field does not contain any phone number, then the
field otherMobile is searched.

Do not import from the user store:

If you want to maintain users’ secondary phone numbers in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any secondary phone
numbers. Instead, administrators can maintain the secondary phone numbers
manually in the WAI. Changes are not written back to the user store but stay in the
SMS PASSCODE database only.
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. Setting Explanation

()]

Email

This setting specifies whether to extract email addresses from the user store and
assign them to the imported users.

Import from the user store:

If you want to extract users’ email addresses from the user store, then select
Import from attribute(s) in the drop-down list. In this case, email addresses are
maintained in the user store and administrators are not allowed to change the
email addresses in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the email address to be extracted
for each user. You can even specify multiple attributes separated by commas. In
this case, the synchronization engine will perform a prioritized search for the email
address. E.g. if you enter “mail, otherMailBox”, then the synchronization
engine will first look for each user’s email address in the user attribute mail. If this
field does not contain any email address, then the field otherMailBox is
searched.

Do not import from the user store:

If you want to maintain users’ email addresses in the SMS PASSCODE database
only, then select Do not import in the drop-down list. In this case, users are
imported from the user store without extracting any email addresses. Instead,
administrators can maintain the email addresses manually in the WAI. Changes
are not written back to the user store but stay in the SMS PASSCODE database
only.
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. Setting Explanation

(h) Token ID This setting specifies whether to extract token IDs from the user store and assign
them to the imported users.

Import from the user store:

If you want to extract token IDs2° from the user store and assign to users, then
select Import from attribute(s) in the drop-down list. In this case, token IDs are
maintained in the user store and administrators are not allowed to change the
imported token IDs in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the token ID to be extracted for
each user. You can even specify multiple attributes separated by commas. In this
case, the synchronization engine will perform a prioritized search for the token ID.
E.g. if you enter “pager, otherPager”, then the synchronization engine will first
look for each user’s token ID in the user attribute pager. If this field does not
contain any token ID, then the field otherPager is searched.

Do not import from the user store:

If you want to maintain users’ token IDs in the SMS PASSCODE database only,
then select Do not import in the drop-down list. In this case, users are imported
from the user store without extracting any token IDs. Instead, administrators can
maintain the token IDs manually in the WAI. Changes are not written back to the
user store but stay in the SMS PASSCODE database only.

25 |f a user is assigned to a Token Policy that uses token seed files, then the UIP will not import the token ID
from AD, but instead import the public token S/N, and then determine the private token ID via the token seed
mapping.
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. Setting Explanation

(i) Personal This setting specifies whether to extract personal passcodes from the user store
Passcode and assign them to the imported users.

Import from the user store:

If you want to extract personal passcodes from the user store and assign them to
users, then select Import from attribute(s) in the drop-down list. In this case,
personal passcodes are maintained in the user store and administrators are not
allowed to change the imported personal passcodes in the WAI.

When Import from attribute(s) is selected, the textbox to the right of the drop-
down list changes its border to a green color. Enter into this textbox the LDAP
attribute name of the user attribute that contains the personal passcode to be
extracted for each user. You can even specify multiple attributes separated by
commas. In this case, the synchronization engine will perform a prioritized search
for the personal passcode.

Do not import from the user store:

If you want to maintain users’ personal passcodes in the SMS PASSCODE
database only, then select Do not import in the drop-down list. In this case, users
are imported from the user store without extracting any personal passcodes.
Instead, administrators can maintain the personal passcodes manually in the WAI.
Changes are not written back to the user store but stay in the SMS PASSCODE
database only.

Note:

It is possible to apply transformations to the imported personal passcodes, e.g.
only retrieving the last 4 digits of an employee number. Transformations are
described in section 17.5.4.5, page 154.
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17.5.4.4 UIP: Data Filtering

The Data Filtering tab of the UIP contains settings defining whether some users should be
skipped during import:

Policies > User Integration Policies

Edit User Integration Policy: Default User Integration Policy (test1.local)

| General Settings | Data Source | Data Mapping || Diata Filtering || Data Transformations |

Phul‘!e number L Select this optien to retrieve only users that have a phone number.
required
Email required Select this option to retrieve only users that have an email address. i

-0 M‘im ‘, me

The settings are described in the table below:

. Setting Explanation

(@) Phone Select this option if only users having a valid phone number should be imported
number from the user store or clear this option to allow import of users not having any
required phone number. Importing users without any phone number might make sense in

the following cases:
e The users without any phone numbers are going to authenticate using an
authentication type not requiring any phone number, e.g. by Email OTP.
e You are planning to let the users enter their phone numbers by
themselves, using the SMS PASSCODE Self-service Website (cf. section
22, page 325) — this is only possible, when importing users from AD.

(b) Email Select this option, if only users having a valid email address should be imported
required from the user store or clear this option to allow import of users not having any
email address. Importing users without any email address might make sense in the
following cases:
e The users without any email address are going to authenticate using an
authentication type not requiring any email address, e.g. by SMS OTP.
e You are planning to let the users enter their email addresses by
themselves, using the SMS PASSCODE Self-service Website (cf. section
22, page 325) — this is only possible, when importing users from AD.
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17.5.4.5 UIP: Data Transformations

When importing users from user stores (or custom CSV-files), it might sometimes be useful to
apply data transformations to some of the imported user attributes. For example, all phone
numbers in a user store might be prefixed with a zero (“0”) due to some technical reasons for
calling the number from the office. In this case, it would be useful to apply a data transformation
that would remove any leading zeroes from all phone numbers. This is possible using the data
transformation feature of SMS PASSCODE.

Data transformations can be applied to imported usernames, phone numbers, email addresses
and personal passcodes. Transformations are specified using regular expression syntax (please
read http://msdn.microsoft.com/en-us/library/6wzad2b2(VS.85).aspx or www.regular-
expressions.info for a detailed description of regular expressions).

Data transformations are configured as part of a UIP. When maintaining a UIP, the data
transformation settings are displayed on the Data Transformations tab:
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Policies > User Integration Policies

/B

Edit User Integration Policy: Default User Integration Policy (test1.local)

Phone number
transform

Username transform
SAM

Username transform
UPN

Email transform

Personal passcode
transform

Phone number search pattern

Phone number replacement pattern

Test transform:

Test

Username (S4M) search pattern

Username (S4M] replacement pattern

Test transform:

Test

Username (UPN) search pattern

Username (UPM) replacement pattern

Test transform:

Test

Email search pattern

Email replacement pattern

Test transform:

Test

Personal passcode search pattern

Personal passcode replacement pattern

Test transform:

Test

General Settings | Data Source | Data Mapping | Data Filtering || Data Transformations

4

Optional {advanced): Transf
imperted phone numbers by
the search pattern (regular ;

to each phone number and
the first search pattemn mat

with the replacement Etring.i

YL

Optional {advanced): Transf
impeorted SAM usernames by
the search pattern (regular
to each SAM username and
the first search pattemn matd
with the replacement string.

L W W WV

Optional {advanced): Transfor)
imported UPN usernames b?
the search pattern (regular
to each UPN username and
the first search pattem matc?

with the replacement string

the search pattern (regular
to each emazil address and re
first search pattern match,

the replacement string. ‘

Optional {advanced): Transfol
imperted personal passcode
applying the search pattern |
expression) to each person
and replacing the first searc

match, if any, with the replac
string. j

Optional {advanced): Transfogy
impeorted email addresses b

Aol A A et . WWJ

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 156 OF 441

The procedure for applying a data transformation to usernames, phone numbers or personal
passcodes is the same. In any case, you enter a search pattern and a replacement string. During
the import of new data, the search pattern will be applied to the data being imported, and in case
any search pattern matches, the matching pattern will be replaced according to the replacement
string. Any username, phone number or personal passcode not matching the search pattern will be
imported unaltered.

Below are some data transformation examples:

e Example 1: Changing the domain name for imported users from “mydomain” to
“yourdomain”:
o Search pattern: “mydomain\\(.*)$
o Replacement string: yourdomain\$1
o Transformation example:
mydomain\alex - yourdomain\alex

e Example 2: Removing any leading zeroes from phone numbers:
o Search pattern: ~(0*)(.*)$
o Replacement string: $2
o Transformation examples:
234 456 > 234 456
0 234 456 - 234 456
00 234 456 - 234 456

o Example 3: Removing parentheses and dashes from phone numbers in the format “(xxxx)
XXXX-XXXXX:
o Search pattern: 2\((\d*)\))2\s*(\d*)\s*-?\s*(\d*)$
o Replacement string: $2 $3 $4
o Transformation examples:
(461) 345-456 > 461 345 456
345 456 > 345 456

¢ Example 4: Removing parentheses, dashes or dots from phone numbers in the format

LT

“OXX)XXX-XXXX, “XXX XXX XXXX” OF “XXX-XXX-XXXX:
o Search pattern: “(¥(?(¥d*)¥)?)?2(-?[¥.2)¥s* (¥d*)¥s*(-?|¥.?)¥s*(¥d*)$

o Replacement string: $2 $4 $6

o Transformation examples:
(123)123-4567 - 123 123 4567
123.456.7890 - 123 456 7890
123-456-7890 - 123 456 7890

17.6 User Group Policies

User Group Policies make it easy for administrators to manage user settings. The idea is that
every user is assigned to a User Group Policy (UGP) and automatically inherits the settings
specified by this policy. l.e. if the administrator would like to change a specific setting for all users
assigned to a specific UGP, the administrator only needs to change this setting once on the UGP
in question, and all users assigned to this UGP will instantly inherit the new setting. For example,
the administrator could change the Dispatch Policy, Passcode Policy, SMS type (flash/standard) or
Self-service Website permissions. At the same time, maximum flexibility is preserved, since most
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settings of a UGP can be overridden on each individual user. This means if an exception needs to
be defined for a specific user, the administrator can just override one or more settings on this
specific user — no need to create a new UGP for this specific case.

Overall, this means you can manage user settings on a group basis using UGPs, or on an
individual user basis by overriding UGP settings on any user.

UGPs can be assigned to users either manually or automatically during user synchronizations.
Each User Integration Policy (UIP) specifies the UGP to assign to the imported users (cf. section
17.5, page 126). If you wish to assign different UGP’s to users imported from a user store, you can
proceed as follows:

o Group your users in several user groups in the user store (one group per UGP)

o Enable User store integration on the General settings page (cf. section 17.3.1, page
109)

e Create a UIP for each user group. Set each UIP to import users from a specific group and
assign a specific UGP.

UGPs are maintained on the User Group Policies page. The first time you enter this page, it will
look similar to this:

Policies > User Group Policies S‘m

Maintain User Group Policies

| Add new User Group Policy... |

User Integration Policies

Select columns | | Set filter
ol

¥ User Group Poicies

Authentication Policies Description Authentication Passcode Dispatch Users
Policy Policy Policy assigned allnmlmn
Passcode Policies status
All CAL types
Dispaich Policies

Default Default User Default Default Default
- L2
Token Policies User Group Group Policy Authentication Passcode Dispatch 1053 Success Edlt Delete
Policy Policy Policy Policy

PPl P ey SO W ST

Initially, the SMS PASSCODE database will only contain a single UGP called Default User Group
Policy. This policy cannot be deleted and will always be assigned to users that are not assigned to
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any other UGP. You can create any number of additional UGPs. To maintain UGPs, proceed as
follows:

a. To add a new UGP, click the Add new User Group Policy... button.

b. To edit a UGP, click the Edit... button on the policy.

c. To delete a UGP, click the Delete button on the policy.

Maintain User Group Pol

| Add new User Group Policy... “—.

Set filter

User Integration Policies

User Group Polici | Select columns ||

Authentication Policies Description Authentication Passcode Dispatch Users CAL
Policy Policy Policy assigned allocation
Passcode Policies status
All CAL types

Dispaich Polic

Default User Default Default Default

Default User - : p
Token Policies Group Group Policy Aut_hentlcatlon Pas_scode Dlspatch 1003 ® Success Edit... || Delete

Policy Policy Policy Paolicy
Policy for all Default Default Default

Sales - .

] sales Authentication Passcode Dispatch 50 ® Success Delete
personnel Policy Policy Policy

The subsection below explains the different settings of a UGP in detail. Please note that the
available settings of a UGP are adapted dynamically depending on other settings in SMS
PASSCODE. This means, you might not see all the settings described in the next section.
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17.6.1 Settings of a User Group Policy

When creating a new UGP or maintaining an existing UGP, a tab control is shown for configuring
the different settings of the UGP. The settings are divided into four categories:

a. Basic Settings
The main settings of the UGP, among others defining authentication behavior.

b. Self-service Website Settings
Settings defining permissions and requirements regarding the SMS PASSCODE Self-
service Website. These settings are only relevant, if you intend to make use of the SMS
PASSCODE Self-service Website.

c. Notifications
Settings defining whether to send out different types of user notifications automatically.

d. License

License management settings, i.e. settings defining which CALSs to grant to the users of the
UGP.

Policies > User Group Policies

Edit User Group Policy: Default User Group Policy

Basic Settings | Self-service Website Settings | Motifications || License

User Integration Policies
MName

E User Group Polici o Default User Group Policy

Authentication Policies It User Group Policy

N

The different settings are described in detail in the following subsections. When making changes to
a UGP please remember to click the Save button to store the changes permanently.

Description
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17.6.1.1 User Group Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a UGP.

Policies > User Group Policies i

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Name | Sales personnel |

Policy for all sales personnel

Description

Authentication

. | Default Authentication Palicy ¥ |
Policy

Passcode Policy | Default Passcode Policy ¥ |
Dispatch Policy | Default Dispatch Policy ¥ |

Token Policy | Default Token Palicy ¥ |

iﬁwm VR WP L W e ™

Passcode type * One-time passcode (OTF)
Personal passcode
#® Flash sM5
SMSs e
e Standard SM5S .
Token Allow
authentication & Deny

- Setting Explanation

(@ Name The name used to identify the UGP.
Giving the UGP a unique name is mandatory.

(b) Description Optional description explaining the purpose of the UGP.
(c) Authentication The Authentication Policy to assign to the users assigned to this UGP.
Policy An Authentication Policy defines the rules regarding authentication attempts of
the user.

Please read section 17.8 (page 193) for more details regarding Authentication
Policies.
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- Setting Explanation

(d) Passcode Policy The Passcode Policy to assign to the users assigned to this UGP. A Passcode
Policy defines the dynamic content of passcode messages.

Please read section 17.7 (page 184) for more details regarding Passcode
Policies.

(e) Dispatch Policy  The Dispatch Policy to assign to the users assigned to this UGP. A Dispatch
Policy defines how passcode messages and notifications will be sent to users.

Please read section 17.18 (page 271) for more details regarding Dispatch
Policies.

(f) Token Policy The Token Policy to assign to the users assigned to this UGP. A Token Policy
defines the type of tokens users are using (if any).

Please read section 17.9 (page 221) for more details regarding Token Policies.

(g) Passcode type The type of passcode to use for authenticating the users assigned to this UGP.
One-time passcodes are strongly recommended.

(h) SMStype This setting specifies the type of SMS message to send to the users assigned
to this UGP in case one-time passcodes are sent by SMS. Flash SMS has the
advantage that on most mobile phones it will pop up automatically and will not
be stored on the phone after usage. Flash SMS is recommended, unless it is
not supported by your mobile phone or Telco?®.

26 You may disable flash SMS on individual users (user settings override), in case any specific users
experience problems (cf. section 17.10.1.2, page 242)
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- Setting Explanation

(i) Token This setting specifies whether users assigned to this UGP are allowed to
authentication authenticate using a token. Please note that you must additionally allocate a
unique token to each user to allow the user to authenticate successfully using
a token. This is done by entering the ID of the user’s token on the user’'s
settings page (cf. section 17.10.1.1, page 237), or by granting the user
permission to self-enroll by way of entering the token ID in the SMS
PASSCODE Self-service Website.

When Personal Passcodes are enabled for a UGP (Passcode type = Personal passcode), some
additional settings appear on the page:

(' One-time passcode (OTP
Passcode type - P ( )

-

® Personal passcode

Personal Set to: | cenen | .
passcode

Personal @ ; Minute(s) ¥
passcode ® valid for |5—| (s) . i

Duration ) Unlimited

. Setting Explanation
Personal Enter the passcode that the users assigned to this UGP must enter to perform a

passcode  successful authentication.

(k) Personal This option specifies for how long the personal passcode is valid for usage. When the
passcode  personal passcode becomes invalid, the UGP will automatically switch back to
duration Passcode type = One-time passcode.

Please note that most settings on the Basic Settings tab can be overridden by individual settings
for each user (cf. section 17.10.1.2, page 242).
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17.6.1.2 User Group Policy: Self-service Website Settings

This section describes the settings available on the Self-service Website Settings tab while
maintaining a UGP. You only need to maintain settings on this tab if you intend to make use of the
SMS PASSCODE Self-service Website (described in section 22). Otherwise, just keep the
standard settings that will deny access to the Self-service Website (SSWS).

Policies > User Group Policies i

Edit User Group Policy: Default User Group Policy

Basic Settings | Self-service Website Settings

Motifications || License |

Permission

Access to Self-service L)

Permission Mandatory®

Usernames L
Dispatch Policy .
S5MS type .

Primary phone ] o
number -

Secondary phone
number
Permissions
Email ] .

Personal passcode | .
Passcode type L]
PIMN || .
Token Policy )
Token assignment (] .

Permission Allow Deny

Resync token L

*Data is only mandatory, if the user is actually allowed to change it.

Min. required length, if the user makes an entry:
Minimum
length PIN: [4 |
requirement

Personal passcode: | B | . :

FiEa WU R Y W EE R W WL W VP Y YR W Ty T
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. Setting Explanation

(a) Permissions

The permission table specifies the rights for the users assigned to this UGP
regarding the SMS PASSCODE Self-service Website (SSWS). The following
permissions can be set:

Access to Self-service
Specifies whether the user is allowed to log in to the SSWS at all. If this setting is
set to Deny, then all other settings on this tab are ignored.

Usernames
Specifies whether to display the usernames of the user in the SSWS.

Dispatch Policy

Specifies whether the user is allowed to override and change the Dispatch Policy
for sending (passcode) messages to the user. For example, you can create
Dispatch Policies with preference for SMS or voice call, respectively, and then let
the users choose themselves.

SMS type
Specifies whether the user is allowed to override and change the SMS type

(Flash or Standard SMS) used when sending one-time passcodes to the user by
SMS.

(Primary/Secondary) phone number

Specifies whether the user is allowed to change his phone number(s).

Specifies whether the user is allowed to change his email address.

Personal passcode

Specifies whether the user is allowed to override and set/change a personal
passcode that can be used in case the administrator sets authentication to use
personal passcodes, or in case the user accesses the SMS PASSCODE
Password Reset Website.

Passcode type
Specifies whether to display the currently set Passcode type of the user in the

SSWS.
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. Setting Explanation

PIN
Specifies whether the user is allowed to override and set/change a personal PIN
code that can be used during authentication.

Token Policy
Specifies whether the user is allowed to override and select a Token Policy of

own choice. In this way the user might decide by himself which kind of token to
use — which might make sense in case of software tokens. For example, the user
might choose between two Token Policies called “MS Authenticator” and
“Google authenticator”.

Token assignment
Specifies whether the user is allowed to set/change the token assigned to him.
This is recommended, in case you would like users to self-enroll their tokens.

Resync token
Specifies whether the user is allowed to perform a complete resynchronization of

his token in case it has come out of sync. When allowed to, a button for
resynchronizing the token appears in the SSWS.

As an administrator, you may always perform a resynchronization of user’s token
(cf. section 17.10.1.1, page 237).
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. Setting Explanation

(b) Mandatory
data

(c) Minimum
length
requirement

Specifies the data that the user is required to enter in the SSWS. The user will
not be able to save any changes in the SSWS before all required data has been
entered.

Please note that any data is only really required, if the user has also been
granted the permission to change the data in question. For example, if Personal
Passcode is set to required, but the Personal Passcode permission has been
set to Deny, then the user cannot enter any Personal Passcode in the SSWS,
and therefore cannot be forced to do so.

You can require the users to enter their (mobile) phone numbers. This is
especially useful in case the phone numbers have not been collected yet at all —
just let the users do the job themselves.

This setting allows setting a minimum required length for the PIN code and/or
personal passcode, in case the users have been allowed to change any of
these. This ensures that the users will not enter too simple PIN codes or
personal passcodes.

17.6.1.3 User Group Policy: Notifications

This section describes the settings available on the Notifications tab while maintaining a UGP.
The Notifications tab is used to enable or disable different types of automatic user notifications:

Self-service When enabled, a welcome notification is sent to a user, which informs
about the usage of the Self-service Website. Additionally, reminder
notifications can be sent to the user, if mandatory data is missing to be
filled out on the Self-service Website.

SMS PASSCODE Lockout When enabled, a notification is sent to a user whenever he is locked out

AD Account Lockout

in the SMS PASSCODE system.

When enabled, a natification is sent to a user whenever he is locked out
in the AD.

Before Password Expiration = When enabled, a notification is sent to a user whenever his AD

password will expire soon.

On Password Expiration When enabled, a notification is sent to a user whenever his AD

password has just expired.

The purpose of the Self-service notifications is to make new users aware of the possibilities of the
SMS PASSCODE Self-service Website. For example, the notifications can be configured to
contain the URL of the Self-service Website.
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The SMS PASSCODE Lockout and AD Account Lockout notifications both have two purposes:

e Strengthen security:
Since the user is notified immediately about the lockout, he can take immediate counter-
actions, in case the lockout was unexpected, e.g. due to a hacker attempting to
compromise the user’s login credentials.

e Improve “password reset” convenience:
A lockout may occur, because a user has forgotten his password and triggered a lockout in
the process of guessing the forgotten password. A convenient feature is that the lockout
notification text can be configured to contain the URL of the SMS PASSCODE Password
Reset Website. Consequently, the user is automatically reminded about the possibility to
reset the password by himself, thereby being able to continue work without interruptions.

The Before Password Expiration and On Password Expiration notifications both have the
purpose of reminding the user about the need of renewing the existing AD password. Again, the
notification text can be configured to contain the URL of the SMS PASSCODE Password Reset
Website, thereby providing a very convenient way of resetting the password immediately. If the
notification is received on a smartphone, the password reset process can be performed right away
on the smartphone itself, just by clicking the URL (hyperlink).

By default, every notification is sent according to the Dispatch Policy of the user (as set on the
Basic Settings tab of the UGP, unless it has been overridden on the user). However, it is possible
per notification type to select a different Dispatch Policy, for example a policy sending notifications
by email.
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The screenshot below shows the settings on the Notifications tab:

Policies > User Group Policies / ﬂ‘.

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

User Integration Policies
User Group Poiicies ' J| Passwaord Reset Website URL | https://passwordreset.mycompany.com .

Authenfication Policies

Passcode Policies elf-service || SMS PASSCODE Lockout | AD Account Lockout | Before Password Expiration | On Passwor

Self-service notifications can be used to automatically send out welcome messages to users. For exampl
messages can be used to instruct the users, how to access the Self-service Website, and how to use it. In'.

Token Policies are _requiied to enir seecifig mandator;ldaia into the Self—siruice WiEi'Ee, then ripinder messages cav

- Setting Explanation

(@) Password Reset This setting specifies the URL that the users must use to access the Password
Website URL Reset Website. By default, this URL is shown in Self-service notifications and
password related notifications sent to users.

Dizpatch Policies

Please enter https:// in front of the URL. If the Password Reset Website has
been published for external access, then please enter the public URL.

(b) Notifications A sub tab displays the individual settings for each types of notification. The
settings of each sub tab are described below.

17.6.1.3.1 Self-service Notification

The Self-service tab contains the settings regarding Self-service welcome and Self-service
reminder notifications:

A good way to get users started using the SMS PASSCODE Self-service Website is to send them
a message, informing them about how to access it. This is exactly what the Self-service
notifications can do automatically for you.

Self-service notifications can be used for two purposes:

e Welcome notifications: Informing new SMS PASSCODE users, that they have access to
the SMS PASSCODE Self-service Website — and how to access it.

¢ Reminder notifications: Sending periodic reminders to existing users in case they have
forgotten to enter any mandatory data in the SMS PASSCODE Self-service Website.
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The settings available for configuring the Self-service notifications are described below:

Policies > User Group Policies / ﬂ‘

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

Self-service || SMS PASSCODE Lockout || AD Account Lockout || Before Password Expiration || On Password Expiration |

Self-service notifications can be used to automatically send out welcome messages to users. For example, such
messages can be used to instruct the users, how to access the Self-service Website, and how to use it. In case users
are required to enter specific mandatory data into the Self-service Website, then reminder messages can be used to
remind users about this, until the mandatory data has been entered. Message content can be chanaged by linking to
customized message template files.

Mote: Self-service notifications are only sent to users that have been granted access to the Self-service Website

#| Send a welcome notification to users

|l only if any mandatory data is missing

|# Send a reminder notification to users that have not entered mandatory data yet

The reminder notification will be sent every | 1 days at | 08:00 (time of DB server), until the mandatory
data has been entered.

Dispatch Policy

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content

The URL that will be displayed in notifications to allow users to access the Self-service Website:

http://selfservice.mycompany.com

Welcome notifications - filename of template file:

Welcome_default.xml

Reminder notifications - filename of template file:

Reminder_default.xml Reset
ettt el Al g e M . -l . A ey,
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. Setting Explanation

(@) Enable Select the checkbox “Send a welcome notification to users” to enable
welcome welcome notifications. When enabled, users assigned to the UGP will receive a
notifications welcome natification, which can contain important information about SMS

PASSCODE in general and about the usage of the Self-service Website (SSWS)
in particular.

Welcome notifications are sent to...

e New users that are assigned to this UGP.

e Existing users, in case they are re-assigned from a different UGP to this
UGP.

e Existing users, already assigned to this UGP, in case they have not
received the welcome notification previously (applies, when you enable
welcome noatifications for a UGP that already has users assigned).

Welcome notifications are only sent once to each user. However, in case you
need to resend a welcome notification to a specific user, you can force this on the
user maintenance page (cf. section 17.10.1.4, page 244).

Optionally, you may limit welcome notifications only to be sent to users that have
mandatory data missing to be filled out in the SSWS. This is achieved by selecting
the checkbox “Only if any mandatory data is missing”.

The content of welcome notifications will contain the URL of the SSWS by default,
according to setting (d), but the content of the notifications can be customized
according to setting (e).
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. Setting Explanation

(b) Enable
reminder
notifications

(c) Dispatch
Policy

(d) Self-service
Website URL

Select the checkbox “Send a reminder notification to users that have not
entered mandatory data yet” to enable reminder notifications. When enabled,
all users assigned to the UGP will receive a reminder notification, if they have
been granted access to the SSWS, and any data marked as “mandatory” is
missing to be filled out.

Additionally, you can specify, how often to resend reminders, and at what time of
the day reminders must be sent. Every user of the UGP will continue to receive
reminder notifications, until the relevant mandatory data has been entered on the
SSWS. For example, this can be used to motivate users to enter their phone
numbers or personal passcodes.

The content of reminder notifications will contain the URL of the SSWS by default,
according to setting (d), but the content of the notifications can be customized
according to setting (f).

By default, welcome and reminder natifications are sent using the Dispatch Policy
assigned to each user, meaning in the same way as passcode messages are sent
to the user. In case you prefer to send Self-service notifications in a different way,
you may override the Dispatch Policy to use. For example, selecting a Dispatch
Policy that always sends messages by email.

Specifies the URL that the users must use to access the SSWS. By default, this
URL will be shown in both welcome and reminder notifications. However, the
notification content can be customized — cf. settings (e) and (f) below.

Please enter http:// or https:// in front of the URL, depending on the fact whether
the SSWS is protected with Windows Authentication or Form-based
authentication, respectively (cf. section 22.5, page 328).
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. Setting Explanation

(e) Welcome Specifies the path to the message template file that defines the content of
notification — welcome notifications.
template file

If you need to customize the content of welcome notifications, then it is
recommended to make a copy of the default message template file, apply
changes to the content of the copied file, and then reference the copied file in
setting (e).

Please note that the default message template file has the “Read-only” file
attribute set, to avoid unintended changes. When you make a copy, you must
remove the “Read-only” attribute on the new file, to be able to modify it.

(f) Reminder Specifies the path to the message template file that defines the content of
notification — reminder notifications.
template file

If you need to customize the content of reminder notifications, then it is
recommended to make a copy of the default message template file, apply
changes to the content of the copied file, and then reference the copied file in
setting (f).

Please note that the default message template file has the “Read-only” file
attribute set, to avoid unintended changes. When you make a copy, you must
remove the “Read-only” attribute on the new file, to be able to modify it.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 173 OF 441

17.6.1.3.2 SMS PASSCODE Lockout Notification

The SMS PASSCODE Lockout tab contains settings regarding SMS PASSCODE Lockout
notifications:

Policies > User Group Policies / q‘

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout || AD Account Lockout | Before Password Expiration | On Password Expiration |

#| Send out a notification when a user is locked out from SMS PASSCODE Reset template

Dispatch Policy

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your SMS PASSCODE account has been locked out.

Reason: [REASON]

Lockout duration: [DURATION]

{¥ou may reset vour password here: [PRS URL]}

Please contact your system administrator, if this lockout is unexpected.
[LICENSEE]

Email subject ’

Your SMS PASSCODE account has been locked out!

A

’Estimated length of message; 206 - 345 characters

Allowed macros

Conditional text for Password Reset info.
L0 The characters '{' and "}' are always removed from any message. The text between these characters is only shown in
the message, in case the user is locked out due to entering incorrect passwords, and the user has been allocated 2
Password Reset CAL.
[USERMNAME] Mame of the user receiving the notification
[REASCM] Reason for the user lockout
[DURATION] Duration of the user lockout

[PRS URL] URL of the Password Reset Web Site

| CEWE?WHSE of the ﬁﬁ Eﬂiﬁi 0 EEW s P

- Setting Explanation

(@) Notification Select the checkbox “Send out a notification when a user is locked out from
enabled SMS PASSCODE” to enable SMS PASSCODE lockout notifications
(recommended). When enabled, all users of the UGP will receive a notification
whenever they are locked out by the SMS PASSCODE system.

SMS PASSCODE lockout notifications are enabled by default.
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- Setting Explanation

(b) Dispatch
Policy

(c) Message
content

(d) Estimated
length of
message

(e) Email subject

By default, lockout notifications are sent using the Dispatch Policy assigned to
each user, meaning in the same way as passcode messages are sent to the user.
In case you prefer to send lockout notifications in a different way, you may
override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text, but
also macros (placeholders) that will be substituted with relevant content when
sending the notification. A list of allowed macros is shown at the bottom of the web

page.

Password Reset tip:
Any text put between the characters “{* and “}” is treated as conditional text, that is
only included in the lockout notification message, in case the following conditions
are all fulfilled:
e The user was locked out due to a password brute-force attempt (i.e. a
wrong password was entered several times in a row).
e A Password Reset CAL has been allocated to the user

Shows the estimated length of the lockout notification content after macro
substitutions. If the estimated length is more than 160 characters, then please
take the information regarding “Notification message length” in section 17.6.1.3.6
(page 181) into account.

This setting is only relevant when the lockout natification is sent by email. In this
case, the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.3 AD Account Lockout Notification

The AD Account Lockout tab contains settings regarding AD Account Lockout notifications:

Policies > User Group Policies / q‘

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License | ‘

# J|| Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout || AD Account Lockout || Before Password Expiration | On Password Expiration |

|# Send out a notification when a user is locked out from AD Reset template

Dispatch Policy .

® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your Windows account has been locked out.

You may reset yvour password here: [PRS URL]

Please contact your system administrator, if this lockout is unexpected.
[LICENSEE]

s
. Estimated length of message: 200 characters

Email subject .

Your Windows account has been locked out!
Allowed macros

[USERMAME] Mame of the user receiving the notification

[PRS URL] URL of the Password Reset Web Site

W@l’_wﬂ ﬁ'the Iicwse of ihe EMSWQ@E aitem oo >

r'i
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- Setting Explanation

Select the checkbox “Send out a notification when a user is locked out
from AD” to enable AD account lockout notifications. When enabled, any
user assigned to the UGP will receive a notification whenever his account
becomes locked out in AD.

(@)

(b)

(©)

(d)

(e)

Notification
enabled

Dispatch Policy

Message content

Estimated length of

message

Email subject

AD account lockout notifications are disabled by default. It is recommended
to enable them if you are using the SMS PASSCODE Password Reset
module.

By default, lockout naotifications are sent using the Dispatch Policy assigned
to each user, meaning in the same way as passcode messages are sent to
the user. In case you prefer to send lockout notifications in a different way,
you may override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the
bottom of the web page.

Shows the estimated length of the notification content after macro
substitutions. If the estimated length is more than 160 characters, then
please take the information regarding “Notification message length” in
section 17.6.1.3.6 (page 181) into account.

This setting is only relevant when the notification is sent by email. In this
case, the setting specifies the content of the email subject. Macros are
allowed here, too.
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17.6.1.3.4 “Before Password Expiration” Notification

The Before Password Expiration tab contains settings regarding Password Pre-expiration
notifications:

Policies > User Group Policies / q‘m

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

Password Reset Website URL | https://passwordreset.mycompany.com

| self-service | SMS PASSCODE Lockout | AD Account Lockout || Before Password Expiration || On Password Expiration

% Send out a notification when a user’s password will expire soon

Send notification | 3 days before password expiration Reset template

Dispatch Policy .

#® Standard (determined by the actual user)
Override - always use; | Default Dispatch Policy ¥

Message content .

SERVICE MESSAGE:

Your password will expire in [REMAINING] days.
You can set a new password here: [PRS URL]
[LICENSEE]

A

. Estimated length of messaage: 129 characters

Email subject .

Your password will expire in [REMAINING] days

Allowed macros

[USERMNAME] Mame of the user receiving the notification
[REMAINING] Number of days until the password expires
[PRS URL] URL of the Password Reset Web Site

-
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- Setting Explanation

Select the checkbox “Send out a notification when a user’s password will
expire soon” to enable password pre-expiration natifications. When enabled,
any user assigned to the UGP will receive a notification whenever his AD
password will expire soon.

(@)

(b)

(©)

(d)

(e)

®

Notification
enabled

Pre-notification
period

Dispatch Policy

Message content

Estimated length

of message

Email subject

Password pre-expiration notifications are disabled by default. It is
recommended to enable them if you are using the SMS PASSCODE
Password Reset module.

Specifies how early a user will be notified, before the AD password expires.
E.g. if you enter a value of “3” days, then any user of the UGP is notified,
when his password will expire within the next 3 days. After this, the same user
will not receive another password pre-expiration notification again, before a
new password has been set and expires.

By default, password pre-expiration notifications are sent using the Dispatch
Policy assigned to each user, meaning in the same way as passcode
messages are sent to the user. In case you prefer to send the notifications in
a different way, you may override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the bottom
of the web page.

Shows the estimated length of the notification content after macro
substitutions. If the estimated length is more than 160 characters, then please
take the information regarding “Notification message length” in section
17.6.1.3.6 (page 181) into account.

This setting is only relevant when the notification is sent by email. In this case,
the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.5 “On Password Expiration” Notification

The On Password Expiration tab contains settings regarding Password Expiration notifications:

Policies > User Group Policies / *‘m

Edit User up Policy: Sales personnel

Basic Settings | Self-service Website Settings || Motifications || License |

¥fl| Password Reset Website URL | https://passwordreset.mycompany.com

Self-service | SMS PASSCODE Lockout | AD Account Lockout | Before Password Expiration || On Password Expiration |_

|#| Send out a notification when a user’s password has expired Reset template

Dispatch Policy .

#® Standard (determined by the actual user)
Override - always use: | Default Dispatch Policy ¥

Message content .

WARNING!

Your password has expired and you need to set a new one.
Y¥ou can set a new password here: [PRS URL]

[LICENSEE]

-
’ Estimated length of message: 141 characters

Email subject .

Your password has expired
Allowed macros

[USERNAME] Mame of the user receiving the notification

[PRS URL] URL of the Password Reset Web Site

PRI gt O giamtal i e JPHP S IR0SAG RS bt B i
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- Setting Explanation

Select the checkbox “Send out a notification when a user’s password has
expired” to enable password expiration notifications. When enabled, any
user assigned to the UGP will receive a notification whenever his AD
password has just expired.

(@)

(b)

(©

(d)

(e)

Notification
enabled

Dispatch Policy

Message content

Estimated length

of message

Email subject

Password expiration notifications are disabled by default. It is recommended
to enable them if you are using the SMS PASSCODE Password Reset
module.

By default, password expiration notifications are sent using the Dispatch
Policy assigned to each user, meaning in the same way as passcode
messages are sent to the user. In case you prefer to send the notifications in
a different way, you may override the Dispatch Policy to use.

Specifies the message content of the notification. You can enter static text,
but also macros (placeholders) that will be substituted with relevant content
when sending the notification. A list of allowed macros is shown at the bottom
of the web page.

Shows the estimated length of the notification content after macro
substitutions. If the estimated length is more than 160 characters, then please
take the information regarding “Notification message length” in section
17.6.1.3.6 (page 181) into account.

This setting is only relevant when the notification is sent by email. In this case,
the setting specifies the content of the email subject. Macros are allowed
here, too.
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17.6.1.3.6 Long Message Content

17.6.1.4 User Group Policy: License

This section describes the settings available on the License tab while maintaining a UGP. The
License tab contains settings to control which types of Client Access Licenses (CALS) are
assigned to the users of the UGP. Before describing the details on this tab, it is important first to
understand the terms used for license management:

License Grants: As an administrator, you may grant CALs to users. Whenever you grant a
specific CAL to a specific user, it means that you intend to allocate this particular type of
CAL to this particular user. However, the CAL might or might not become allocated to the
user, for different reasons to be described below. One reason could be, that you are
granting more CALs than you have actually acquired.

License Allocations: The SMS PASSCODE database service internally contains a
License Manager process. This process continuously monitors data changes in the
database affecting licensing. Whenever license grants are added or removed, the License
Manager will (re-)allocate CALs in the most appropriate way. You can rely on the fact, that
whenever a CAL was successfully allocated to a user, the License Manager will not remove
the license allocation from this user again, unless you explicitly remove the license grant
from this user, or otherwise explicitly decrease the number of available CALs.

To conclude, as an administrator you have control of the license grants given to users, whereas
the corresponding license allocations are handled internally by the License Manager process.

27 Each message containing up to 155 characters, because 5 characters are “lost” per message part due to
some extra header data.
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Using the license tab, you can control license grants and inspect license allocations:

Policies > User Group Policies / H‘

Edit User Group Policy: Sales personnel

Basic Settings || Self-service Website Settings || Motifications || License |

Mumber of users assigned to this policy: 1050 .

Actual Missing Limit

MFA Standard CAL

MFA Standard CALs allow users to authenticate using SMS
PASSCODE® multi-factar authentication through one or more of

the following SMS PASSCODE = compaonents: Citrix Web Interface |+ 1050 o 0 |
Protection, RADIUS Protection, IIS Website Protection, Custom
Protection, Windows Logon Protection, TMG Website Protection,
AD FS Protection, ActiveSync Device Provisioning

1500 3

Password Reset CAL
Password Reset CALs allow users to reset their own AD password | 1050 (2] 0 | 1500

using the SMS PASSCODE® Password Reset Website . . .

Wttt g g

. Setting Explanation

(@) Number of Shows the total number of users currently assigned to the UGP.
users assigned
to this policy
(b) License type This column lists the types of CALs that have been acquired according to the

license key entered on the License page (cf. section 17.4, page 122).

(c) Granted For each row of license types, this column contains a checkbox that lets you
control whether the corresponding license type should be granted to the users of
the UGP.

Select/clear a checkbox to grant or not grant the license type of the row to the
users of the UGP, respectively.

(d) Limit For each row of license types, this column contains a textbox that optionally lets
you enter the maximum number of licenses to allocate to the users of the UGP.

Leave the textbox empty to define no explicit limit for the license type of the row.

Enter a specific number, in case you would like to limit the number of license
allocations for the license type of the row. This is useful, in case the number of
users assigned to the UGP may change over time, outside your control. E.g. if
you are a hosting partner, and the users of every customer are assigned to a
customer-specific UGP, where the customer is in control of adding/removing
users that are imported from AD through a User Integration Policy.
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. Setting Explanation

(e) Actual For each row of license types, this column shows the total number of CALs that
have actually been allocated to users of the UGP.

Normally you would expect when granting a license type, that the license type
will be allocated to all users of the UGP. This means that you would normally
expect the number in this column to be identical to (a), i.e. the total number of
users assigned to the UGP. However, the actual number of license allocations
might differ due to several reasons:
e The license key does not contain enough CALs of the corresponding

license type (“Out of licenses”).

Resolution: Acquire more CALs of the license type in question or remove

some of the users from the UGP.

e Alimit has been set for the license type in column (d), and the limit has
been reached.
Resolution: Increase the limit or remove some of the users from the
UGP.

e The granting of the license type has been removed by an override on
individual users of the UGP (cf. section 17.10.1.6, page 246).

On the other hand, if a license type has NOT been granted, then you would
normally expect the number in this column to be zero. The actual number of
license allocations might in this case only differ, due to the license type being
granted to selected users of the UGP via individual overrides (cf. section
17.10.1.6, page 246).

(f) Missing For each row of license types, this column shows the total number of users of
the UGP that have been granted the corresponding license type, but have not
been allocated a corresponding CAL.

Normally you would not expect any allocations to be missing, meaning the
column should show a total number of zero missing allocations, and show a
green light.

On the other hand, if any CAL allocations are missing, due to missing CALs in
the license key (“Out of licenses”), or due to an explicitly defined license limit (d),
then the column will show a red light to warn about the issue.
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Note: In case any license allocations have failed, then the License tab will clearly indicate this
using red text and an exclamation icon:

Policies > User Group Policies .

Edit User Group Policy: Sales personnel

Basic Settings | Self-service Website Settings | Motifications || License J0o

Mumber of users assigned to this policy: 1050

License type Granted License
allocations

Actual Missing

MFA Standard CAL

MFA Standard CALs allow users to authenticate using SMS PASSCODE® multi-factor

authentication through one ar mare of the following SMS PASSCODE® companents: d 1050 a W
Citrix Web Interface Protection, RADIUS Protection, IIS Website Protection, Custom

Protection, Windows Logon Protection, TMG Website Protection, AD FS Protection,

ActiveSync Device Provisioning

Password Reset CAL
Password Reset CALs allow users to reset their own AD password using the SMS v 1000 =] 50

PASSCODE® Password Reset Website

In case you need to get a better overview of CAL grants and allocations across several UGPs, you
have several options for achieving this:

e Gotothe License page to see the overall statistics for license allocations (cf. section 17.4,

page 122).
e Use other license management options (cf. section 17.4.3, page 125).

17.7 Passcode Policies

Passcode Policies are used to define basic settings related to the passcodes themselves, i.e. the
length and composition of the random generated one-time-passcodes. Furthermore, Passcode
Policies define the content of passcode messages using the MessageDesigner.

Each user is assigned to a particular Passcode Policy, which then controls the generation of one-
time-passcodes for the user during authentication attempts and controls the content of the
passcode messages sent to the user. The Passcode Policy is normally assigned to the user
through the User Group Policy assigned to the user (since each User Group Policy specifies a
Passcode Policy), but it is also possible to override this on the individual user and assign a specific
Passcode Policy?®. You may create any number of Passcode Policies, thereby having required
combinations of passcode settings ready for different groups of users.

28 As an advanced feature, it is also possible to define Authentication Policies that will dynamically override
the Passcode Policy of a user during a login attempt; this is called adaptive contextual message dispatching.
Please refer to section 17.8.2.5 (page 203).
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Passcode Policies are maintained on the Passcode Policies page. The first time you enter this

page, it will look like this:
Policies > Passcode Policies i hm

Maintain Passcode Policies

| Add new Passcode Policy... |

User Integrafion Policies

' ——— I |
T T ——
Authentication Poficies Default Passcode Policy Default Passcode Policy

[E) Passcode Poicies (]

Dispaich Polic

B I W e, o Lot e P SR P PR 5 B S

Initially, the SMS PASSCODE database will only contain a single Passcode Policy called Default
Passcode Policy. This policy cannot be deleted and will always be assigned to users that are not
assigned to any other Passcode Policy. You can create any number of additional Passcode
Policies. To maintain Passcode Palicies, proceed as follows:

a. To add a new Passcode Policy, click the Add new Passcode Policy... button.
b. To edit a Passcode Policy, click the Edit... button on the policy.
c. To delete a Passcode Policy, click the Delete button on the policy.

Poli > Pass

Maintain Passcode Policies

| Add new Passcode Policy...H
User Integration Policies

' ——— I N |
T L e —
Default Passcode Policy

Authenfication Policies Default Passcode Policy

B Passcode Policies o Technical Personnel All technical personnel

Dispaich Policies

e W N e R Sy R

L o o

The subsection below explains the different settings of a Passcode Policy in detail.
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17.7.1 Settings of a Passcode Policy

When creating a new Passcode Policy or maintaining an existing Passcode Policy, a tab control is
shown for configuring the different settings of the policy. The settings are divided into 2 tabs:

a. Basic Settings
The main settings, for example concerning the passcode generation.

b. MessageDesigner

Settings defining the content of the passcode messages using message templates and
macro placeholders.

Policies > Passcode Policies
Edit Passcode Policy: Default Passcode Policy

Basic Settings | MessageDesigner

Uzer Integration Policies

User Group Policies Name

Authentication Polic

B Passcode Poiicies 0

Description

The different settings are described in detail in the following subsections. When making changes to
a Passcode Policy please remember to click the Save button to store the changes permanently.
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17.7.1.1 Passcode Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a
Passcode Policy.

Policies > Passcode Policies /

Edit Passcode Policy: Technical Personnel

S

Basic Settings || MessageDesigner |

MName .| Technical Personnel

All technical personnel

]
|
3

Passcode length .EI [5-20] Default: &

I Dugits only

. ) Digits + lower case letters
Passcode composition .g. Default: memoPasscodes™
! Dugits + upper case letters

® memoPasscodes™™

Passcode lifetime . seconds [1-3600] Default: 120 f
A s gttt R P il s o i 0“”&—}

- Setting Explanation

(@ Name The name used to identify the Passcode Policy.
Giving the Passcode Policy a uniqgue name is mandatory.

(b) Description Optional description of the Passcode Policy, for your own records. Here you
can describe the purpose of the Passcode Policy.

(c) Passcodelength This setting controls the length of the generated passcodes, i.e. the number of
characters in each passcode.

Longer passcodes mean higher security because the probability of guessing a
passcode decreases. Shorter passcodes are easier to enter for the users, on
the other hand.

The default setting is: 6. Allowed range: 5-20.
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- Setting Explanation

(d) Passcode type

(e) Passcode
lifetime

This setting defines whether the generated passcodes are only allowed to
contain digits, or a combination of digits and letters.

Passcodes containing only digits are usually easier to enter for the users.
Passcodes containing both digits and letters, on the other hand, are more
secure because there are more combinations, meaning less probability of
guessing a passcode.

SMS PASSCODE offers a unique option called memoPasscodes™.
memoPasscodes™ are constructed in a special way, making them easier for
users to memorize, thereby providing improved user convenience during
authentication. At the same time, memoPasscodes™ still offer maximum
security by building the passcodes using random patterns.

memoPasscodes™ is the recommended passcode type.

The default setting is: memoPasscodes™

This setting controls the default lifetime of a passcode, after it has been sent.
However, according to the Dispatch Policy used for sending the passcode, the
lifetime might be shortened or prolonged according to the settings of the
Dispatch Policy rule applied (cf. section 17.18.2.3.4, page 284).

The default setting is 120 seconds = 2 minutes.
Allowed range: 1-3600 seconds (3600 seconds = 1 hour)

17.7.1.2 Passcode Policy: MessageDesigner

This section describes the settings available on the MessageDesigner tab while maintaining a
Passcode Policy. Using the MessageDesigner you can create your own message templates that
define the content of passcode messages sent to your users during multi-factor authentication.
Both the content of SMS and email messages can be defined, independent of each other.

If the setting Geo IP and IP History is disabled on the General Settings page, then the
MessageDesigner is in simple mode, allowing maintenance of a single message template. On the
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other hand, if the setting is enabled, then the MessageDesigner is in advanced mode, allowing
maintenance of four different message templates. The difference between these modes is
explained in the table below:

Simple mode

Advanced mode

In simple mode, each Passcode Policy defines a single message template defining
the content of the passcode messages sent to users. You can define different
content of messages sent by SMS and email, respectively — and you can define
different message templates for different groups of users by assigning distinct
Passcode Policies to them. However, it is not possible for a single user to receive
different, contextual specific message content depending on the specific
authentication context. Such location and behavior aware differentiation according to
the exact context is only possible, when the MessageDesigner is in the advanced
mode.

In advanced mode, each Passcode Policy defines 4 different message templates,
where each template is used in different contexts. The 4 available message
templates are:

Unknown IP:

This message template is used whenever a user requests an authentication, and the
end-user IP is unknown (either because the authentication client in question is not
able to collect end-user IP addresses, or because collection of end-user IP
addresses has not been enabled in the SMS PASSCODE Configuration Tool — cf.
section 26.2, page 424).

Learning Mode:

This message template is used whenever a user with Learning Mode activated
requests an authentication (and the end-user IP is known). Please read section
17.8.2.3 (page 201) for more details regarding Learning Mode.

Trusted IP:

This message template is used whenever a user requests an authentication from an
IP recognized as a Trusted IP (and Learning Mode is not active). Please read
section 17.8.2.3 (page 201) for more details regarding the definition of a Trusted IP.

Non-Trusted IP:

This message template is used whenever a user requests an authentication from an
IP recognized as a Non-Trusted IP (and Learning Mode is not active). Please read
section 17.8.2.3 (page 201) for more details regarding the definition of a Non-
Trusted IP.

Additionally, more types of dynamic content (macro placeholders) are available in
advanced mode. For example, the message templates Learning Mode, Trusted IP
and Non-Trusted IP allow dynamic content like the name of the country from which
an authentication request originates, or the name of the organization owning the
end-user IP from which the request originates.

The main idea of having different message templates is to give the user the
opportunity during an authentication attempt to recognize irregularities and to
become alerted in this case. E.qg. if the user gets the content of the Non-trusted IP
message template, when this was not expected, or if a message template shows a
country or organization name, that was not expected.
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The screenshot below shows how the MessageDesigner tab looks in simple mode:

Policies > Passcode Policies / q‘

Edit Passcode Policy: Technical Personnel

Basic Settings || MessageDesigner |

Trusted IP || Non-Trusted IP || Message format || Learning Mode

S5MS message .

PASSCODE: [PASSCODE]
[LICENSEE]

A

Estimated length of message: 21 characters

Email subject .

SMS PASSCODE: [PASSCODE]

Email body .

PASSCODE: [PASSCODE]
[LICENSEE]

Allowed macros .

[LICEMSEE] Cwner of the license of the SMS PASSCODE system
[PASSCODE] Random, session-specific One-time passcode
[USERMNAME] Mame of the user receiving the passcode

The different sections are explained in the table below:

. Setting Explanation

(&) SMS message Message template for passcode messages sent by SMS.
This template is also used for all non-email messages, for example, when a
Dispatch Connector is sending a message by voice call, using text-to-speech
(speech synthesis).

(b) Email subject Template for the subject of passcode messages sent by email
(c) Email body Template for the body of passcode messages sent by email

(d) Allowed macros List of macro placeholders permitted in the message templates
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Any static text entered into any of the message template fields is copied unchanged to the
passcode messages sent to users. The section Allowed macros lists the placeholders that you
may enter into the message templates for dynamic content. These placeholders will then be
replaced with the correct contextual content whenever a message is generated. E.g. wherever you
put the macro [USERNAME] in a message template, the name of the actual user receiving a
message will appear.

In advanced mode, the MessageDesigner looks like this:

Policies > Passcode Policies

Edit Passcode Policy: Technical Personnel

Basic Settings | MessageDesigner |

Trusted IP || Non-Trusted IP | Unknown IF | Learning Mode

S5MS message

TRUSTED LOCATION
PASSCODE: [PASSCODE]
[LICENSEE]

o

Estimated lenagth of message: 38 characters

Email subject
SMS PASSCODE: [PASSCODE]

Email body

TRUSTED LOCATION

Dear [USERNAME]

Flease enter the passcode below to complete your authentication.
PASSCODE: [PASSCODE]

{Country: [COUNTRYMNAME]}

Crg: [ORG]

[LICENSEE]

Allowed macros

Conditional text for authentications from deviating countries.

L0 The characters '{' and '}' are always removed from any message templates. Text content between "'
and '}’ characters will be removed as well, unless the determined source country deviates from the

country of the user's international phone number prefix,

[COUNTRYCODE] Country code of the end-user IP address
1“@‘(&&? IEEHW waf thi eni-lﬁer IP zddress ) J"‘“‘ ‘J' ol saatidhom -

In this case, the MessageDesigner shows four tabs (Trusted IP, Non-Trusted IP, Unknown IP
and Learning Mode). Each tab allows you to define message templates, in the same manner as in
simple mode. The different message templates are used under different circumstances, as
explained previously.

Please note, that additional macro placeholders are available in advanced mode. On each of the
four tabs the bottom section Allowed macros lists the placeholders that are permitted.
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Another important feature, only present in advanced mode, is the possibility of having conditional
text:

o Any text between the characters “{” and “}” is displayed conditionally in messages sent to
users. The text is displayed only, when the country determined from the international prefix
of the user’s phone number differs from the country determined from the end-user IP
address from which the authentication originates.

In case a user has no phone number assigned, or no country could be determined from the
originating end-user IP address, the countries are assumed to differ; i.e. the conditional text
is displayed in this case.

You may ask what the purpose of having conditional text is. The idea is that most users will
typically log in from an IP address located in their “home country”, i.e. the country
corresponding to the international prefix of their phone number. Since this is the typical
scenario, it might be undesired to show repetitive information in the passcode messages
each time. Especially getting informed about the name of the originating country during
every such authentication attempt might be irrelevant. We want the users to be alerted, in
case of irregularities. Hence, it makes more sense to display the name of the originating
country only when it deviates from the “home country”. This is exactly what you may
achieve using conditional text.

Wrapping up the two different modes: Simple mode allows you to adapt the content of the
passcode messages per Passcode Policy, e.g. to localize the content or add specific required data,
like for example the phone number to the internal helpdesk. Whereas advanced mode additionally
allows you to send more detailed contextual information to the user, both depending on location
and behavior, thereby giving the user the chance to get alerted in case of any irregularities.

29 Each message containing up to 155 characters, because 5 characters are “lost” per message part due to
some extra header data.
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17.8 Authentication Policies

By default, all users created in the SMS PASSCODE database can log in to any authentication
client protected by SMS PASSCODE, unless access is denied natively by the authentication client
itself. Moreover, every user must log in using strong, secure authentication, meaning SMS
PASSCODE multi-factor authentication. Authentication Policies optionally allow you to customize
this default authentication behavior®, either making access more or less restrictive under certain
circumstances. Examples could be:

e Deny users to log in from specific continents or countries (because this is not expected)

¢ Allow specific groups of users to only have access to a subset of the SMS PASSCODE
protected authentication clients

e Allow users logging in from specific continents or countries to only have access to a subset
of the SMS PASSCODE protected authentication clients

o Allow users logging in from specific “trustworthy” IP scopes (e.g. internal LAN or branch
offices) to have simple access without requiring SMS PASSCODE multi-factor
authentication.

Additionally, Authentication Policies are used to define a number of other settings, like settings
regarding brute-force attacks, and settings controlling Learning Mode and how quickly IP
addresses become Trusted. This is all explained in more detail in the following subsections.

Each user is assigned to a particular Authentication Policy. The policy is hormally assigned to the
user through the User Group Policy assigned to the user (since each User Group Policy specifies
an Authentication Policy), but it is also possible to override this on the individual user and assign a
specific Authentication Policy. You may create any number of Authentication Policies, thereby
having different authentication behaviors ready for different groups of users.

Authentication Policies are maintained on the Authentication Policies page. The first time you
enter this page, it will look like this:

ies > Authentication Policie
Maintain Authentication Policies

| Add new Authentication Policy... |

User Integration Policies

Authenfication Poiicies () Default Authentication Policy Default Authentication Policy | Edit... | | Delete |

Passcode Policies
Dispaich Policies

Initially, the SMS PASSCODE database will only contain a single Authentication Policy called
Default Authentication Policy. This policy cannot be deleted and will always be assigned to users

30 Besides Authentication Polices, default authentication behavior is also affected by the CALs allocated to a
user, and whether proof-of-concept (PoC) mode is enabled. Please refer to section 9.1, page 27, for details.
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that are not assigned to any other Authentication Policy. You can create any number of additional
Authentication Policies. To maintain Authentication Policies, proceed as follows:

a. To add a new Authentication Policy, click the Add new Authentication Policy... button.

b. To edit an Authentication Policy, click the Edit... button on the policy.

c. To delete an Authentication Policy, click the Delete button on the policy.

Policies > Authentication Policies i h

Maintain Authentication Policies

| Add new Authentication Policv...H
User Integration Policies

B Authentication Policies () Default Authentication Policy Default Authentication Policy - m

Passcode Policies Restricted Access Policy for important users

Dispaich Polic

Token Policies

The configuration of Authentication Policies is very flexible and allows for many different setups.
The following subsections describe in detail, how Authentication Policies are configured and
maintained.

First section 17.8.1 explains the overall idea of having a sequence of Authentication Rules. Then
section 17.8.2 explains how to maintain Authentication Policies, i.e. create new ones or edit
existing ones. In particular, subsection 17.8.2.4 explains how to maintain the sequence of
Authentication Rules of an Authentication Policy. At last, section 17.8.3 lists some examples on the
usage of Authentication Policies.
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17.8.1 Authentication Rule Sequence

Each Authentication Policy defines a sequence of prioritized Authentication Rules, e.g. a specific
sequence could consist of Authentication Rules 1 to 5. Whenever an authentication request is
received from a user, the SMS PASSCODE system will evaluate the sequence of Authentication
Rules to determine the action to be taken. The sequence is always evaluated in strict order from
the first to the last rule. l.e. if the sequence consists of n Authentication Rules, then the rules are
evaluated in this order:

e Authentication Rule 1
e Authentication Rule 2
e Authentication Rule 3

e Authentication Rule n-1
e Authentication Rule n

The evaluation of the sequence is stopped as soon as the first matching Authentication Rule is
found. l.e. the Authentication Rule sequence can be seen as an “if-then-else” chain:

o IF Authentication Rule 1 applies THEN use Authentication Rule 1
e ELSEIF Authentication Rule 2 applies = THEN use Authentication Rule 2
e ELSEIF Authentication Rule 3 applies THEN use Authentication Rule 3

e ELSEIF Authentication Rule n-1 applies THEN use Authentication Rule n-1
e ELSE use Authentication Rule n

Please note, that the last Authentication Rule of the sequence will always be a built-in default
Authentication Rule that applies to all authentication requests. This is to ensure, that every
authentication request is handled even though no other Authentication Rule of the sequence would

apply.

The possibilities using Authentication Rules are very wide-ranging. You can create any number of
Authentication Rules and you can re-arrange the order of them as needed afterwards.
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17.8.2 Settings of an Authentication Policy

When creating a new or editing an existing Authentication Policy in the SMS PASSCODE
database, a tab control is shown for configuring the different settings of the Authentication Policy.
The settings are divided into 4 tabs:

a. Basic Settings
Settings for identifying the Authentication Policy

b. Brute-force Attack Protection
Settings defining how to react to brute-force attack attempts

c. IP Settings
Settings regarding behavior aware authentication, i.e. settings regarding Trusted IPs and
Learning mode

d. Authentication Rules
The sequence of Authentication Rules specifying the authentication behavior of the
Authentication Policy

T

Policies > Authentication Policies /
Edit Authentication Policy: Restricted Access

Basic Settings || Brute-force Attack Protection | IP Settings | Authentication Rules

User Integration Policies
User Group Policies Name Restricted Access {
Authenficafion Poiicies ()

Paolicy for important use

Passcode Policies

Description

Dispatch Policies ?

Token Policies -

The different settings are described in detail in the following subsections. When making changes to
an Authentication Policy please remember to click the Save button at last to store the changes
permanently. Otherwise, all changes will be lost.
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17.8.2.1 Authentication Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining an
Authentication Policy. The Basic Settings are only used for identifying and describing the
Authentication Policy:

Policies > Authentication Policies

Edit Authentication Policy: Restricted Access

Basic Settings || Brute-force Attack Protection ” IP Settings || Authentication Rules |
User Integration Policies
User Group Policies Name . | Restricted Access |
Authentication Policies O
Policy for important users

R e et S S W o gl S

. Setting Explanation

(& Name The name used to identify the Authentication Policy.
Giving the Authentication Policy a unique name is mandatory.

Passcode Polici Creat of...
asscode Folicies Description = copv

Dispaich Policies

Token Policies

(b) Description Optional description of the Authentication Policy, for your own records. Here you
can describe the purpose of the Authentication Policy.
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17.8.2.2 Authentication Policy: Brute-force Attack Protection

This section describes the settings available on the Brute-force Attack Protection tab while
maintaining an Authentication Policy. These settings are used to define, how the SMS PASSCODE
system should react to brute-force attacks, i.e. attacks where a hacker tries to determine a user’'s
password or passcode simply by performing a large number of authentication attempts with
different guesses. The solution is to limit the number of brute-force attempts a hacker is allowed to
perform, thereby making it very unlikely that a hacker would guess the right password or passcode:

Policies > Authentication Policies &‘
Edit Authentication Policy: Restricted Access

Basic Settings || Brute-force Attack Protection | IP Settings | Authentication Rules

User Integratfion Policies

Password entries Passcode entries Description

User Group Policies

7 Max. 3 3 Specifies the number of
Poiicies 0 attempts consecutive incarrect entries
. that will cause the system to
Passcode Policies lock out the user according

to the settings below.

Dispaich Policies
Token Policies Initial s minutes 5 minutes Specifies the duration for
temporary the initial temporary lockout
lockout period of & user, when the
duration allowed number of
consecutive incorrect entries
has been exceeded.
Hereafter the duration of
temporary lockout periods is
doubled if the user keeps
entering incorrect entries.
Max. . 20 minutes . 20 minutes Speci_ﬁes the maximum
temporary L duration allowed for a
lockout temporary lockout. If a

temporary lockout period
exceeds this value, then the
user is locked out
permanently from SMS
PASSCODE, until an
administrator manually
unlocks the user again.

duration

iy, Redg By S g s B

{
|
|
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. Setting Explanation

(@) Max. attempts Specifies the number of consecutive incorrect password entries that will
(Password) cause the SMS PASSCODE system to lock out the user.

The first time a lockout happens, the user is locked out temporarily for a
duration specified by setting (b). When this duration has expired, the user is
allowed to attempt a single authentication again. If another incorrect
password is entered this time, the user is locked out temporarily once more,
this time for a doubled duration compared to the previous temporary lockout.
The procedure continues like this, i.e. if the user keeps entering an incorrect
password after each temporary lockout, a new temporary lockout occurs
with a doubled duration compared to the previous one. However, setting (c)
specifies a threshold for the maximum allowed duration of a temporary
lockout. If this threshold is exceeded, the user is locked out permanently.

In case the user is locked out, he will not be able to log in to any SMS
PASSCODE protected authentication client3?, until an administrator has
unlocked the user's SMS PASSCODE account.

Please note, that the user must enter incorrect passwords consecutively for
the procedure above to apply. In case the user enters a correct password
before the permanent lockout, then the procedure starts all over, i.e. the
user is again allowed to enter incorrect passwords multiple times as
specified by setting (a).

(b) Initial temporary Specifies the duration of the first temporary lockout period, in case the user
lockout duration has entered more consecutive incorrect passwords than allowed according
(Password) to setting (a).

31 However, the user is still allowed to log in to the SMS PASSCODE Password Reset Website (PRWS) in
this case. If the user succeeds logging in to the PRWS, then the user is automatically unlocked again,
without any administrator required to take action.
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. Setting Explanation

(c) Max. temporary Specifies the maximum allowed duration of a temporary lockout caused by
lockout duration entering incorrect passwords. If a new temporary lockout period with a
(Password) longer duration is about to start, the user is locked out permanently instead.

In this case, the user cannot log in to any SMS PASSCODE protected
authentication client anymore, until an administrator has unlocked the user’'s
SMS PASSCODE account, or the user unlocks his account by logging in to
the SMS PASSCODE Password Reset Website.

(d) Max. attempts Specifies the number of consecutive incorrect passcode entries that will
(Passcode) cause the SMS PASSCODE system to lock out the user.

The first time a lockout happens, the user is locked out temporarily for a
duration specified by setting (e). When this duration has expired, the user is
allowed to attempt a single authentication again. If another incorrect
passcode is entered this time, the user is locked out temporarily once more,
this time for a doubled duration compared to the previous temporary lockout.
The procedure continues like this, i.e. if the user keeps entering an incorrect
passcode after each temporary lockout, a new temporary lockout occurs
with a doubled duration compared to the previous one. However, setting (f)
specifies a threshold for the maximum allowed duration of a temporary
lockout. If this threshold is exceeded, the user is locked out permanently.

Please note, that the user must enter incorrect passcodes consecutively for
the procedure above to apply. In case the user enters a correct passcode
before the permanent lockout, then the procedure starts all over, i.e. the
user is again allowed to enter incorrect passcodes multiple times as
specified by setting (d).

Furthermore, please note that a hacker will not be able to perform passcode
brute-force attacks at all, unless he has stolen the user’s password
beforehand (since the correct password must be entered to trigger the
transmission of a passcode).

(e) Initial temporary Specifies the duration of the first temporary lockout period, in case the user
lockout duration has entered more consecutive incorrect passcodes than allowed according
to setting (d).

(f) Max. temporary Specifies the maximum allowed duration of a temporary lockout period
lockout duration caused by entering incorrect passcodes. If a new temporary lockout period
with a longer duration is about to start, the user is locked out permanently
instead. In this case, the user cannot log in to any SMS PASSCODE
protected authentication client anymore, until an administrator has unlocked
the user's SMS PASSCODE account again.
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17.8.2.3 Authentication Policy: IP Settings

This section describes the settings available on the IP Settings tab while maintaining an
Authentication Policy.

The settings on this tab are only of importance if you would like to make use of behavior aware
authentication. What this means is, whether you would like to have the SMS PASSCODE system
learn by itself over time, which end-user IP addresses should be treated as Trusted and Non-
Trusted, respectively. This distinction between Trusted and Non-Trusted end-user IP address
categories allows the SMS PASSCODE system to:

o Send out different types of passcodes messages depending on the category
(cf. Passcode Policies, section 17.7.1.2, page 188)

¢ Define different authentication behavior depending on the category
(cf. Authentication Rules, section 17.8.2.5, page 204)

If you do not wish to make use of this type of distinction, then one possibility is to disable the
setting Geo IP and IP history on the General Settings page. However, this will disable both
location and behavior aware authentication. If you would like to make use of location aware
authentication only, then you should ignore the settings on this tab, except disabling the Learning
mode setting, and then ensure that no IP addresses will ever become Trusted. You can achieve
this by ensuring that no Authentication Rules will ever increase the Trust Level of any end-user IP
address (cf. section 17.8.2.5, page 204, regarding Authentication Rules). As a result, all passcode
messages will then use the Non-Trusted message format of the Passcode Policy assigned to a
user.

On the other hand, if you would like to make use of behavior aware authentication, then an issue
might be, that you would not like users to become concerned about passcode messages informing
about Non-Trusted logins, simply because the system has not learned yet, that a commonly used
end-user IP address should be treated as Trusted. This is where the Learning Mode feature fits in.
This feature allows the SMS PASSCODE system to put a user into a special state for a temporary
period, during which the system can identify Trusted end-user IP addresses. During this Learning
Period, the system will use the Learning Mode message template of a Passcode Policy instead of
the Trusted and Non-Trusted message templates (cf. section 17.7.1.2, page 188).
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es > Authentication Policies
Edit Authentication Policy: Restricted Access

Basic Settings | Brute-force Attack Protection | IP Settings | Authentication Rules

User Integration Polic

. Trusted
User Group Policies P 3

threshold

Specifies the required trust level of a user IP address before it is treated as a2 "Trusted IP".
Authenficafion Policies

Pazscode Policies Specifies the maximum age of an IP address entry in 2 user's IP history. L.e. any IP address is
60 days remaved fram a user IP history, whenever it has nat been in use for a periad of the specified

duration.

User IP

Dispatch Policies expiration

Taken Palicies Specifies whether "learning mode” is enabled.

"Learning mode" allows users to receive passcode messages with a different content for the first

| Enabled number of successful lagins. This is for example useful to let the system learn trusted IP
addresses before starting to send out passcode messages with content targeted specifically far
trusted and non-trusted IP addresses.

Learning
mode

Learning
mode 15 logins
threshold

. Setting Explanation

(@) Trusted IP Whenever a user performs an authentication from a new end-user IP address,
threshold i.e. an IP address not listed in the user’s IP history yet, the IP address starts
with a Trust Level of zero. By default, the Trust Level increases by 1 on every
successful multi-factor authentication originating from the same end-user IP
address. However, this behavior can be adapted using Authentication Rules,
thereby suppressing the increase of the Trust Level in specific cases, or
alternatively increase the Trust Level by more than 1 in specific cases.

Specifies the number of successful MFA logins that 2 user must have completed, before the
"learning mode" ends.

The setting, Trusted IP threshold, defines the Trust Level an end-user IP
address must obtain at least, before it is treated as a Trusted end-user IP
address.

(b) User IP expiration Whenever a user performs an authentication from a new end-user IP address,
i.e. an IP address not listed in the user’s IP history yet, the IP address is
recorded and added to the user’s IP history, in case authentication succeeds.
The time and date of the last usage of every such recorded end-user IP
address is updated, whenever the user performs another successful
authentication from it. However, if an end-user IP address is not used anymore
for a long time, it is preferable to remove it completely from the user’s IP
history. The setting, User IP expiration, defines for how long an unused end-
user IP address will stay in the user’s IP history, before it is removed from the
history.

(c) Learning mode This setting defines whether Learning Mode should be enabled for the users
assigned to this Authentication Policy. Please note, that this setting can be
overridden individually while maintaining users (cf. section 17.10.1.5, page

245).
(d) Learning mode This setting defines the duration of the Learning Period, measured in number
threshold of successful multi-factor authentications that the user must complete, before

the Learning Mode automatically ends (if Learning Mode was enabled).
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17.8.2.4 Authentication Policy: Authentication Rules

This section describes the Authentication Rules tab, where you can maintain the sequence of
Authentication Rules of an Authentication Policy.

! «

Policies > Authentication Policies

Edit Authentication Policy: Restricted Access

Basic Settings | Brute-force Attack Protection || IP Settings || Authentication Rules |

User Integration Policies
Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using drag'n'drop.

User Group Policies

B Authenfication Poicies @ Add new rule... Show summaries

Passcode Polic

Dispatch Polic

Deny access from unexpected continents
Token Polic

Allowr RADIUS access only from trusted IPs

Simple access from branch office

Default rule

Default Authentication Rule

a. Click the Add new rule... button to add a new Authentication Rule to the sequence.

b. Click the Edit... button to edit the settings of an Authentication Rule.
c. Click the Delete button to remove an Authentication Rule from the sequence.

d. To re-arrange the order of the Authentication Rules: Click the title bar of an Authentication
Rule without releasing the mouse button and drag the Authentication Rule to a new position
in the sequence. Release the mouse button to drop the Authentication Rule in the new
position.

Please note, that you can make any number of changes to the Authentication Rule sequence
without affecting any current behavior. No changes will take effect until you click the Save button.
l.e. as long as the Save button has not been clicked, you can undo all changes by leaving the page
without clicking the Save button. However, when clicking the Save button, all changes are
immediately pushed to all Authentication Backend Services on-the-fly and will take effect
immediately.
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17.8.2.5 Settings of an Authentication Rule

This section describes how to maintain the settings of each individual Authentication Rule in the
Authentication Rule sequence of an Authentication Policy. When creating a new or editing an
existing Authentication Rule, the following dialog appears:

Edit Authentication Rule 1

Basic || Conditions || Result |

Enabled |# Enable rule

Description Allow access under specific circumstances.

The dialog contains three tabs:

e Basic: This tab contains two basic settings for the rule
e Conditions: This tab is used to define under which conditions this rule applies.
e Result: This tab is used to define the outcome of the rule, in case it applies.

The settings of the three tabs are described below.
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Basic:

The Basic tab contains the following two settings:

Edit Authentication Rule 1

Basic || Conditions || Result |

Enabled |#1 Enable rule

o
Description Allow access under specific circumstances. f

. Setting Explanation

(@) Enabled The checkbox Enable rule specifies whether the rule is currently enabled (active)
or not. If the rule is disabled, it will be skipped during evaluation of the
Authentication Rule sequence, i.e. it will then not affect authentication behavior in

any way. This might be useful for temporary de-activation of an Authentication
Rule.

(b) Description A textbox for entering an optional informative text for your own records. You can
use it to describe the purpose of the Authentication Rule.

Conditions:

The Conditions tab groups all the settings defining the conditions when the Authentication Rule
applies to an authentication attempt. By default, all settings are set to “Any”, meaning the
Authentication Rule will apply to all authentication attempts. However, by changing one or more of
the settings, you can customize the Authentication Rule to apply only under specific
circumstances, according to your specific requirements. Please note that when several conditions
are set, all of them must be fulfilled for the rule to apply.
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The table below explains the settings of the Conditions tab in more detail.

Authentication
client IP Edit Authentication Rule 1

Basic | Conditions || Result |

Authentication Client || End-user IP | Countries | Organization {

Specify whether this rule applies to authentications through any authentication clients, or D?
clients having 2 spenﬁ IP address, or an IP address within 2 specific IP address range [wil
e.g. 192,168,112.%), or being of a specific type,

Al_.lthenticatiun pr=s 10.40.0.% :

client IP Specific ¥
.“’J

The Authentication client IP setting allows you to define whether the Authentication
Rule must only apply in case authentication is attempted through an authentication
client with a specific IP address. Wildcards are also allowed, making it possible to
define the restriction on an IP-scope instead of a single IP address.

This condition is useful if you would like to define specific authentication behavior for a
specific subset of your authentication clients (determined by IP address).

Authentication Edit Authentication Rule 1
client type —
Basic | Conditions || Result | )

-

Authentication Client || End-user IP | Countries | Organization ;

Specify whether this rule applies to authentications through any authentication cliants, or only
having = specific IF address, or an IP address within 2 specific IP address range [wildcard cha

192.168.112.%), or being of a specific type. 3

Authentication

client IP Any ¥

¢

Authentication | Specific ¥

client type ¥ AD FS
|| Citrix Web Interface
|| 115 Website (ISAPT)
¥ RADIUS \
|_| Secure Device Provisioning )
|| Windows Logon
|| Password Reset Website

www—-ﬂ—w

The Authentication client type setting allows you to define whether the
Authentication Rule must only apply in case authentication is attempted through an
authentication client of a specific type. Checkboxes allow you to select the allowed
types of authentication clients.

This condition is useful if you would like to define specific authentication behavior for a
specific subset of your authentication clients (determined by type).
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End-user IP

Edit Authentication Rule 1

Basic || Conditions | Result
Authentication Client | End-user IP | Countries | Organization

Specify whether this rule applies to authentications from any arbitrary end-user IP addres
address, or an IP address within a specific IP address range [wildcard characeter *'is alla
an IP address with a specific category (trusted or not). ’

End-user IP Specific ¥ || 10.50.0.%

The End-user IP setting allows you to define whether the Authentication Rule must
only apply in case authentication is attempted from a specific end-user IP address.
Wildcards are also allowed, making it possible to define the restriction on an IP-scope
instead of a single IP address.

This condition is useful if you would like to define specific authentication behavior for a
specific subset of end-user IP addresses, e.g. authentication attempts from the internal
LAN or from connected branch office networks.

Note regarding Secure Device Provisioning (SDP)

In case of SDP, the end-user IP address is the IP address of the ActiveSync device,
not the IP address of the browser logging in to the SDP website. These two IP
addresses can be different, but will often be the same, since the user will most likely
log in to the SDP website from the ActiveSync device itself. If you need to audit the IP
address for the browser accessing the SDP website, then please inspect the Windows
event log “SMS PASSCODE Provisioning” on the relevant Exchange CAS. This event
log contains audit events with all relevant authentication information; including end-
user IP addresses, in case end-user IP collection has been enabled for SDP in the
SMS PASSCODE Configuration Tool on the CAS (cf. section 26.2, page 424).

Note about “unknown end-user IP”

The end-user IP address might not be available during an authentication request.
Either because an authentication client is configured not to collect it or does not
support collecting it. If the end-user IP address is unknown during an authentication
attempt and the End-user IP condition is set, then the Authentication Rule will be
skipped during evaluation of the Authentication Rule sequence, i.e. the Authentication
Rule will NOT apply to the authentication attempt (you can create another
Authentication Rule taking care of the “unknown” end-user IP cases, by setting the
Category of end-user IP condition to “Unknown”, cf. next setting below).
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Edit Authentication Rule 1

Category of
end-user IP

Basic | Conditions || Result |

Authentication Client || End-user IP || Countries | Organization

o o

Specify whether this rule applies to authentications from any arbitrary end-user IP address, or anly from 2 sp
address, or an IP address within a specific IP address range (wildcard characeter ™' is allowed, e.g. 192.168.1
an IP address with a specific category (trusted or not).

End-user IP | any v ||
Category of
end-user IP Any

Any

Trusted
Mon-trusted
Unknown

R e W POt Y S

The Category of end-user IP setting allows you to define whether the Authentication
Rule must only apply in case authentication is attempted from an unknown end-user IP
address, or an end-user IP address that has been identified as Trusted or Non-Trusted,
respectively.

&

This condition is useful if you would like to define specific authentication behavior for
authentications from Trusted or Non-Trusted end-user IP addresses. For example, you
may deny access to specific types of authentication clients from Non-Trusted IP
addresses.

Note about “unknown end-user IP”

The end-user IP address might not be available during an authentication request.
Either because an authentication client is configured not to collect it or does not
support collecting it. If the end-user IP address is unknown during an authentication
attempt and the Category of end-user IP condition is set to Trusted or Non-Trusted,
then the Authentication Rule will be skipped during evaluation of the Authentication
Rule sequence, i.e. the Authentication Rule will NOT apply to the authentication
attempt.
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Edit Authentication Rule 1

Basic | Conditions || Result |

Authentication Client || End-user IP || Countries || Organization

Specify whether this rule applies to authentications from IP addresses located in any country, or anly located in specific
selected countries.

Specific ¥

Selected as filter: Available for selection:
Africa o 5 Asia
B Algeria [ Afghanistan
B8 Angola &= Armenia
25 Ascension Island & Azerbaijan
B Benin # Bahrain
= Botswana [l Bangladesh
[ Burkina Faso _d Bhutan
=4 Burundi E=E British Indian Ocean Territory
Cameroon mx, Brunei Darussalam
== Cape Verde & Cambodia
== Central African Republic China
A rhad I Christrnas Teland

The Countries tab allows you to define whether the Authentication Rule must only
apply in case authentication is attempted from an end-user IP address located in one
or more specific countries or continents. To define the condition, select the required
countries/continents in the Available for selection list and click the Incl. button. This
will move the selected countries/continents to the Selected as filter list. If you want to
remove any countries/continents from the condition again, select the
countries/continents in question in the Selected as filter list, then click the Excl.
button.

This condition is useful if you would like to define specific authentication behavior for
authentications originating from specific countries or continents. E.g. from specific
locations you may either deny access completely, or only allow restricted access to
specific types of authentication clients.

Note about “unknown country of origin”

The country of origin might be unknown during an authentication request. Either
because the end-user IP address is not available, due to the authentication client being
configured not to collect it or not supporting collection of it; or because the end-user IP
address is available, but it is not possible to determine the country of origin from the IP
address; e.g. because the IP address is from a private IP scope. If the country of origin
is unknown during an authentication attempt and the Countries condition is set, then
the Authentication Rule will be skipped during evaluation of the Authentication Rule
sequence, i.e. the Authentication Rule will NOT apply to the authentication attempt.
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Edit Authentication Rule 1

Basic | Conditions || Result |

Authentication Client | End-user IP | Countries || Organization

Organization

Specify whether this rule applies to authentications from IP addresses owned by any nrgaly
organization, or owned by an organization matching a specific expression (regular expres

Specific ¥ || MyCompany

A P bttt A o

The Organization setting allows you to define whether the Authentication Rule must
only apply in case authentication is attempted from an end-user IP owned by a specific
organization. If plain text is entered into the filter textbox, then the Authentication Rule
will apply as long as the organization name contains the text anywhere. E.g. if you
enter the text “mycompany”, then the rule will apply when authentication is attempted
from an end-user IP address owned by for example “MyCompany Ltd.”, “MyCompany
Industries” or “CorporationMyCompany”. However, you can also enter a regular
expression into the filter textbox in case you need to define the matching condition
more exactly. E.g. entering ““MyCompany$” will only match IP addresses owned
specifically by “MyCompany”. Please note, that the evaluation of a match is always
performed using a case-insensitive comparison.

This condition is useful if you would like to define specific authentication behavior for
authentications originating from IP addresses owned by specific organizations.

Note about “unknown organization”

The name of the organization owning the end-user IP address might be unknown
during an authentication request. Either because the end-user IP address is not
available, due to the authentication client being configured not to collect it or not
supporting collection of it; or because the end-user IP address is available, but it is not
possible to determine the organization name from the IP address; e.g. because the IP
address is from a private IP scope. If the organization name is unknown during an
authentication attempt and the Organization condition is set, then the Authentication
Rule will be skipped during evaluation of the Authentication Rule sequence, i.e. the
Authentication Rule will NOT apply to the authentication attempt.
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Result:

All the condition settings described above let you define, when an Authentication Rule applies to
an authentication attempt. As explained previously, the first applying Authentication Rule in the rule
sequence of an Authentication Policy is the rule that is selected for controlling the authentication
behavior of an authentication attempt. The behavior or “outcome” of the selected rule is controlled
by the settings on the Result tab.

Setting Explanation

Access Edit Authentication BN

Basic | Conditions || Result |

Access Allow access, use MFA

Allow access, use MFA
Allow access, bypass MFA
Change of IP Deny access

trust level Determined by IntelliTrust

crement IP trust g

The Access setting defines how an authentication attempt will be handled under the
circumstances defined by the conditions of the rule.
You may choose between the following four options:

e Allow access, use MFA: This is the default behavior. The user can log in, but
must authenticate using strong, secure SMS PASSCODE multi-factor
authentication.

e Allow access, bypass MFA: This option allows the user to log in using
standard “one-factor” authentication, i.e. by only entering user name and
password. Use of this option should be treated with great care, since it lowers
security considerably. However, it might make sense during logins from
trustworthy locations, e.g. logins from the internal LAN.

e Deny access: This option will deny access, i.e. authentication will always fail
immediately, after user name and password has been entered. No passcode
will be sent.

e Determined by IntelliTrust: This option will cause the SMS PASSCODE
backend to forward each authentication request to the IntelliTrust™ cloud
service, thereby allowing authentication to occur according to the behavior
defined there.
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Setting Explanation

When this option is selected, another drop-down list will appear, listing the
Applications of type “Authentication API” that have been created within your
IntelliTrust™ tenant. This allows you to select the Application that determines
the authentication behavior:

Edit Authentication Rule 1
Basic | Conditions | Result

Access |Determined by IntelliTrust ¥ |

using risk-based authentication for
| SMS PASSCODE Auth ¥

As you can optionally create several authentication rules that determine
authentication based on different IntelliTrust™ applications, this gives you the
flexibility of configuring different authentication behavior for different contexts.
Authentication behavior is configured using Applications and Resource rules
in the IntelliTrust™ Administration Portal. For more information on this, please
read section 16.2, page 99.
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Setting Explanation

Change of IP
trust level

Edit Authentication Rule 1

Basic || Conditions || Result |

Access | Allow access, use MFA

trust level

Change of IP On successful authentication increment IP trust level by:

-

4

".\tl-..’

The setting Change of IP trust level lets you define, how much the Trust Level of the
end-user IP address must increase, in case the authentication attempt succeeds.

It is recommended to either use the default setting of 1, or alternatively set it to zero, in
case you have a specific authentication scenario that should not contribute to trusting
IP addresses. For example, you might not want end-user IP addresses in foreign

countries to become trusted ever.
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Setting Explanation

Password reset
flow

Edit Authentication Rule 1

Basic | Conditions || Result |

Access | &llow access, use MFA v |

Change of IP On successful authentication increment IP trust level by:

trust level

Password reset Allow access to the Password Reset Website usina:

flow o ® Strict flow

Username, then Personal Passcode, then OTP.

=l ) Flexible flow

Username, then password or Personal Passcode, then OTP.

_k ' Simple flow (low security)

Username, then OTP.

LR i e . b e

The Password reset flow setting affects the login behavior of the SMS PASSCODE
Password Reset Website. The effective login behavior is determined by a combination
of the Access and the Password reset flow setting. Please read section 23.3.2 (page
343) for more details regarding the possible login flows.

gy A oy g by

The most secure login flow is achieved by selecting Allow access, use MFA for the
setting Access, and selecting Strict flow for the setting Password reset flow.

However, by creating several authentication rules with different Password reset flow
values depending on different login conditions (login context), you are able to create an
adaptive login behavior, making the login less secure, but more convenient from
trusted login contexts.
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Setting Explanation

Dispatch
Policy

&

Passcode
Policy

Edit Authentication Rule 1

Basic | Conditions || Result |

Access Allow access, use MFA r

Change of IP On successful authentication increment IP trust level by:
trust level 1

Password reset Allow access to the Password Reset Website using:
flow ® Strict flow

-

Username, then Personal Passcode, then OTP. '

Flexible flow

Username, then password or Personal Passcode, then OTP. -

Simple flow (low security) *

Username, then OTP. »
+
3

A ; #® Standard (determined by the actual user)
Dispatch Policy

/‘ Override - always use: | Default Dispatch Policy ¥

A #® Standard (determined by the actual user)
Passcode Policy

/‘ Override - always use: | Default Passcode Policy ¥

R ™ P S

These settings only apply, when Access is set to Allow access, use MFA. By default,
the Dispatch Policy and Passcode Policy used during an authentication attempt are
determined statically by the configuration of the actual user — either by inheriting the
policies from the User Group Policy, or by specific policy overrides on the user itself (cf.
section 17.2.1, page 105). However, when an Authentication Rule applies to a specific
authentication attempt, you may optionally introduce a dynamic override of those
policies, which takes highest precedence. This means, you may introduce context
aware switching to a Dispatch Policy and/or Passcode Policy that makes more sense
in the specific context; also called adaptive contextual message dispatching. For
example, switching to a Dispatch Policy that prefers voice calls before SMS, when
logging in from specific countries, or switching to a Dispatch Policy that calls a landline
phone number in a branch office (as the secondary phone number), when logging in
from the branch office.

To introduce a dynamic policy override, i.e. perform adaptive contextual message
dispatching, select the corresponding Override radio button, then select the policy of
choice from the drop-down list.
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17.8.2.6 Authentication Rule Summaries

When maintaining a sequence of Authentication Rules, by default, the Authentication Rules tab
will only display the Description of each rule:

Y

es > Authentication Policies

Edit Authentication Policy: Restricted Access

Basic Settings | Brute-force Attack Protection | IP Settings || Authentication Rules | p—

User Integration Policies
Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using drag'n'drop.

User Group Policies
- Cancel
Authentication Policies () T E——— Show summaries

r—— [ Rule 1
Dispaich Policies
Deny access from unexpected continents Edit... Delete

Allow RADIUS access only from trusted IPs Edit... Delete

simple access from branch office Edit... Delete

Default rule
Default Authentication Rule View... Delete

Bl e A A P T L SRV SN

Token Policies

However, you may select the Show summaries checkbox to get a short summary of each
Authentication Rule:

Policies > Authentication Policies /

Edit Authentication Policy: Restricted Access

S,

Basic Settings | Brute-force Attack Protection | IP Settings || Authentication Rules | /

User Integration Policies

User Group Policies Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using dra drop.

Authenfication Policies () Add new rale #| Show summaries

Passcode Policies

Dispaich Poicies Deny access from unexpected continents

Token Policies If the following condition is met...

+ authentication requested from an end-user IP address located in any country of Africa, -
any country of Antarctica, any country of Asia or any country of Oceania | Edit... || Delete |
Then...

+ deny access
Else skip to the next rule.

Allow RADIUS access only from trusted IPs

‘ﬁ
}
If the following conditions are all met...
» authentication requested through any authentication client of the type 'RADIUS' -
¢+ authentication requested frem a Mon-trusted end-user IP address | Edit... Delete
Then...

+ deny access

Else =kip to the next rule.

Rule 3

Simple access from branch office
If the following condition is met...

» authentication requested from an end-user IP address in the scope 10.40.%

Then... | Edit... Delete |

+ allow simple access, skip multi-factor authentication il

+ do not change the IP Trust level

o allow access to the Password Reset Website using Username, then Personal Passcode.
Else skip to the next rule.

Default rule
Default Authentication Rule

G B i PN gl B o P et 1 - A
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17.8.3 Authentication Policy Examples
This section shows different examples on how Authentication Policies can be applied usefully.

Example 1 (Limit access from specific countries):

An enterprise is located in Germany and its employees usually perform logins from Germany only.
Any login from Germany should have full access to all authentication clients. Logins from other
countries of Europe should have access to all clients, except RADIUS. Logins from outside Europe
must not have any access at all. To achieve this, you need to create an Authentication Policy with
the following four Authentication Rules (the last one being the built-in default Authentication Rule):

Authentication | Configuration

Rule

#1 The first rule will allow access to everything, but from Germany only. Hence,
the Countries condition is set to Germany, and Access is set to Allow
access, use MFA:

Edit Authentication Rule 1 1
Basic | Conditions || Result |

Authentication Client | End-user IP || Countries® || Organization

Specify whether this rule applies to authentications from IP addresses lacated in any country, or only located in specific
selected countries.

Selected as filter: Available for selection:
|| Europe || Africa -
(] Germany [ @B Algeria |:|
B3 Angola
ZI2 Ascension Island
B Enin

= Botswana
B Burkina Faso
|4 Burundi

[E Cameroon
== Cape Verde

et ! 2 e WWM:—

Edit Authentication Rule 1

| Basic | Conditions || Result |

*
-
-
Access | Allow access, use MFA v | 3

On successful authentication increment 1P trust level by:
Change of IP
trust level
NP ok SVt Y
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Authentication | Configuration

Rule

#2 The second rule will allow access to all clients, except RADIUS Protection,
but only from countries within Europe. Hence the Authentication client type
filter is set to all clients except RADIUS Protection, the Countries condition is
set to all countries of Europe, and Access is set to Allow access, use MFA:

Edit Authentication Rule 2
Basic | Conditions | Result |

Authentication Client " End-user IP | Countries || Organization |

iy,

Specify whether this rule applies to authentications throwgh any authentication
having = specific IF address, or an IP address within a specific IP address range
192.168.112.%), or being of a specific type.

Authentication 5 v I
client IP n
Authentication
client type [ AD F5S

[ Citrix Web Interface

[#] 115 wWebsite (ISAPI)

[ raDIUS

[#| Secure Device Provisioning
[#| Windows Logon

[#| Password Reset Website

et Y T o w SRS ST Sy

N

Edit Authentication Rule 2 1
Basic | Conditions || Result |
Authentication Client* | End-user IP || Countries® || Organization
Specify whether this rule applies to authentications from IP addresses located in any country, or only located in specific
selected countries.
Selected as filter: Available for selection:
[ | Europe - || Africa -
O [ Albania O B Algeria N
[ [l andorra | Elangola
] == austria ] E2 ascension Island
[ g Belarus [ B Benin
[ §0eelgium [| == Botswana
Bt L P e e el T Y e o
Edit Authentication Rule 2
Basic | Conditions || Result | '
Access | Allow access, use MFA v |

Change of IP 0On successful authentication increment IP trust level by: "
trust level 1

R Ny re Y ) PR
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Authentication | Configuration
Rule

Deny access in all other cases. |.e. create a rule without any conditions set,
that has Access set to Deny access:

Edit Authentication Rule 3

Basic || Conditions || Result |

Access |Derw ACCess v | 3

Change of TP 0n successful authentication increment IP trust level by:

trust level

WS B A ol P e ol N Il i o

Example 2 (Skip MFA for internal access to OWA):

An enterprise has an Outlook Web Access (OWA) site that is protected using SMS PASSCODE IIS
Website Protection and hosted on a specific server with the IP address 10.6.0.40. Any access to
the OWA site from within the same network scope should be allowed without requiring SMS
PASSCODE multi-factor authentication (MFA). However, any external access to the OWA site
should still require MFA. To achieve this, you need to create an Authentication Policy with two
Authentication Rules (the last one being the built-in default Authentication Rule):
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Authentication | Configuration

Rule

#1 The first rule will allow access without MFA, but only regarding access to the
SMS PASSCODE IIS Website Protection component on the specific OWA
server, and only regarding authentication requests coming from the same
network scope. Hence, the Authentication client IP and Authentication
client type conditions are set, and the End-user IP condition is set, and
Access is set to Allow access, bypass MFA:

Edit Authentication Rule 1
Basic | Conditions | Result |

Authentication Client || End-user IP || Countries || Organization |

Specify whether this rule applies to authentications through any authentication cli
hawing = specific IF address, or an IF address within 2 specific IP address range [w
192.168.112.%), or being of a specific type.

—aing ma gy

Authentication ’—l
s Specific ¥ || 10.6.0.40 |

Authentication

client type =

|| Citrix Web Interface

| 115 Website (ISAPI)

ODo0O0OO0O=Ol

=
]
=
=
W

|| Secure Device Provisioning

T g P4 4 e

3
=N
=]
F
W
-
=]
1]
o
]

|| Password Reset Website

%

Edit Authentication Rule 1
Basic | Conditions || Result | :

Authentication Client* || End-user IP* || Countries || Organization i

Specify whether this rule applies to authentications from any arbitrary end-user IP address, o
address, or an IP address within a specific IP address range (wildcard characeter *'is allow
an IP address with a specific category (trusted or not).

-

End-user IP Specific ¥ | 10.6.0.*

Category of
end-user IP Any h
L amigtel™ A e ot

Edit Authentication Rule 1

Basic | Conditions || Result |

Access |P.Ilow access, bypass MFA ¥ | }
Change of IP On successful authentication increment IP trust level by:
trust level

St Bl A o B it

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 221 OF 441

Example 3 (Hybrid Setup):
An enterprise wants to utilize a Hybrid Setup, where IntelliTrust™ authentication is used for AD FS
and RADIUS clients, whereas traditional SMS PASSCODE authentications is used for all other

clients. To achieve this, you need to create an Authentication Policy with two Authentication Rules
(the last one being the built-in default Authentication Rule):

Authentication | Configuration

Rule

#1 The first rule is set to utilize IntelliTrust™ authentication for clients of type AD
FS and RADIUS only:

Edit Authentication Rule 1
Basic || Conditions | Result|

Authentication Client || End-user IP | Countries | Organization |

g W

Specify whether this rule applies to authentications through any authentication cli
having a specific IP address, or an IP address within a specific IP address range (w,
192.168.112.%), or being of a specific type.

L W

Authentication
client IP any v

Authentication

client type ¥ AD FS

|| Citrix Web Interface

|| 115 Website (ISAFI)

|+ RADIUS

|| Secure Device Provisioning
|| Windows Logon

|| Password Reset Website

Pl gt Jage . G gl o nk

Edit Authentication Rule 1
| Basic | Conditions || Result

4
+

Pl YRL

Access |Deterrr1ined by IntelliTrust ¥ |

using risk-based authentication for

P A SUSGIIREAE . A

17.9 Token Policies

While it is recommended to use session-specific, real-time authentication, some organizations
nevertheless request support for token authentication as well. SMS PASSCODE supports side-by-
side authentication using tokens, and even allows very flexible configuration of the actual types of
tokens used by your organization; supporting both hardware and software tokens. If you do not
plan to make use of tokens for authentication, then you may disregard this section.

Token Policies are used in SMS PASSCODE to specify the actual types of tokens used in your
organization.
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SMS PASSCODE supports the following types of tokens:

o All OATH compliant tokens, including time-based (TOTP) and event-based (HOTP) tokens
o Proprietary USB Keys from Yubico (YubiKeys)

You can use any kind of OATH compliant token, including hardware and software tokens, since
Token Policies let you specify the relevant token characteristics.

Token Policies also support import of token seed files, which are typically used in case of
hardware tokens to import mappings from token serial numbers to token seeds.

Each user is assigned to exactly one Token Policy, which defines the characteristics of the token
assigned to the user. If you allow different user groups to use tokens with different characteristics,
then just create several Token Policies and assign them as needed. Typically, you will assign the
different user groups to dedicated User Group Policies that assign the right Token Policy.
Alternatively, you can permit users to choose the appropriate Token Policy by themselves using
the SMS PASSCODE Self-Service Website (cf. section 17.6.1.2, page 163).

Token Policies are maintained on the Token Policies page. The first time you enter this page, it
will look like this:

Policies > Token Policies / hm

Maintain Token Policies

Add new Token Policy...

| Select columns || Set filter |

User Integration Policies

User Group Policies

— rekomtpe | pemmcotsingr |||

Passcode Policies Default Token Policy USE Key Hardware Token Edit... Delete

Default Token Policy

Dispaich Polic

w’—‘J”MMW

Initially, the SMS PASSCODE database will only contain a single Token Policy called Default
Token Policy. This policy cannot be deleted and will always be assigned to users that are not
assigned to any other Token Policy. You can edit the Default Token Policy, and you can add any
number of additional Token Policies. It is recommended to create additional Token Policies in the
following two cases:

e Your organization is using several types of tokens with different characteristics. In this case,
create a Token Policy per token type.

e Your organization is only using one type of tokens, but you need to import one or more
token seed files for these tokens. In this case, you need to create an additional Token
Policy, since the Default Token Policy does not support import of token seed files.

In all other cases, it is recommended not to create any additional Token Policies, but instead just
edit the Default Token Policy and configure it according to your requirements.
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To maintain Token Policies, proceed as follows:

a. To add a new Token Policy, click the Add new Token Policy... button.
b. To edit a Token Policy, click the Edit... button on the policy.
c. To delete a Token Policy, click the Delete button on the policy.

Policies > Token Policies I

Maintain Token Policies

Add new Token Policy...

| Select columns || Set filter

User Integration Policies

User Group Policies

Authentication Policies Description Token Token type Passcode
mode length

Passcode Policies

Default Token Policy Default Token Policy USB Key ?::ih:are
Dispaich Policies

Google Authenticator Policy for using Google Authenticator OATH / Software E

B Token Policies [+] (HOTP) (event-based) HOTP Token z
Google Authenticator Policy for using Google Authenticator OATH / Software -

(TOTR) (time-based) TOTP Token &
. . . . OATH / Software -

MS Authenticator Policy for using MS Authenticator ToTP Token 6 B

el G et ol sl ol (AR 0 B
17.9.1 Creating a new Token Policy

When creating a new Token Policy, you have to make an important decision, how to maintain the
token IDs (also called “token seeds”) of the tokens that will be assigned to users referring to this
Token Policy:

Create new Token Policy

How would you like to maintain the token 1Ds of the users assigned to
the new Token Policy?

@  Manual entry
Select this option to enable manual entry of token 1Ds. Typically
used for software tokens.

Import from token seed file(s)

Select this item to import token IDs from token seed files containing
mappings from public token serial numbers to secret token [Ds.
Typically used for hardware tokens.
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The two options work as follows:

e Manual entry: This option means that token IDs have to be entered directly, when
assigning a token to a user. This can be handled in two ways:
o Administrator provisioning: An administrator can enter the token ID directly on the
user maintenance page, when provisioning the token for the user.
o Self-provisioning: The end-user can enter the token ID in the SMS PASSCODE
Self-Service Website, if allowed to.

Manual entry is the most common choice for software tokens, where the token ID is not
pre-loaded into the tokens by the token manufacturer but can be chosen as desired.

Token sharing is not supported with this option. I.e. even if you enter the same token ID for
two users, this will be treated as two independent tokens.

¢ Import from token seed file(s): This option means that token IDs are determined
indirectly. In this case, you will need to import so-called token seed files. Such a file defines
the mappings from public token serial numbers to private token IDs. After having imported
one or more relevant token seed files, token assignment can be handled in two ways:
o Administrator provisioning: An administrator can enter the token serial number
directly on the user maintenance page, when provisioning the token for the user.
o Self-provisioning: The end-user can enter the token serial number in the SMS
PASSCODE Self-Service Website, if allowed to.

In either case, the entered token serial number is used by the SMS PASSCODE system to
determine the token ID via the imported token seed file mappings.

Token sharing is supported with this option. I.e. it is allowed to assign the same token serial
number to several users, who can then share the corresponding token.

Import of token seed files is typically used for hardware tokens, where token IDs are pre-
loaded into the tokens by the token manufacturer, and the manufacturer provides a
corresponding token seed file, when delivering the tokens. The token serial numbers are
typically printed directly on each token.
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The subsections below explain the different settings of a Token Policy in detail. First section 17.9.2
describes the settings available in Manual entry mode, whereas section 17.9.3 describes the
settings available in Import from token seed file(s) mode.

17.9.2 Settings of a Token Policy in Manual Entry Mode

When maintaining a Token Policy in Manual entry mode, the following page is shown:

Policies > Token Policies

Create a new Token Policy

. MyManualEntryPolicy

Authentication Polic
Passcode Policies Description .

Dispatch Policies
Token mode . USE Key v
[®] Token Poicies [+ ]

Setti
ettings S—

User Integration Policies

User Group Poiicies Name

Cancel

A s B it | N s . gt Pl sl A ) P ol

The different settings are described in detail below. When making changes to a Token Policy
please remember to click the Save button to store the changes permanently.

. Setting Explanation

(@) Name The name used to identify the Token Policy.
Giving the Token Policy a unique name is mandatory.

Note: If you are planning to permit end-users to select Token Policies in
the SMS PASSCODE Self-Service Website, then it is recommended to
give the Token Policies descriptive names, since end-users will have to
select the policies by name.

(b) Description Optional description of the Token Policy, for your own records. Here you
can describe the purpose of the policy in more detail.

(c) Token Mode This setting is used to specify the general type of the token. The following
types are supported:

e USB Key:
Proprietary “YubiKey” token.

Note: As mentioned in section 17.3.2 (page 110), you need to sign
up for a 3 party web service in order to validate logins using this
type of token.

e OATH/HOTP:
Event-driven OATH compliant token.

e OATH/TOTP:
Time-driven OATH compliant token.
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When Token Mode USB Key is selected, no additional settings are required. For the OATH Token
modes, more settings will be shown that allow configuration of the specific OATH tokens in
guestion:

Policies > Token Policies / ﬂ‘

Create a new Token Policy

Settings || Imported tokens |

Name MyManualEntryPolicy
Description

Token mode OATH / HOTP ¥

Token type Hardware Token ¥ .

Passcode

v
length 6 .

Hash function HM&C-SHA-1

Token ID

L
encoding HEX (Base16) .

il . Mm#‘-—-no-—&#*mj
Token Policy settings available with Token Mode = OATH / HOTP

e LY, W & W Y

Policies > Token Policies / q‘

Create a new Token Policy

Settings || Imported tokens |

Name MyManualEntryPolicy

Description

Token mode OATH/ TOTP ¥

Token type Hardware Token ¥ .
Passcode g v .
length

Hash function HMAC-SHA-1 r .

Es T TR VEWE S TN TP

Time step 30 | second(s) .
Token ID HEX (Baself) ¥ .
encoding

e Al T e T w—1
Token Policy settings available with Token Mode = OATH / TOTP
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- Setting Explanation

Token type Use this setting to specify the type of token, i.e. whether it is a hardware token or

(d)

(e)

Passcode
length

software token. The difference between these types of tokens is the way token IDs
are assigned.

For hardware tokens, the vendor has pre-loaded a unique token ID into each token.
When assigning a specific token to a user, the administrator or user must ensure that
the correct pre-loaded token ID is entered and assigned to the user.

For software tokens, no token ID has been pre-loaded. The administrator or user may
enter any token ID of own choice. In this case, SMS PASSCODE provides a
Generate button, which can be used optionally for generating a random token ID.

When setting the token type to “Software Token”, an additional option Show QR
code for generated token IDs appears:

PR o e 7

Token type Software Token ¥ | [# Show QR code for generated token IDs
L i -W

Select this option, in case you would like generated token IDs to be presented as QR
codes. This applies not only to the Web Administration Interface, but also to the SMS
PASSCODE Self-Service Website. l.e. in case a user has been allowed to set a
token ID in the Self-Service Website, then the user might generate a token ID himself
and scan the resulting QR code. This provides a convenient way for self-enrollment
of software tokens.

QR codes are supported by many popular software tokens. The QR code will contain
the generated token ID, and additionally other relevant parameters corresponding to
the user’s Token Policy. The following attributes are provided by the QR code:
Token ID

Passcode length

Hash function

Time step

Use this setting to specify the number of digits in the passcodes generated by the
OATH token. A length of 6 digits is most common, but SMS PASSCODE also
supports tokens with 7 or 8 digits.
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- Setting Explanation

(f) Hash This setting is for time-based (TOTP) OATH tokens only.
function

According to the OATH standard, TOTP tokens are allowed to use the HMAC-SHA-1,
HMAC-SHA-256 or HMAC-SHA-512 function for passcode generation. Use this
setting to specify the function used by your specific tokens, according to the token
manufacturer’s specification. If in doubt, please try the different settings by trial-and-
error, until authentication succeeds.

HMAC-SHA-1 is the most common choice.

() Timestep  This setting is for time-based (TOTP) OATH tokens only.

Use this setting to specify the validity period of each generated passcode. Please
refer to the specification of your tokens to select the correct duration.

Most commonly, TOTP tokens generate a new passcode every 30 or 60 seconds.

(h) Token ID Use this setting to specify the format of the token IDs, when they are entered either
encoding into the Web Administration Interface (by administrators or via user synchronization
from a user store) or into the Self-Service Website (by end-users).
If in doubt about the token ID format, here are some hints:

e HEX (Basel6) IDs may contain digits 0-9 and letters A-F (case insensitive).

e Base32 IDs may contain digits 2-7, letters A-Z (case insensitive) and the
character “=” for padding.

e Base64 IDs may contain digits 0-9, letters A-Z and a-z (case sensitive),
characters “/” and “+”, and the character “=” for padding.

If still in doubt, please try the different settings by trial-and-error, until authentication
succeeds. For software tokens, Base32 is the most common setting.
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17.9.3 Settings of a Token Policy in Token Seed File Import Mode

When maintaining a Token Policy in Import from token seed file(s) mode, the following page is
shown:

s > Token Policies
Edit Token Policy: My TokenSeedFilePolicy

Settings | Imported tokens

User Integration Policies Save
User Group Palicies Name MyTokenSeedFilePolicy
- ) Cancel
Authentication Policies
Passcode Poiicies Description P Import tokens from

file...
Dispaich Policies

Token mode OATH/TOTP ¥
[®] Token Poicies [+ ]

Passcode v

length

Hash function HMAC-SHA-1 r

Time step 30 | second(s)

b s o g . e el T et i o v d i et

The settings available are the same as in Manual entry mode (cf. section 17.9.2 above), except
the following minor differences:

e Token mode:
o Only OATH compliant tokens are supported in this mode. USB Keys (“YubiKeys”)
are not supported.
e Token type:
o This setting is not available in this mode, since it is not relevant.
e Token ID encoding:
o This setting is not available in this mode, since the encoding is chosen during import
of token seed files.

The following additional features are available in Import from token seed file(s) mode:

Policies > Token Policies / “ m

Edit Token Policy: MyTokenSeedFilePolicy

Settings | Imported tokens

User Integration Policies
User Group Policies MName MyTokenSeedFilePolicy

- ) Cancel
Authentication Policies
Description . .}mport tokens from
ile...

Token mode OATH/ TOTP T

Passcode Policies
Dispaich Policies
[®] Token Poicies [+ ]

Passcode 5 v

length
Hash function HMAC-SHA-1 r
Time step 30 | second(s)

P W S LT N Y Y Yl i’ gl L
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(@) Import tokens from file...  Click this link to import a token seed file and store the imported
mappings as part of this Token Policy.

(b) Imported tokens Click this tab to inspect and maintain previously imported token seed
mappings. For example, you can inspect current token assignments
or remove previously imported token mappings.

The following two subsections describe these features in more detail.

17.9.3.1 Importing Token Seed files
To import a new token seed file into a Token Policy, proceed as follows:

¢ BEFORE importing a token seed file, please ensure that all settings of the Token Policy
comply with the tokens that you are going to import. If you are going to import several token
seed files for tokens with different characteristics, then you must create several Token
Policies, each one having settings matching the corresponding tokens.

e To start an import, click the Import tokens from file... link:

Policies > Token Policies i h”

Edit Token Policy: My TokenSeedFilePolicy

Settings || Imported tokens |

User Group Poiicies Name MyTokenSeedFilePolicy
Authentication Policies

Passcode Poiicies Description P Import tokens from

file...
Dispaich Policies
Token mode OATH/TOTP ¥
[®] Token Poicies [+ ]

Passcode

wwcﬂ- F ey il W g |

User Integration Policies

e A dialog appears. Select the appropriate format of the token seed file that you going to
import, then click the Continue... button:

Import Tokens From File...

Choose the file format used to store the token
seeds.

Token seed file format:

CSV - Comma Separated Values \

L

Continue... || Cancel
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CSV file format:
When importing a token seed file in CSV format, please note the following requirements:
o Every line must describe the token seed mapping for exactly one token.
o Every line must contain exactly two fields containing “Token S/N” and “Token ID”, in
this order. Comma (“,”) or semi-colon (“;”) are allowed as field delimiters.
o No field headers are expected, i.e. the first line contains the mapping of the first

token.

PSKC file Format:
When importing a token seed file in PSKC format, please note the following requirements:
o Both encrypted and non-encrypted PSKC files are supported
o A PSKC file might in rare cases contain tokens with different characteristics, e.g.
tokens with different time step sizes. The import routine will automatically detect the
characteristics of the tokens in the PSKC file and only import the tokens with
characteristics matching the settings of the Token Policy (the remaining ones are
skipped). To import all tokens from a PSKC file containing tokens with different
characteristics, create several, matching Token Policies, then import the same file
into each such Token Policy. This will result in a correct distribution of the tokens
into the matching Token Policies.

e A dialog appears for selecting the token seed file to import.

CSV file format:
In case of a CSV file, you need to specify the path of the file, and select the correct
encoding of the token IDs:

Import Tokens From File...

Specify the CSV file to import token seeds from.

File to import:
Choose file | Mo file chosen

The CSV file must not contain any header row, and
must contain exactly two entries per row: Token
S/N and Token 10. Allowed separators: "' and %'

Token ID encoding:
HEX (Basels) T

| Impori Qi Cancel |

To import the file, click the Import button.
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PSKC file Format:

In case of a PSKC file, you need to specify the path of the file. Additionally, you may specify
the path of the file containing the encryption keys (“key file”). However, this is only required,
when the token IDs in the PSKC file have been encrypted — otherwise, just leave the path
of the key file empty:

Import Tokens From File...

Specify the PSKC file to import token seeds from.

PSKC file to upload:

Choose file | Mo file chosen

Specify the encryption key file to use for decryption
of token seeds (only required for encrypted PSKC
files).

Key file to upload:

Choose file | Mo file chosen

Supported encryption algorithms are AES and
TripleDES.

| Continue... || Cancel

When you are ready to import the file, click the Continue... button. A message will appear,
informing about the number of tokens in the file, and informing about the number of tokens
being imported (with characteristics matching the Token Policy) and being skipped (with
characteristics not matching the Token Policy).

The next section describes how to inspect or maintain the imported tokens.
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17.9.3.2 Maintaining Imported Tokens

The Imported tokens tab on a Token Policy in Import token seed file(s) mode lists all
information regarding the token seed files imported into this Token Policy so far:

y

es > Token Policies
Edit Token Policy: My TokenSeedFilePolicy

Setti I rted tok
ettings || Imported tokens S—

User Integration Policies

User GrowPoices  [I_________| Total | Inuse | Available
Cancel
Autheniication Pobcics Imported tokens 4000 1] 4000

Passcode Poiicies Import tokens from

|__Select columns | | Set filter || Clear filter file...
Dispatch Poiicies Page size: | 500 ¥
Delete selected
[®) Token Poicies 0o

3456

Bl e =N ==
numbe filename user count users
1234567890123 9/2/2015 3:00:36 PM Tokens.csv
1234567890124 9/2/2015 3:00:36 PM Tokens.csv o
1234567890125 9/2/2015 3:00:36 PM Tokens.csv o
1234567890126 9/2/2015 3:00:36 PM Tokens.csv

wsgmz? . 9{2"2‘& 3:00:38 PN 'TDI-.<ens ﬁ & r—s v
The topmost table shows overall statistics for the imported tokens:

e Total: Total number of tokens imported

¢ In use: Number of imported tokens that have been assigned to at least one user (token
sharing is supported, i.e. a token is allowed to be assigned to one or more users).

o Available: Number of imported tokens that have not been assigned to any user yet.

The table at the bottom lists the specific data for each imported token. By inspecting this data, you
can for example get answers to the following questions:

¢ When was the token imported? (“Import date time”)

e What was the name of the file from which the token was imported? (“Import filename”)
¢ How many users have been assigned to this token? (“Assigned user count”)

¢ Which users have been assigned to this token? (“Assigned users”)

The Set filter button allows you to filter the list of tokens, e.g. to find a specific token S/N, to list all
tokens imported from a specific file, or to display available tokens only.
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If you want to delete any earlier imported tokens, e.g. because a token has been lost or damaged,
please proceed as follows:

Policies > Token Policies g‘
Edit Token Policy: My TokenSeedFilePolicy

Settings | Imported tokens

Imported tokens 4000 4000

User Integrafion Policies
User Group Policies
Authenfication Policies

Passcode Polic

Select columns | | Set filter | ] Clear filter

Dizpatch Policies Page size: | 500 T

Delete selected 2 tokens selected.

[B] Token Poicies
234567

Token serial Import date time Import Assigned Assigned
number filename user count USEers

EL Ve WV W W T W W R Y

1234567890123 9/2/2015 3:00:36 PM Tokens.csv
Ld 1234567890124 9/2/2015 3:00:36 PM Tokens.csv 0
1234567890125 9/2/2015 3:00:36 PM Tokens.csv o]
1234567890126 9/2/2015 3:00:36 PM Tokens.csv o
L4 1234567890127 9/2/2015 3:00:36 PM Tokens.csv 0
1234567890128 9/2/2015 3:00:36 PM Tokens.csv 0
1234567890129 9/2/2015 3:00:36 PM Tokens.csv 0

B0 e 20N W@#H&J

a. Select the checkboxes to the left of the tokens to delete (select the checkbox in the header
row to select all visible tokens at once).
b. Then click the Delete selected button.

Please note, that deletions are not committed, until you click the Save button on the Token Policy.

17.10 Users

The Maintain users page is used for maintaining SMS PASSCODE users. Only users in the SMS
PASSCODE database will be granted access by SMS PASSCODE.

Users can be maintained in two different ways — manually or using User Integration Policies (i.e.
User store integration).

You can use both ways at the same time. l.e. you can decide to maintain some users manually,
while other users are imported automatically using User Integration Policies (cf. section 17.5, page
126).

User store integration is disabled by default. You can enable it on the General Settings page (cf.
section 17.3.1, page 109).
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When entering the Maintain users page, the appearance will depend on whether User store
integration is enabled or not. In case User store integration is disabled, the page will look similar
to this:

Users > Maintain Users ﬁ‘m

Maintain Users

s Maintain Users (]
Import Users il

Select columns | Set filter Quick filter:

EEIEEIRER Display Logln Logln Phone number Locked

User Group Poiicies name Primary out allnmtmn
status

Authenfication Policies Al CAL types

Passcode Policies Alex mycompanyalex alex@mycompany.com IS +47 30405060 & Mo ®  Success Test.. Edit.. Delete
Dispatch Policies Jane mycompany'jane jane@mycompany.com ES +1 200 300 400 & No ® Success Test... || Edit... || Delete

Token Poiicies John mycompany'john john@mycompany.com D +45 10203041 ® No ® Success Test... Ediﬁ/ Delete

S s bt P ettt o s . G P i - “Stgl—

a. Click the Add new user... button to create a new user manually.

b. Click the Test... button to send a test message to a specific user. This is useful for testing,
whether the correct phone number or email address has been assigned to the user, or to
test whether message transmission works in general.

c. Click the Edit... button to edit an existing user.

d. Click the Delete button to delete an existing user.
Note: The Delete button is disabled for users imported by a User Integration Policy
because such users are maintained via the source user store of the UIP.

If User store integration is enabled, the Maintain users page will additionally show user
synchronization information at the top of the page:

| oasecode Users > Maintain users RN

Maintain Users

g Maintain Users ()]

User store integration Collapse

Import Users
Last refresh attempt ® Successful .—“M/
N . « Server: vmdc
Last successful refresh * Tlme.rg.-"2l.-"201.5 3:24:30 PM s Users found: 1000 User sync. report
« Duration: 0,4s .
+ Users imported: 1000

Add new user...
A bl ol oA e g A B Py o s il s

a. Click the Sync now button to trigger a new user synchronization immediately

b. Click the User sync. report button to get a detailed report about the last successful
synchronization. For example, use this report to inspect which users were skipped and why
they were skipped.

Please note, that you can also bulk import users from a comma-separated file (cf. section 17.11,
page 253).

The following subsections describe in detail the settings that can be maintained while creating a
new user or editing an existing user.
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17.10.1 Settings of a User

When creating a new user or maintaining an existing user, a tab control is shown for configuring
the different settings of the user. The settings are divided into 6 tabs:

a. Basic Settings
The main settings of the user, for example username(s) and (mobile) phone number.

b. User Group Policy Settings
The User Group Policy (UGP) assigned to the user, and all the settings inherited from this
UGP. On this tab, you can inspect the inherited settings and override them if needed.

c. Self-service Website Settings
The Self-service Website settings inherited from the assigned UGP, i.e. permissions for the
Self-service Website. On this tab, you can inspect the inherited settings and override them
if needed.

d. Notifications
Information about when different types of notifications have been sent to the user.

e. Authentication Policy Settings
Settings inherited from the Authentication Policy assigned to the user. On this tab, you can
inspect and control the current state of Learning Mode for the user.

f. License
Displays the license settings inherited from the assigned UGP, and the current license
allocation status. Optionally, you may override the inherited license settings on this tab.

Users > Maintain Users

Edit user: Jane [mycompany\jane]

Basic Settings_| User Group Policy Settings | Self-service Website Settings || Notifications || Authentication Policy Settings | License

Import Users ,
Data source lanually created
Display name ]

The different settings are described in detail in the following subsections. When making changes to
a user please remember to click the Save button to store the changes permanently.
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17.10.1.1 User: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a user.
Please note, that most entries are optional. However, it is mandatory to enter at least one login
name (in either SAM or UPN format) that uniguely identifies the user.

[ pasecoeusers > wesnain s

Edit user: Jane [mycompanyljane]

S Maintain Users 0

Basic Settings || User Group Policy Settings | Self-service Website Settings | Motifications | Authentication Policy Ss

Import Users

Data source Manually created

IntelliTrust & Sync success (08-08-201% 15:02:43)

Display name Jang
Login (SAM) mycompany'jane

Login (UPN) jane@mycompany.com

Phone number [ 505 300 400
Primary

Phone number +1 200 500 500
Secondary

Email jane@mycompany.com

Token ID Set to: Generate

Set to:
PIN
Mate: When 2 PIN cede is set, the user must enter this PIN in front of every passcods o suthenticats.

Locked out

P T T T WP R ST L R Y N e T T

Date/Time

L Enable restrictions
restrictions

P N S W= S r——

. Setting Explanation

(@) Data Specifies from where the user originates, i.e. whether the user has been created
Source manually, or imported by a User Integration Policy.

Shows the current state of synchronizing the user to IntelliTrust™. Possible states are:
e Pending: Means that no attempt has been made yet to synchronize the user.
e Success: Means that the user data has been synchronized successfully.
e Failure: Means that synchronizing the user failed. An error message will
describe the reason for the failure.

(c) Display Optional, descriptive name of the user — to be used for searching and filtering.
Name
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. Setting Explanation

(d)

(e)

(f)

(9)

(h)
(i)

Login
(SAM)

Login
(UPN)

Phone

number
(primary)

Phone
number
(secondary)

Email

Token ID

Login name of the user in SAM account format.

When using a single domain for authentication, you can just enter the login name
without any domain name prefix. However, if you are planning to create users from
different domains, you should always enter the user name in the format
domain\username to avoid name conflicts in case some users from different domains
have identical user names.

Login name of the user in UPN format (user@domain).

(Primary) phone number to be used for receiving passcode messages or notifications.

You may explicitly enter an international phone number prefix (e.g. +44). If no prefix is
entered, then the default prefix is assumed. The default prefix is configured on the
General Settings page (cf. section 17.3.1, page 109).

Secondary phone number to be used for receiving passcode messages or naotifications
in failover scenarios. Used by Dispatch Policies (cf. section 17.18, page 271).

You may explicitly enter an international phone number prefix (e.g. +44). If no prefix is
entered, then the default prefix is assumed. The default prefix is configured on the
General Settings page (cf. section 17.3.1, page 109).

Email address to be used for receiving passcode messages or notifications (by email).

The unique ID that identifies the token assigned to the user. Entering such an ID will
allow the user to use the designated token for authentication, but only if token
authentication has also been allowed (on the User Group Policy Settings tab).

If the user should be assigned an OATH software token, then a token ID of own choice
can be used. In this case, the Generate button can be clicked to generate a random
token ID. Please enter such random token ID into the software token immediately,
since it cannot be displayed later again. If the option Show QR code for generated
token IDs has been enabled on the user’s Token Policy, then the generated token ID
will be shown as a QR code. This provides a very convenient way for the administrator
to enter the token ID into the software token — simply by scanning the QR code
(requires that the software token supports QR codes).
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. Setting Explanation

Token ID

Token ID: 710CE2A459E5134809E7378813FE495AC6137B5B

Please enter the generated token ID into your token, before saving. You will not be able to see the token ID again.

| Close

If the user should be assigned a token of type USB Key (YubiKey) and you have the
USB Key at hand, then the easiest way to enter the ID is to place the cursor in the
Token ID field, insert the USB Key into a USB port, and click the button on the USB
Key.

Token Resync:
When using OATH tokens, you may need in some cases to perform a Resync of the

token, if it gets out of sync for some reason. One possible reason is that an existing,
already used token, is re-assigned from one user to another.

When a token ID has been defined and the user is allowed to perform token
authentication, a Resync button will appear beside the token ID field. Click the button
to perform a resync. A dialog will pop up and ask you to enter two consecutive OTPs
from the token. Using these two codes, the system will resynchronize the internal token
state, and the token should work again.

If allowed to, end-users can also perform a token resync by themselves using the SMS
PASSCODE Self-Service Website. The resync permission is set on the Self-service
Website Settings tab of the user's UGP (or overridden on the Self-service Website
Settings tab of the user).
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. Setting Explanation

Token S/IN  If the user has been assigned a Token Policy with token seed file imports, then you will
not see the Token ID field, but instead a Token S/N field.

This field allows you to enter the public token S/N of a token to assign it to the user.
The token S/N is typically printed directly on the physical token itself.

(k) PIN Optional code, typically consisting of 4 digits, that must be entered in front of each
passcode during SMS PASSCODE authentication attempts.

() Locked Specifies whether the user account has been locked out. You can manually lock out or
Out unlock a user account. Furthermore, an account might also become locked out
automatically by the system due to different types of authentication attacks. If this
happens, a note is displayed below the checkbox explaining the reason for the lockout.
The note might as well inform about the duration of the lockout, in case it is a
temporary lockout set by the system.
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. Setting Explanation

(k) Date/Time  Select this option if you would like to define date and/or time restrictions for the user,
restrictions i.e. to restrict when the user is allowed to log in to any of the SMS PASSCODE
protected authentication clients.

This option is deselected by default. When selecting the option, additional options
become available at the bottom of the Basic Settings tab:

Locked out ;
Date/Time #| Enable restrictions
restrictions
Time limited access -
Date Time
. Walid from: 8/4/2015 08:00 AM
. Walid until: 11/30/20135 16:00 AM ‘
Allowed logon hours | Edit... . :
Sunday Mo access ‘
Monday Access allowed 84M-4PM
Tuesday Access allowed 84M-4PM
.Wednesdav Access allowed BAM-4PM
Thursday Access allowed BAM-4PM
Friday Access allowed BAM-4PM
Saturday No access

e The section Time limited access contains settings that allow you to define,
when the user account becomes active (I) and/or expires (m). You may set
Valid from without setting Valid until, and vice versa. It is optional to enter
anything into the Time fields. If nothing is entered into a Time field, then the
whole day of the entered date is included.

o If setting (l) is set, then a user is not allowed to log in to any SMS
PASSCODE protected authentication client, until the specified date
(and time).

o If setting (m) is set, then a user is not allowed to log in to any SMS
PASSCODE protected authentication client after the specified data
(and time).

Among others, these settings are useful for defining a restricted period of
remote access for an external consultant.

e The section Allowed logon hours allows you define a fixed schedule of
allowed logon hours, i.e. define specific hours of each week day, where the
user is allowed to log in to any SMS PASSCODE protected authentication
client. To define the schedule, click on the button Edit... (n) and select the
allowed logon hours in the week-hour-matrix that appears. Afterwards, a
summary of the selected schedule is displayed at the bottom of the section (0).
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17.10.1.2 User: User Group Policy Settings

This section describes the settings available on the User Group Policy Settings tab while
maintaining a user.

The main purpose of the User Group Policy Settings tab is to provide the option to select the
User Group Policy (UGP) to assign to the current user (a):

Users > Maintain Users f :

Edit user: Jane [mycompany\jane]

i
Basic Settings | User Group Policy Settings | Self-service Website Settings | Motifications | A

Override

Use:r Group Default User Group Policy ¥
Policy
Authentication .

Policy

o Maintain Users ()]

Impaort Users

[Ei-efal.llt Authentication Policy ¥

Passcode Policy [IZ:-E-FaLlII: Passcode Policy ¥
Dispatch Policy [I::-efault Dispatch Policy ¥
Token Policy [I::-Efault Token Policy v

One-time passcode (OTP)

Passcode type
Personal passcode

Flash sMS

SMS e
vp Standard SMS

Token Allow
authentication Deny

Mo Personal passcode has been defined

Personal Mote: A personal passcode can be used for two purposes:

asscode 1) For accessing the Password Reset Website (in case the user is allowed to
P 2) For temporarily being able to authenticate without a one-time passcode,
while passcode type is switched to Personal Passcode.

g W R P PR TR T,

1
|
|

As soon as a UGP has been selected, region (b) will show the settings that the user inherits from
this UGP. In case you need to define a user specific exception, you can override any of the
inherited settings by selecting the override checkbox of the setting in question. The override
checkboxes are located in the override column, region (c).

Please read section 17.6.1.1 (page 160) for a detailed description of the various UGP settings.
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17.10.1.3 User: Self-service Website Settings

This section describes the settings available on the Self-service Website Settings tab while
maintaining a user. You only need to maintain settings on this tab if you intend to make use of the
SMS PASSCODE Self-service Website (cf. section 22, page 325), and you wish to override the
Self-service Website permissions inherited from the UGP assigned to the user.

Users > Maintain Users N

Edit user: Jane [mycompanyljane]

S Maintain Users 0

Basic Settings | User Group Paolicy Settings | Self-service Website Settings | Notifications | Authentication Policy Setting®

Import Users

Permission Override Allow Deny

Permission Override Read / Write Read-only Hide

Usernames

Dispatch Policy

SMS type

4
|
Frimary phone number
Secondary phone number
4
.
3
*
i
4

Permissions .
Email

Personal passcode
Passcode type
PIN

Token Policy

Token assignment
Permission Override Allow Deny

Resync token

The Self-service Website Settings tab contains a permission table that shows the permissions of
the user with respect to the SMS PASSCODE Self-service Website. Initially, region (a) shows the
permissions inherited by the UGP assigned to the user. The override checkboxes in region (b)
allow you to override individual permissions and define user specific exceptions.

Please read section 17.6.1.2, page 163, for a detailed description of the various Self-service
Website permissions.
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17.10.1.4 User: Notifications
This section describes the content of the Notifications tab while maintaining a user.

The Notifications tab lists the status of each type of SMS PASSCODE notification. This allows
you to inspect:

¢ Which types of notifications are enabled or disabled for the user?
¢ When has a specific type of notification been sent to the user?

Users > Maintain Users i

Edit user: Jane [mycompany\jane]

.

Basic Settings | User Group Policy Settings | Self-service Website Settings || Motifications || Authentication Policy &

S Maintain Users ()]

Import Users

notification type Enabled Latest notification sent

Self-service Welcome 10/6/2015 4:08:11 PM || Resend®

Self-service Reminder ® No

SMS PASSCODE Lockout ® Yes 10/6/2015 4:04:54 PM )

AD Account Lockout

(2]
Before Password Expiration o Yes
(2]

On Password Expiration

"THE Welcame nourcatan Wim be resent WIThin L mmute

el Bl P B e P B A A e M ol o gt

(@) Notification type The name of the notification type

(b) Enabled Specifies, whether the corresponding type of natification in column (a) is
currently enabled or disabled, according to the User Group Policy, to
which the user is currently assigned.

(c) Latest notification sent  Specifies the most recent date and time, when the corresponding type of
notification in column (a) was sent to the user. A dash (“-“) means that
the corresponding type of notification has never been sent to the user.
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Additionally, in case you would like to re-send the Self-service welcome notification to the user,
you can select the checkbox Resend:

- neeecorc users > ainin s

Edit user: Jane [mycompany\jane]

s Maintain Users i i . . i i i — S i — 91
Basic Settings || User Group Policy Settings || Self-service Website Settings || Motifications || Authentication Policy Settings

Import Users

Notification type Enabled Latest notification sent

*The welcome notification will be resent within 1 minute

X

{
Self-service Welcome ® Yes 10/6/2015 4:08:11 PM | Resend* f
Self-service Reminder & No L 4
5MS PASSCODE Lockout ® Yes 10/6/2015 4:04:54 PM :
AD Account Lockout ® Yes '
Before Password Expiration M Yes
On Password Expiration ® Yes '3

|
|
|
|
.

Afterwards, you must also click the Save button to actually trigger the resending of the notification.

17.10.1.5 User: Authentication Policy Settings

This section describes the content of the Authentication Policy Settings tab while maintaining a
user.

As explained in section 17.8.2.3 (page 201), the Authentication Policy assigned to a user might
define settings for the user regarding Learning Mode. While maintaining a user, the
Authentication Policy Settings tab is used to control and display current state information
regarding the Learning Mode:

| Toasscode Users > Maintain users YN

Edit user: Jane [mycompany\jane]

s Maintain Users 0

Basic Settings r Group Policy Settings | Self-service Website Settings | Notifications || Authentication Policy Settings | License .

?
B P gt abt PN s, gt ot .

. Setting Explanation

(@) Learning Mode By default, checkbox (b) displays whether Learning Mode is enabled

(b) Enabled according to the Authentication Policy assigned to the user (inherited setting).
However, the inherited setting can be overridden by selecting checkbox (a)
and hereafter selecting/clearing checkbox (b) as required.

Import Users
Override

Learning mode | 7
enabled -
.ﬁ Active

. 15 successful logins remaining Reset counter...

Learning mode
state

Learning mode
termination
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. Setting Explanation

(c) Learning Mode This row displays whether Learning Mode is currently active or not for the
State user. It might be deactivated because Learning Mode has not been enabled. If
Learning Mode is enabled, it could be deactivated due to the fact, that the
learning mode period has terminated (since the learning mode threshold has
been exceeded)

(d) Learning Mode If Learning Mode is currently active, then this row displays the number of
Termination remaining multi-factor authentications that the user must still complete
successfully, before the learning mode terminates

(e) Reset Counter... Click the Reset Counter... button, if you would like the Learning Mode to start
all over again for the user. The number of remaining successful
authentications will be reset to the Learning Mode Threshold defined by the
Authentication Policy currently assigned to the user.

17.10.1.6 User: License

This section describes the content of the License tab while maintaining a user. On this tab, you
can inspect the license status of the user, and optionally also to override license grants:

| ‘onsecode Usors > Maintain Users RN 4

Edit user: Jane [mycompany\jane]

s Maintain Users (1] — . . . . . — — . . -
Basic Settings || User Group Policy Settings || Self-service Website Settings || Notifications || Authentication Policy Settings || License ‘t

License type Override Granted License allocation
state

Import Users

MFA Standard CAL

MFA Standard CALs allow users to authenticate using SMS PASSCODE® multi-factor
authentication through one or more of the following SMS PASSCODE® components: Citrix O i ® Allocated
Web Interface Protection, RADIUS Protection, 115 Website Protection, Custom Protectian,
windows Logon Protection, TMG Website Protection, AD FS Protection, ActiveSync Device
Provisioning

Password Reset CAL
Password Reset CALs allow users to reset their own AD password using the SMS L L & Allocated

PASSCODE™ Password Reset Website

PP Y Ry PP S S e W e’ ¥ A |

For a description of License Grants vs. License Allocations, please read section 17.6.1.4 (page
181).

(@) Granted By default, this column shows the CAL grants inherited from the User Group Policy
assigned to the user. A selected checkbox indicates that the corresponding type of
CAL has been granted to the user.

(b) License This column shows the actual license allocation state. Only if the column shows a
allocation green light and the text “Allocated”, then the granted type of CAL was allocated
state successfully to the user. A CAL might lack allocation due to missing licenses or

license limits (cf. section 17.6.1.4, page 181).
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(c) Override This column allows you to override the inherited CAL grants. When selecting a
checkbox in this column, the checkbox in the Granted column becomes enabled,
allowing you to select or clear that checkbox to grant or remove the corresponding
type of CAL, respectively.

Overriding CAL grants is normally not recommended, but it might be useful in
exceptional cases. For example, it could be useful for temporarily releasing a
specific type of CAL from a user, because it is urgently missing for another user due
to lack of licenses.

In case you need to get an overview of CAL grants and allocations across users, you have several
options for achieving this:

o Gotothe License page to see the overall statistics for license allocations (cf. section 17.4,
page 122).
e Use other license management options (cf. section 17.4.3, page 125).

17.10.2 User IP History

If the setting Geo IP and IP history has been enabled on the General Settings page, the SMS
PASSCODE database will automatically record a history of the end-user IP addresses used by
each individual user.

While maintaining a user, you gain access to the IP history of the user by clicking the Show IP
History... link in the right pane:

" oaseroeusers > weinainUsare

Edit user: Jane [mycompanyljane]

Sk Maintain Users [+]

Basic Settings “ User Group Policy Settings | Self-service Website Settings || Notifications | Authentication Policy Settings | License |
Import Users

Data source Manually created

Cancel
Display name Jane
Show IP history...
Login (SAM) mycompany'jane Show login history...
Login (UPN) jane@mycompany.com
A g — P e S S e — e g

When clicking the link, a new window is opened, showing the end-user IP addresses from which
the user has recently authenticated successfully. “Recently” means, that the user has
authenticated from an IP address within the IP expiration period defined by the Authentication
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Policy assigned to the user (cf. section 17.8.2.3, page 201). The IP history shows the following
information:

IP History List of Jane [mycompany\jane]
Trusted IP threshold: Required IP trust level is 3 ‘—.

[Add new entry...‘]_ [ Delete al\‘]_

194.150.8.230 -2012 1 30 ® nNo [ 0 France DDB Paris

94.236.83.64 10-05-2012 17:40:42 o Yes £l United Kingdom ckzpace.com
g I'MHWWW . e o

(@) Trusted IP Informative text showing the currently required Trust Level that an end-user IP
threshold address must reach before it becomes a Trusted IP according to the Authentication
Policy currently assigned to the user

(b) Refresh If the User IP History window is kept open for a while, the IP history might become
outdated, e.g. because the user has performed new authentications in the meantime.
Please click the Refresh button to update the list and make it display the most recent

data.

(c) Add new This button lets you add a new end-user IP address manually to the user’s IP history.

entry... This could for example be useful, if you have configured the SMS PASSCODE

system NOT to identify Trusted IP addresses, but prefer to add Trusted IPs manually.

(d) Delete all This button lets your clear the whole IP history of the user. A confirmation dialog will
ask you to confirm this action. If confirmed, the user’s IP history is deleted
permanently.

(e) Edit... You may edit any individual IP entry in the user’s IP History by clicking the Edit...

button in the corresponding row. This might be useful, e.g. if you would like to change
the Trust Level of an entry manually.

() Delete You may delete any individual IP entry in the user’s IP History by clicking the Delete
button in the corresponding row.

(g) Close Click the Close button to close the window.

The user’s IP History list displays valuable information about each entry:

.

194.150.8.230 10-05-2012 17:41:30 [ ] [ 1 France DDB Paris

94,236.83.64 10-05-2012 17:40:42 ® Yes =5 United Kingdom Rackspace.com

65.55.58.201 10-05-2012 17:40:06 o Yes S United States Microsoft Hosting 5 f
64.4.11.37 10-05-2012 17:39:36 o Yes &S United States MS Hotmail 25
217.150.151.9 10-05-2012 17:39:07 ® Mo [ Germany T-Systems International GmbH 2 j
91.224.210.130 10-05-2012 17:38:31 ® Yes = Denmark TW2 Danmark &/S

wm'm’mw“’gmw
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@ IP Specifies an end-user IP address from which the user has authenticated
successfully.

(b) Lastusage Specifies the time and date of the last occurrence when the user authenticated
successfully from the IP address.

(c) Trusted Specifies whether the IP address is currently treated as a Trusted IP. This
depends on the fact whether the current Trust Level of the IP address has
reached the current Trusted IP threshold, which is displayed at the top of the
User IP History window.

(d) Country Name Displays the name of the country, where the IP address is located.
(e) Organization Displays the name of the organization owning the IP address.
(f) Trust Level Displays the current Trust Level of the IP address. The Trust Level is updated on

every successful multi-factor authentication according to the Authentication
Rules of the Authentication Policy currently assigned to the user (cf. section
17.8.2.5, page 204).

In case you would like to sort the entries in the list according to the values of a specific column,
please click the header of that column.

17.10.3 User Login History

If Authentication Monitoring has been enabled on the General Settings page, the SMS
PASSCODE database will automatically record every attempt of any user trying to log in to any
SMS PASSCODE protected authentication client.

All recorded authentication attempts can be monitored on the Authentications Monitoring page
(cf. section 17.19, page 296). However, while maintaining a user, there is a shortcut to gain
immediate access to this specific user’s login attempts (“Login History”) by clicking the Show
Login History... link in the right pane:

" onsmroe users» o uasrs

Edit user: Jane [mycompany\jane]

Sl Maintain Users ()]

Basic Settings | User Group Policy Settings || Self-service Website Settings || Motifications | Authentication Policy Settings || License —

Import Users
Data source Manually created

Cancel
Display name Jane
-1

how IP history...

Login (SAM) mycompanyijane how login history...

Login (UPN) jane@mycompany.com

e I P e Y Y oy SRy N

Clicking the link Show Login History... will redirect the WAI directly to the Authentications
Monitoring page (described in section 17.19, page 296) and automatically configure a row filter
that only displays the authentication attempts of the user in question.

Immediate access to the user’s current login history might for example be useful for an internal
helpdesk, in case a user has problems with performing a successful login. The helpdesk can

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 250 OF 441

immediately inspect the most recent login attempts and inspect the reasons for failed login
attempts.

17.10.4 Adding and Deleting Users via User Store Integration

When User store integration has been enabled, you can also maintain users using one or more
selected user groups in an Active Directory (or other type of LDAP directory). All users belonging to
these user groups are automatically added to the SMS PASSCODE user grid on the Maintain
users page. When a user is removed from one of the selected user groups, then the user is
automatically removed from the SMS PASSCODE user grid as well.

Please note that when users are added or removed from a selected user group, then these
changes will not occur immediately in the SMS PASSCODE user grid because SMS PASSCODE
checks for changes in the user store periodically. If you wish to force a change in the user store to
take effect in SMS PASSCODE immediately, you can manually force an instant refresh. To force a
refresh, click the Sync now button on the Maintain users page:

Maintain Users

s Maintain Users 0

User store integration

Last refresh attempt ® Successful el SYNIC NOW |

Impori Users

« Time: 9/2/2015 3:24:30 PM * Server: vmdc

A s Users found: 1000 User sync. report
* Duration: 0,4s * Users imported: 1000

Last successful refresh

Add new user...
Tl B b e G ol P ottty ol P o i et G et

If some users are not imported into SMS PASSCODE from the user store, even though they are
member of a selected user group, then these users will be displayed as “skipped”:

Users > Maintain Users

Maintain Users

sl Maintain Users

User store integration Collapse
Import Users
Last refresh attempt ® Successful Sync now

ime: 9/3/ .03 e Server; vmdc
: BS::ﬁ::ﬁ 30?155 4:02:28 PM « Users found: 984 (50 skipped) User sync. report
e

» Users imported; 934

Last successful refresh

Add new user...
’Mudw el ol B . P B P Pl o i~

Users might be skipped due to the following reasons:

e A phone number is required according to the UIP, but it is missing or is incorrect. Please
check the content of the field containing the phone number, in the user store.

¢ An email address is required according to the UIP, but it is missing or is incorrect. Please
check the content of the field containing the email address, in the user store.

e The same user is being imported multiple times (only possible when several UIPs have
been set up to import users from the same user store).
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Please click the User sync. report button to get the exact details regarding any skipped users:

| ooserode Users > Mainin Users RN

Maintain Users

sl Maintain Users

User store integration Collapse

Import Users
Last refresh attempt ® Successful Sync now

« Server: vmdc

Last successful refresh : ES::&:?%U;‘: 4:02:28 P11 « Users found: 984 (50 skipped) User sync. report
P « Users imported: 934

Add new user...
’MNWM_"#‘#W AP e i g il

You can also inspect the Windows event viewer to get the exact details regarding any skipped
users. The user synchronization event entry will contain the details.

17.10.5 User Data Filtering

When maintaining users, it is sometimes convenient to be able to filter the amount of information
shown in the user grid. You can apply both row filtering and column filtering on the Maintain
Users page to limit the amount of information shown:

|

Users > Maintain Users

Maintain Users

S Maintain Users O

| Add new user... |

Select columns -i ‘_Set filter | Quick ﬂlter‘

Display Phone number
name Primary

Import Users

User Integration Policies
User Group Policies

Authentication Policies

U= 447 30405060

mycompanyhalex alex@mycompany.com

Passcode Polic

Dispatch Policies mycompany'jane jane@mycompany.com E={ +1 200 300 400

Token Policies mycompanyjohn john@mycompany.com E= +45 10203041

R il el et S WY ﬂj

a. Column filter: Click the Select columns button to define, which columns to display in the
user grid. The selected columns are remembered for the current user, across browser
sessions.

b. Row filter: Click the Set filter column to restrict the number of users shown in the user
grid. The filter is defined by one or more conditions on the user attributes — only users
fulfilling these conditions will be shown in the user grid. If you specify several conditions in
the filter, then the conditions are combined into an “AND-filter”, meaning users are hidden
from the user grid unless they fulfill all conditions of the filter. The defined row filter is
remembered for the current user, but only for the current browser session.
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c. Quick filter: This feature allows you to define a more flexible filter in a very quick way. You
simply enter the content into the quick filter that you want to search for, and the user grid
will then only show users, that contain the entered value in any of the following attributes:

e Display name

e Login (SAM)

e Login (UPN)

e Emall

o Phone number (primary or secondary)
In other words, the quick filter allows you to search for users with a specific name, login
name, email or phone number in a very quick way. The quick filter is automatically cleared,
as soon as you leave the page.

NOTE: You can combine the Row filter and the Quick filter. This will restrict the user grid to only
show users that fulfill both filters.

17.10.6 IntelliTrust User Sync Status

If you have enabled IntelliTrust™ integration (Hybrid Setup, cf. section 17.3.4, page 119), the SMS
PASSCODE database will automatically start to synchronize SMS PASSCODE users to the
IntelliTrust™ cloud service. For troubleshooting, the Maintain Users page allows you to inspect
the current status of such synchronization.

In case synchronization has failed for any user, you will see the following message:

Users > Maintain Users

Maintain Users

o Maintain U
am Mainiain sers ° User store integration

Import Users

Last refresh attempt ® Successful

" e A + Server: 10.35.151.20
Last successful refresh : -[r}:rrI:éictfrDDS ?2501.9 15:04:39 s Users found: 35 User sync. reJ
T + Users imported: 3% ?
Add new user.. I I ?
*

| Select columns | | Set filter | Quick filter:

- ngin Phone number

To find out, which user has not synchronized properly, you can apply column and row filtering on
the user grid, as described in the previous section. For this purpose, you can enable the following
columns in the user grid, or apply filtering on them:

e IntelliTrust sync: Status
Shows the status of the last sync attempt. Filter on “Failure” to find any users with a failed

sync attempt.

e IntelliTrust sync: Last successful sync
Shows the date and time of the last successful sync of a user.

e IntelliTrust sync: Error message
In case of a failed sync, shows an error message describing the cause.
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For more detailed troubleshooting of the IntelliTrust™ synchronization mechanism, you can also
open and inspect the event log container SMS PASSCODE IntelliTrust Connect, located on the
server, where the SMS PASSCODE Database service has been installed.

17.11 Importing Users

Instead of creating each user manually, you can also bulk import users into SMS PASSCODE. To
perform an import, you need a comma-separated (CSV) file containing the user data.

To start the import process, select Import users in the navigation menu:

Users > Import Users /

Import Users
Maintain Users

Import users from a comma separated (CSV) file. The first row MUST contain headers describing which data is

contained in the file, and the order of the data. The following headers are allowed:
Description

LoginSAM: Login name (SAM)

LoginUPN: Login name (UPN)

DisplayName: User display name

PhoneNumber: Phone number

SecondaryPhoneNumber:  Secondary phone number

Email: Email address

PIN: PIN code

UserID: Unigue user identifier. When a ungiue identifier is attached to a user, the import

Import

will still recognize the user, even when the user login has been renamed.
TokenID: 1D of the user's token (for token authentication)
PersonalPasscode: The user's personal passcode

Example:

"LoginSAM", "PhoneNumber", "DisplayName"
"userl","20222223", "Jane Wellington™
"user2", "+49 012345 1234567", "Hans Schmidt"

File to import: Import destination:

| Choose file | Mo file chosen Manually created users ¥

If the import file contains users already present in the database, how would you like to handle these
users:

# Skip: Do not import these users
Replace: Existing users are replaced with data from the import file

If the database contains users (within the destination), which are not present in the import file, how
would you like to handle these users:
# Skip: Just leave these users in the database

Remove: Remove these users from the database

SCODE A/S

The Import users page contains information regarding the expected syntax of the comma-
separated file. You decide yourself which data is contained in the CSV file; the first row of the file is
used to define the content, i.e. this row must contain header names of the columns in the file. The
remaining rows must contain data in the exact order defined by the header row.

Please note, that it is also possible to initiate the import of users using a PowerShell cmdlet. This is
especially useful if you would like to schedule an automated periodic import or synchronization of
users from a comma-separated file. Please read section 17.11.1 below for more details regarding
this.

17.11.1 Importing and Synchronizing Users from other Data Sources

If you need to import users into the SMS PASSCODE database from another source than a
Microsoft Active Directory or an LDAP directory, then this is also possible. You can either decide to
handle the import using your own logic, using SMS PASSCODE PowerShell cmdlets to
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insert/update/delete users (cf. section 18, page 308) — or alternatively you can use comma-
separated files. In the latter case, you should export all users from your data source to a comma-
separated file, and afterwards import this file into the SMS PASSCODE database. If the user
export/import is a one-time task, you can simply import the comma-separated file using the SMS
PASSCODE Web Administration interface (cf. section 17.11 above).

However, if you wish to set up an automated periodic import or synchronization from a comma-
separated file, you can make use of the Import-SmsPcUser PowerShell cmdlet.

The Import-SmsPcUser cmdlet is installed as part of the SMS PASSCODE PowerShell Support
component — it is always present on the server hosting the SMS PASSCODE Database Service
but can also optionally be installed on other machines.

To get more information about parameters and expected syntax, please type the following in a
PowerShell console:

Get-Help Import-SmsPcUser -Detailed

To import users from a comma-separated file, use this syntax:

Import-SmsPcUser -Path 'csv-file-name'

Replace 'csv-file-name’ with the path to your comma-separated file. You can add additional
arguments to obtain different behaviors. Different examples are listed below:

e Add new users: Import users from a comma-separated file. Any users already present in
the database are not overwritten. No users are removed from the database:

Import-SmsPcUser -Path ‘csv-file-name’

e Add new users, overwriting existing users: Import users from a comma-separated file.
Any users already present in the database are overwritten with possibly new data. No users
are removed from the database:

Import-SmsPcUser -Path 'csv-file-name' -ReplaceExistingUsers

e Synchronize users: Import users from a comma-separated file. Any users already present
in the database are overwritten with possibly new data. Any users present in the database,
but NOT present in the comma-separated file, are removed from the database:

Import-SmsPcUser -Path 'csv-file-name' -ReplaceExistingUsers -RemoveUnknownUsers

Using the Import-SmsPcUser cmdlet, you can set up a periodic custom synchronization of users
from your specific data source to SMS PASSCODE. This custom synchronization will work exactly
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as the built-in User store integration. To configure a custom synchronization, please proceed as
follows:

e Schedule a periodic task, e.g. using the Windows Task Scheduler. This task should call a
PowerShell script, that will:
a. Export the required users from the data source to a comma-separated file.
b. Call Import-SmsPcUser with the generated comma-separated file as input and

with the arguments shown above at Synchronize users.

You can even set up multiple custom synchronizations that will work in parallel on their own subset
of users, analogously to the built-in User store integration. Moreover, you can have several
custom synchronizations and several UIPs run simultaneously.

17.12 Transmitter Hosts

If you plan to make use of several Transmitter services, you must authorize each such Transmitter
service. Authorization is carried out by specifying the host name of each server allowed to run the
Transmitter service. The procedure for this is described in the following subsection.

17.12.1 Maintaining Authorized Transmitter Hosts
To authorize a Transmitter host, please follow the instructions below:

1. Select the Transmitter Hosts page.
2. Click the Add new transmitter host... button

Hosts > Transmitter Hosts

Authorize Transmitter Hosts

| Add new transmitter host... “—

» Modems:

= COM3
s COM4

4
s« Email connectors: )
L 4
{

¥y Transmitier Hosts ()]

transmitter-host-1

= smtp.mycompany.com (sender:
» Dispatch connectors:
» UK Service Provider
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3. On the Create a new Transmitter Host page:

a. Enter the host name (or IP-address) of the server to be authorized.

b. Optionally, add one or more dispatchers (modems, Email Connectors or Dispatch
Connectors) to the new transmitter (cf. section 17.12.2 below) — you can also
postpone this action until later.

Click the Save button.

Hosts > Transmitter Hosts /

Create a new Transmitter Host
. transmitter-host-3

Authentication Hosts
Modems and Connectors . Add... Cancel
" Transmitter Hosts 0

4. Now the host has been authorized and appears in the grid of authorized Transmitter
servers:

Hosts > Transmitter Hosts q‘

Authorize Transmitter Hosts

o Transmitter Host "transmitter-host-3" created successfully.

Authentication Hasts Add new transmitter host... |

@ Transmitter Hosts

Modems and Connectors

+ Modems:

n COM3
n COM4

transmitter-host-1 + Email connectors:
» smtp.mycompany.com (sender: noreply@mycompany.com)
s Dispatch connectors:
» UK Service Provider

s Modems:
n COM3 }
s COM4
transmitter-host-2 + Email connectors:

= smtp.mycompany.com (sender: noreply@mycompany.com) ;.

» Dispatch connectors:
» UK Service Provider

transmitter-host-3 ffe——

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 257 OF 441

If you need to correct the name of the server afterwards, then click the Edit button to the right of
the authorized Transmitter host.

If you need to remove the authorization, then click the Delete button to the right of the authorized
Transmitter host.

Ao - P A
» Dispatch connectors:
= UK Service Provider

transmitter-host-3 | Edit... | | Delete |

T R o S O Sl ek o S e PR |

17.12.2 Assigning Dispatchers to a Transmitter

Each authorized Transmitter host is allowed to run a single instance of the SMS PASSCODE
Transmitter Service, which is responsible for dispatching messages to users.

Each Transmitter Service needs to know, which dispatching methods it is allowed to use and how it
can connect to required external services and devices. For example, it needs to know, on which
COM ports modems are located, or where SMTP servers are located.

There are two ways to assign dispatchers to a Transmitter Service:

1) When maintaining a dispatcher, assign it to the Transmitters allowed to use it.
This is done on the respective pages for maintaining dispatchers, i.e. the pages Modems,
Email Connectors and Dispatch Connectors.

2) When maintaining a Transmitter, assign the relevant dispatchers to it.
This is done by clicking the Add... button while maintaining the details of a Transmitter
server:

Hosts > Transmitter Hosts

Create a new Transmitter Host

Name transmitter-host-3

Authentication Hosis
Modems and Connectors Add...

AR st g gl i F*-"J

lf, Transmitier Hosts ()}

UG TR Y
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A dialog will pop up, where you can select the type of dispatcher to assign:

Add modem or link connector

Assign a new connector to this Transmitter:

® Create a new modem
() Link an Email Connectar
() Link a Dispatch Connector

| Create || Cancel |

A modem can only be connected to a single Transmitter Service (at a time), whereas an
Email Connector or Dispatch Connector can be linked to any number of Transmitter
Services.

17.13 Authentication Backend Service Hosts

When you install the Authentication Backend Service (ABS) on a server, you must authorize each
such ABS. Authorization is carried out by specifying the host name of each server allowed to run
the ABS. The procedure for this is described in the following subsection.
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17.13.1 Maintaining Authorized Authentication Backend Service Hosts
To authorize an Authentication Backend Service (ABS) host, please follow the instructions below:

1. Select the Authentication Hosts page.
2. Click the Add new Authentication Backend Service host... button

Hosts > Authentication Hosts

Authorize Authentication Backend Service Hosts

| Add new Authentication Backend Service host...h_
& Adbercaiontios QL™ |

abs-host-1

Transmitter Hosts
abs-host-2

i
{
’

3. A dialog appears where you can enter the host name (or IP-address) of the host to be
authorized. Afterwards, click the Create button.

et ™ il T el e gl e

Authentication Backend Service host

Mame:
| abs-host-3 |

| Create | | Cancel |
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4. Now the host has been authorized and appears in the grid of authorized ABS hosts:

Hosts > Authentication Hosts

Authorize Authentication Backend Service Hosts

o Authentication backend host "abs-host-3" created

ﬁ . o | Add new Authentication Backend Service host... |

Transmitter Hosts

abs-host-1

abs-host-2

abs-host-3 aff——

If you need to correct the name of the host afterwards, then click the Edit... button to the right of
the authorized ABS host.

If you need to remove the authorization, then click the Delete button to the right of the authorized
ABS host.

abs-host-1 Delete
Delete

Delete

abs-host-2

abs-host-3

LY g SN Y ©_atT SRS N N S W S S SR Y S
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17.14 Modems

You can connect up to 32 modems to each Transmitter Service. To inform each Transmitter
Service which modems to initialize and use, you must add each modem to the database.

Please note, that you can add and remove modems on the fly. For example, you can connect
additional modems and create them in the database without restarting any Transmitter Service —
which means zero downtime while reconfiguring modems.

To maintain modems, go to the Modems page.

ssion > Modems

Maintain Modems

Add new modem... |® 90 licenses remaining

ermed | memiterbost | comport | e ||| |
@) Modems 4 transmitter-host-1 COoM3 | Test... | | Edit... | | Delete |
Modem Groups Ld transmitter-host-1 com4 | Test... | | Edit... | | Delete |
I — 4 transmitter-host-2 COoM3 | Test... | | Edit... | | Delete |
Dispalch Connectors o4 transmitter-host-2 ComM4 | Test... | | Edit... | | Delete |
4 transmitter-host-3 ComM1 | Test... | | Edit... | | Delete |
| |

Ld transmitter-host-3 comz ‘Test... ' Edit... ' Delete |

S ¥ ¥ LSV SR S S A PN T Y NEeT S e

a. Click the Add new modem... button to create a new modem. A Dispatch License is
required for every modem that you create in the SMS PASSCODE database.

b. Click the Test... button to send a test message using a specific modem. In this way, you
can test whether the selected modem is able to send an SMS successfully.

c. Click the Edit... button to edit the settings of an existing modem.

d. Click the Delete button to remove a modem.

The following subsection describes how to maintain the settings of a modem while creating a new
one or editing an existing one.
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17.14.1 Settings of a Modem

When creating a new modem or editing an existing modem in the SMS PASSCODE database, the
following dialog will appear:

Modem

Enabled: '+

Host | transmitter-host-1 ¥

Port: COM1

To maintain the settings of the modem, proceed as follows:

a. Leave the Enabled checkbox selected if you want the modem to be active.
Clear the checkbox to put the modem in a deactivated “standby” mode, where it will not be
used for any transmissions, until it is enabled.

b. Select the Transmitter host to which the modem has been connected.

c. Select the serial port to which the modem has been connected.

d. Enter the PIN code for the SIM card in the modem. Leave this field empty if the SIM card is
not protected by a PIN code, or if the modem does not use a SIM card at all.

Finally click the Ok button to commit the changes.

When you create a new modem or move an existing modem to a new Transmitter host or serial
port, the modem will automatically be initialized on the fly if the Transmitter Service is up and
running on the specified host and the modem has been connected to the specified serial port. If
you would like to verify the initialization, then inspect the SMS PASSCODE Transmission event
log on the Transmitter host or inspect the Modem monitoring page (cf. section 17.20, page 307).

17.14.2 Removing Modems

Whenever you are planning to disconnect a modem from a Transmitter Service, you should
remove such modem from the database beforehand. This allows the Transmitter Service to
terminate the modem gracefully before it is disconnected.

To remove a modem, please follow the instructions below:

Select the Modems page.

Click the Delete button to the right of the modem to be deleted.

Confirm the deletion.

If the modem has not already been disconnected, then the modem is how automatically
terminated on the fly (if the Transmitter Service is up and running on the specified server).
The modem is terminated gracefully, i.e. any queued SMS messages will be sent before
the modem is terminated. If you would like to verify the modem termination, then inspect

PwbdpE
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the SMS PASSCODE Transmission event log on the Transmitter host or inspect the
Modem monitoring page (cf. section 17.20, page 307).

17.15 Email Connectors

If you are planning to send passcode messages or notifications by email, then you need to specify
how email transmission can occur. To do this, you must create one or more Email Connectors.
Each Email Connector indicates an SMTP server to use for transmission, and optionally also
specifies any required credentials for authentication. You can define any number of Email
Connectors, and each Email Connector can be assigned to any number of Transmitter Services.
Assigning an Email Connector to a Transmitter Service simply means, that the Transmitter is
allowed to send emails as defined by the Email Connector in question.

To maintain Email Connectors, go to the Email Connectors page:

Transmission > Email Connectors &m

Maintain Email Connectors

Add new Email Connector... |"\ 90 licenses remaining

SMTP server Sender email Assigned to References
i smtp.mycompany.com noreply@mycompany.com All transmitter hosts 1 Dispatch Policy Test... || Edit... || Delete
ems

smtp2.mycompany.com noreply@mycompany.com transmitter-host-3 2 Dispatch Policies Test... Delete
Modem Groups
B Email Connectors [+]
Dispaich Connectors

a. Click the Add new Email Connector... button to create a new Email Connector. A
Dispatch License is required for every Email Connector that you create in the SMS
PASSCODE database.

b. Click the Test... button to send a test message using a specific Email Connector. In this
way, you can test whether the selected Email Connector is able to send an email

successfully.

c. Click the Edit... button to edit the settings of an existing Email Connector.

d. Click the Delete button to remove an Email Connector.

The following subsection describes how to maintain the settings of an Email Connector while
creating a new one or editing an existing one.
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17.15.1 Settings of an Email Connector

When creating a new or editing an existing Email Connector in the SMS PASSCODE database,
the following page will appear:

Transmission > Email Connectors

Edit Email Connector: smtp.mycompany.com (sender: noreply@mycompany.com)

Enter 2 SMTP sarver address to be used for sending
emails,

Optionally: Port czn be spacified zfter 2 colon, E.g:
“mailserver01:3410",

Save

SMTP server smtp.mycompany.com

Cancel

=ms . ] . ) ]
AR Sender email noreply@mycompany.com Emazil sender zddress to be used for sending emails.

Modem Groups

Dispatch Connectors Assigned to

#| All transmitter hosts

transmitter-host-1 Transmitter hosts allowed to use this email connector
transmitter-host-2 for zending messages.
transmitter-host-3

Enzble explicit credentials for the SMTP server

#| Enabled specified above

Explicit credentials

Username smipuser Usernzme of the user to be used.

TTTYTT TN Password of the uzer to be used.

Password

Plain text only Enabled Send email body as plain text

Info regarding Dispatch Palicies referencing this Email

References Connecter [click on infe for details)

1 Dispatch Policy

g Y s et T e ¥ =
To maintain the settings of the Email Connector, proceed as follows:

a. Enter the IP address or host name of an SMTP server to use for sending emails.

b. Enter the email address to be shown as the sender of all emails sent by SMS PASSCODE
using this Email Connector.

c. Select the Transmitter hosts that this Email Connector should be assigned to, i.e. the
Transmitter hosts allowed to send emails using the specified SMTP server.

Typically, you will select “All transmitter hosts”, unless you need to restrict the allowed
Transmitter hosts to a specific subset. “All transmitter hosts” is a dynamic selection, that
includes all currently created transmitter hosts, but also any transmitter hosts created in the
future.

d. Optional: Select the Explicit credentials checkbox if credentials for authentication are
required to send emails using the specified SMTP server. Credentials are entered as e)
Username and f) Password.

g. Optional: Select the Plain text only checkbox to ensure that all emails sent via this Email
Connector are sent as plain text only (meaning no HTML and no bitmaps are included in
the emails).

h. The References section informs, how many Dispatch Policies are currently referencing this
Email Connector. The information is shown as a link that you can click to get more specific
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details about the references. This is useful in case you have many Dispatch Policies and
want to get an overview, where specific Email Connectors are in use.

Finally click the Save button to commit the changes.

When you create a new or edit an existing Email Connector, this Email Connector will be available
for email dispatching immediately. Use the Test... button on the Email Connectors page to verify
whether an Email Connector is functioning as expected.

17.16 Dispatch Connectors

SMS PASSCODE supports transmission of passcode messages and notifications by other means
than using modems and Email Connectors. Using a pluggable transmission infrastructure, the
SMS PASSCODE system allows transmission of messages using any transmission mechanism
that is available using a server-based API. For example, this makes it possible to send messages
by voice call, push notifications, chat or using 3" party SMS gateways / web services.

Every such transmission mechanism is made available to SMS PASSCODE using a Dispatch
plugin module. The SMS PASSCODE installer includes plugin modules that support a long list of
3" party message transmission providers. If you decide to use any of these providers for message
transmission, this will work out-of-the-box. The only requirement is that you need to sign up for
your own account at the chosen provider(s). If you have a specific requirement for using a
transmission mechanism not supported out-of-the-box, then please read section 21 (page 318).

To make use of a specific plugin module for message transmissions, you need to create a
Dispatch Connector in the SMS PASSCODE database. A Dispatch Connector defines which
message transmission provider to use and lists the settings that you are required to enter for the
chosen provider. Typically, you will need to enter account data that identifies your account at the
chosen provider.

Please note, that you can create any number of Dispatch Connectors® in the SMS PASSCODE
database, which will allow you to configure failover, scaling (load balancing) and adaptive selection
of message transmission providers between any such Dispatch Connectors, and/or between
modems, and/or between Email Connectors (using Dispatch Policies, cf. section 17.18 page
271). As a result, you can configure any level of failover and scaling, according to your specific
needs. Each Dispatch Connector can be assigned to any number of Transmitter hosts. Assigning a
Dispatch Connector to a Transmitter host simply means, that such Transmitter Service is allowed
to send messages as defined by the Dispatch Connector in question.

32 Assuming that you have the required number of available Dispatch Licenses
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To maintain Dispatch Connectors, go to the Dispatch Connectors page. The first time you enter
this page, it will look similar to this:

Transmission > Dispatch Connectors _' q‘l m

Maintain Dispatch Connectors

| Add new Dispatch Connector... | ® 100 licenses remaining

Version Assigned References
to

All
transmitter
hosts

Modems SMS PASSCODE
Cloud Service
Modem Groups (default)

SMS PASSCODE Push message,

1 Dispatch
Cloud Service 2.0.0.0 SMS, Voice call

Policy | Test... || Edit... || Delete

Email Connectors

+d Dispaich Connectors ()

B Y P S W O D S N e

Initially, the overview page contains an automatically created default Dispatch Connector, called
SMS PASSCODE Cloud Service (default). This is a special Dispatch Connector that does not
occupy any Dispatch License, and lets you connect to the SMS PASSCODE Cloud Service for
convenient message dispatching. For more details on this default Dispatch Connector and on the
SMS PASSCODE Cloud Service, please read section 17.16.2 (page 268). You cannot delete the
default Dispatch Connector (but if you do not want to make use of it, you just need to make sure
not to reference it in any of our Dispatch Policy rules).

To create, edit or delete Dispatch Connectors, proceed as follows:

Transmission > Dispatch Connectors . m

Maintain Dispatch Connectors

Add new Dispatch Connector... | ® 98 licenses remaining

Version References

Modems All -

DE Provider LinkMobility/CoglSMS SMS transmitter é;ﬁ':patm
Modem Groups hosts Y
SMS PASSCODE SMS PASSCODE push Al
Cloud Service - message, transmitter
" Cloud Service SMS, Voice
ﬂ Dispatch Connectors () [ILCEELLY) call hosts
All
transmitter
hosts

| Test... || Edit... || Delete

Email Connectors 2 Dispatch

Policies | Test... || Edit... || Delete

SMS, Voice
call

1 Dispatch

US Provider Mexmo Palicy

| Test... || Edit... || Delete |

B - MW\N“M

a. Click the Add new Dispatch Connector... button to create a new Dispatch Connector. A
Dispatch License is required for every Dispatch Connector that you create in the SMS
PASSCODE database.

b. Click the Test... button to send a test message using a specific Dispatch Connector. In this
way, you can test whether the selected Dispatch Connector is able to send messages as
expected.

c. Click the Edit... button to edit the settings of an existing Dispatch Connector.

d. Click the Delete button to remove a Dispatch Connector.
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The following subsection describes how to maintain the settings of a Dispatch Connector while
creating a new one or editing an existing one.

17.16.1 Settings of a Dispatch Connector

When creating a new or editing an existing Dispatch Connector in the SMS PASSCODE database,
the following page will appear:

Transmission > Dispatch Connectors i h m

Edit Dispatch Connector: US Provider

Name - Enter 3 name of own choice

OF own choice | US Provider | for identifying this dispatch Save
I connector

P id | Mexmo T | Select the provider for | Cancel |
rovider Version: 2.0.0.0 dispatching message

i gl P it . ol AN L e B B Akl ptn PN BN Y AP

|#| All transmitter hosts

¢ tranzmitter-host-1 Transmitter hosts allowed to
Assigned to . use this dispatch connector

# transmitter-host-2 for sending messages.

# transmitter-host-3

Info regarding Dispatch
References . 2 Dispatch Policies Policies referencing this

Dispatch Connector [click on
info for details)

Supported dispatch types

Max message length: 912
SMS Dispatch target: Phone number
Supports differentiated behavior for “Flash SM3" setting on user; Yes

Voice call Dispatch target: Phone number
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The settings are described in the table below.

. Setting Explanation

(@) Name Enter a unique name identifying the Dispatch Connector.

(b) Provider Select the message transmission provider that you would like to use.

The drop-down control will list all the providers that are supported on your
system, corresponding to the Dispatch plugin modules that have been
installed.

(c) Provider- This part of the page is dynamic. It will request you to enter the specific data that
specific settings is needed by the provider that you selected in setting (b).

(d) Transmitter Select the Transmitter hosts that this Dispatch Connector should be assigned to,
hosts i.e. the Transmitter hosts allowed to send messages using the selected
transmission provider.

Typically, you will select “All transmitter hosts”, unless you need to restrict the
allowed Transmitter hosts to a specific subset. “All transmitter hosts” is a
dynamic selection, that includes all currently created transmitter hosts, but also
any transmitter hosts created in the future.

(e) References Informs, how many Dispatch Policies are currently referencing this Dispatch
Connector. The information is shown as a link that you can click to get more
specific details about the references. This is useful in case you have many
Dispatch Policies and want to get an overview, where specific Dispatch
Connectors are in use.

() Supported This section lists all the dispatch types supported by the chosen provider (b).
dispatch types Additionally, the capabilities of the provider are listed per dispatch type. The
SMS PASSCODE system will automatically consider those capabilities and
adjust accordingly, when needed.

Please remember to click the Save button to commit any changes.

When you create a new or edit an existing Dispatch Connector, the new or updated Dispatch
Connector will be available immediately for sending messages. Use the Test... button on the
Dispatch Connectors page to verify whether a Dispatch Connector is functioning as expected.

17.16.2 The Default Dispatch Connector

Starting from SMS PASSCODE version 2018, a default Dispatch Connector called SMS
PASSCODE Cloud Service (default) is created automatically by the system after installation.

The default Dispatch Connector has the following special characteristics:

e It does not occupy a Dispatch License

e |t cannot be deleted

e It always transmits messages using the SMS PASSCODE Cloud Service, a cloud service
provided by Entrust Datacard.
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The SMS PASSCODE Cloud Service supports 3 dispatch types: Push message, SMS and voice
call. “Push message” refers to a special dispatch mechanism, where messages are sent end-to-
end encrypted to the SMS PASSCODE Mobile app, which the end-user must have installed on his
smart phone beforehand. SMS and voice call transmissions are provided for subscription
customers at a flat-rate cost for convenient message dispatching.

Permission to use the different dispatch types is subject to specific prerequisites, summarized in
the table below.

Push message Available to all customers on version 2018 or later, that are on an active
Software Assurance agreement, or are on an active SPLP or subscription
license.

Each end-user must have downloaded, installed, and provisioned the SMS
PASSCODE Mobile app beforehand (cf. section 21.1.1, page 321).

SMS / Voice call  Available to all customers on version 2018 or later, that have a valid trial or
subscription license.

17.17 Modem Groups

All modems created in the database can be grouped into modem groups. The modem groups are
maintained on the Modem Groups page. Modem groups are used by Dispatch Policies to restrict
load balancing of message requests to subsets of all modems under certain circumstances. For
example, you can group the modems according to country location or Telco operator.

To maintain modem groups, go to the Modem Groups page:

Transmission > Modem Groups

Maintain Modem Groups

Add new modem group...

Name Modems References

« transmitter-host-1/COM3
Modems « transmitter-host-1/COM4
« transmitter-host-2/COM3 - - -
!:! Modem Groups ()] All modems + transmitter-host-2/COMA4 2 Dispatch Policies Edit... Delete
Email C N « transmitter-host-3/COM1
mail Lonnectors « transmitter-host-3/COM2

Dispaich Connectors . .
transmitter-host-2/COM3 e . ;
UK Modems + transmitter-host-2/COM4 1 Dispatch Policy Edit... Delete

« transmitter-host-3/COM1 - ) -
« transmitter-host-3/COM2 1 Dispatch Policy Edit... Delete

US Modems

Mt R ol sl B b PP il Dy o

a. Click the Add new modem group... button to create a new modem group.
b. Click the Edit... button to edit a modem group.

c. Click the Delete button to delete a modem group.
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The following subsection describes how to maintain a modem group while creating a new one or
editing an existing one.

17.17.1 Maintaining a Modem Group

When creating a new or editing an existing modem group in the SMS PASSCODE database, the
following dialog appears:

Modem group

Name:| DE Modems |

|#| transmitter-host-1 / COM3
|#| transmitter-host-1 / COM4
|l transmitter-host-2 / COM3
|_| transmitter-host-2 / COM4
|_| transmitter-host-3 / COM1
|| transmitter-host-3 / COM2

| Create | | Cancel |

To maintain the modem group, proceed as follows:

a. Enter a uniqgue name identifying the modem group.

b. Select the checkboxes next to all the modems that should be members of the modem
group.

Finally click the Create or Save button to commit the changes.

Any changes to an existing modem group will immediately be pushed to all Authentication Backend
Services, thereby being taken into account on the fly.
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17.18 Dispatch Policies

Dispatch Palicies (DPs) are used to define the rules for handling scaling (load balancing) and
failover of message transmissions. The rules are very customizable, thereby giving you the
flexibility to adjust the transmission behavior according to your specific requirements.

You can create any number of independent DPs, thereby assigning different rules to different users
and/or different message types (passcode messages and notifications). Usually, DPs are statically
assigned to users via User Group Policies (UGPs). On a UGP, it is possible to assign different DPs
to use for passcodes messages and each type of notification (cf. sections 17.6.1.1 and 17.6.1.3),
respectively. For passcode messages, it is even possible dynamically to allocate different DPs
depending on the context of a specific user login — this is an advanced feature called adaptive
contextual message dispatching (cf. section 17.8.2.5, page 204 ).

A DP rule specifies the type of dispatching to use for transferring a message to a user. For
example, a DP could first send a passcode message by SMS to a user; but if the passcode is not
entered within an expected time limit, then perform a voice call instead and read the passcode
aloud. Another example could be to send passcode messages by email to users having a specific
mobile number prefix.

DPs are maintained on the Dispatch Policies page:

Yy .3

Policies > Dispatch Policies I

Maintain Dispatch Policies

| Add new Dispatch Policv...H
User Integration Policies
e T O D .

Authentication Policies Admin Policy Policy for system administrators
Passcode Policies Default Dispatch Policy Default Dispatch Policy Delete

Dispatch Policies [+] Sales Policy Policy for sales personnel

Token Policies

a. Click the Add new Dispatch Policy... button to create a new DP.
b. Click the Edit... button to edit a DP.

c. Click the Delete button to delete a DP.

The configuration of DPs is very flexible and allows for many different setups. The following
subsections describe in detail, how DPs are configured and maintained.
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First section 17.18.1 explains the overall idea of having a sequence of DP rules. Then section
17.18.2 explains how to maintain DPs, i.e. create new ones or edit existing ones. In particular,
subsection 17.18.2.2 explains how to maintain the sequence of DP rules of a DP. Finally, section
17.18.3 lists some examples on the usage of DPs.

17.18.1 Dispatch Policy Rule Sequence

Each DP defines a sequence of prioritized DP rules, e.g. a specific sequence could consist of DP
rules 1 to 5. Whenever an Authentication Backend Service receives a message request (passcode
message or notification), it will evaluate the sequence of DP rules to determine the action to take.
The sequence is always evaluated in strict order from the first to the last rule. l.e. if the sequence
consists of n DP rules, then the rules are evaluated in this order:

e DPrulel

e DPrule?2

e DPrule3

[ ]

e DPrulen-1
e DPrulen

The Authentication Backend Service will stop the evaluation of the sequence as soon as the first
matching DP rule is found. I.e. the DP rule sequence can be seen as an “if-then-else” chain:

IF DP rule 1 applies THEN use DP rule 1
ELSE IF DP rule 2 applies THEN use DP rule 2
ELSE IF DP rule 3 applies THEN use DP rule 3

ELSE IF DP rule n applies THEN use DP rule n
ELSE falil

Please note, that if all DP rules fail to match, then the message transmission will fail.

The possibilities using DP rules are very wide-ranging. You can create any number of DP rules and
you can re-arrange the order of them as needed afterwards.
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17.18.2 Settings of a Dispatch Policy

When creating a new or editing an existing DP in the SMS PASSCODE database, a tab control is
shown for configuring the different settings of the DP. The settings are divided into 2 tabs:

a. Basic Settings
Settings for identifying the DP

b. Dispatch Policy Rules
The sequence of DP rules specifying the message dispatching behavior

Policies > Dispatch Policies

Edit Dispatch Policy: Admin Policy

Dispatch Paolicy Rules

Basic Settings

User Integration Policies

Admin F'-D|I

User Group Policies Name

Authentication Policies
L Policy f ki dministrat
Passcode Poicies Description olicy for syste ministrators

Dispatch Policies ()]
Teken Policies

A Ny

el . e B Nl ol

The different settings are described in detail in the following subsections. When making changes to
a DP please remember to click the Save button at last to store the changes permanently.
Otherwise, all changes will be lost.
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17.18.2.1 Dispatch Policy: Basic Settings

This section describes the settings available on the Basic Settings tab while maintaining a DP.
The Basic Settings are only used for identifying and describing the DP:

Policies > Dispatch Policies /

Edit Dispatch Policy: Admin Policy

Basic Settings || Dispatch Policy Rules |

User Integration Policies
User Group Policies Name . Admin Policy

Authentication Policies
Description . Policy for system administrators

Passcode Policies

Dispatch Poiicies ()]

Token Policies

khuﬂ‘

. bk P o e i e
T
(@) Name A unigue name identifying the DP. This entry is mandatory.

(b) Description Optional description of the DP, for your own records. Here you can
describe the purpose of the DP.
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17.18.2.2 Dispatch Policy: Dispatch Policy Rules

This section describes the Dispatch Policy Rules tab, where you can maintain the sequence of
DP rules of a DP.

Save
Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using drag'n'drop.

User Group Policies

. o Cancel
Authentication Policies add new rule... ‘ . show summaries
Foene P Ruet e

Policies > Dispatch Policies
Edit Dispatch Policy: Admin Policy

Basic Settings || Dispatch Policy Rules |

User Integration Policies

Dispatch Policies T
Edit... Delete
Token Policies
UK Users Edit... Delete
Voice call Edit... Delete
A

.o

T AP i S it P i Bt B i _fpaettd.

R
a. Click the Add new rule... button to add a new DP rule to the sequence.
b. Click the Edit... button to edit the settings of a DP rule.

c. Click the Delete button to remove a DP rule from the sequence.

d. To re-arrange the order of the DP rules: Click the title bar of a DP rule without releasing the
mouse button and drag the DP rule to a new position in the sequence. Release the mouse
button to drop the DP rule in the new position.

Please note, that you can make any number of changes to the DP rule sequence without affecting
any current behavior. No changes will take effect until you click the Save button. l.e. as long as the
Save button has not been clicked, you can undo all changes by leaving the page without clicking
the Save button. However, when clicking the Save button, all changes are pushed to all
Authentication Backend Services on the fly and will take effect immediately.
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17.18.2.3 Settings of a Dispatch Policy Rule

This section describes how to maintain the settings of each individual DP rule in the DP rule
sequence of a DP. When creating a hew or editing an existing DP rule, the following dialog
appears:

Edit Dispatch Policy Rule 2

|# Enable rule *—.

Basic data | Pre-conditions || Dispatch settings | Authentication session settings

Description jonal description yvour own records.

Phone number selection Select the phone number to use, in case this rule makes any references to phone
numbers:

® Primary phone number
' Secondary phone number

. Setting Explanation

(@) Enablerule This checkbox specifies whether the DP rule is enabled (active). If you clear this
setting, the DP rule will be skipped during evaluation. This might be useful for
temporary de-activation of the DP rule.

(b) Basic data This tab contains the basic data of the DP rule. Please read section 17.18.2.3.1
below for details.

(c) Pre-conditions The settings on this tab allow you to define, whether the rule must only apply
under certain circumstances. Please read section 17.18.2.3.2 (page 278) for

details.
(d) Dispatch The settings on this tab allow you to define, which dispatch method to use for
settings message transmission, and how to handle failover. Please read section

17.18.2.3.3 (page 280) for details.
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. Setting Explanation

(e) Authentication The settings on this tab apply to passcode messages only. It is possible to define

session advanced failover for multi-factor authentication scenarios. Please read section
settings 17.18.2.3.4 (page 284) for details.
) Use the arrow buttons to step to the previous or next DP rule in the DP rule

sequence (the arrow buttons are only available when editing an existing DP rule,
not when creating a new one).

Click Ok to apply the changes to a DP rule, or Cancel to undo any changes. Please remember,
that you still need to click the Save button to commit all changes to the database.

The settings on tabs (b)-(e) are described in the subsections below.

17.18.2.3.1 Settings of a Dispatch Policy Rule: Basic Data
The Basic data tab of a Dispatch Policy rule contains the following settings:

Edit Dispatch Policy Rule 2
# Enable rule

Basic data || Pre-conditions | Dispatch settings | Authentication session settings |

Description Optional description for your own records.

UK Users

:
N !
(

Phone number selection Select the phone number to use, in case this rule makes any references to phone
numbers:

® Primary phone number
() Secondary phone number

¢
¢

. Setting Explanation

(@) Description Optional informative text for your own records. You can use it to describe the
purpose of the DP rule.

(b) Phone number Select, whether a message should be sent to the user’s primary or secondary
selection phone number. This setting is only taken into account if the dispatch mechanism
selected on the Dispatch settings tab is using phone numbers.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 278 OF 441

17.18.2.3.2 Settings of a Dispatch Policy Rule: Pre-conditions

The Pre-conditions tab of a Dispatch Policy rule contains settings that allow you to specify,
whether the rule should only apply under certain circumstances:

Edit Dispatch Policy Rule 2

|#| Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings

Specify, when this rule applies. When a rule does not apply, evaluation continues immediately at the next rule.

) Always apply this rule
® Only apply this rule, when:

¥/ primary phone number | starts with ¥ ” +44 |
‘ [l email | starts with ¥ || |
|| token |assigned and allowed ¥ |

S ity e R n by b

2wt B P g it et P

. Setting Explanation

(@) Apply This setting allows you to define, when this rule must apply:

e Always apply this rule:

Select this option, when dispatching according to this rule must always be
attempted.

e Only apply this rule, when:
Select this option, when dispatching according to this rule must only be
attempted under certain circumstances — as specified by setting (b).

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 279 OF 441

. Setting Explanation

(b) Conditions

When setting (a) has been set to “Only apply this rule, when”, then you can use
the three checkboxes in (b) to specify the condition(s) for applying dispatching
according to this rule.

If more than one checkbox is selected, then this is treated as a combined “AND
condition” — meaning all selected conditions must be fulfilled for the DP rule to be
applied.

Phone number

Select the phone number checkbox to enable a condition on the user’s phone
number. For example, you may only want to apply a specific dispatching
mechanism, if the user’s phone number starts with a specific international prefix.

In case secondary phone numbers have been enabled on the General Settings
page, then the phone number condition is always applied to the phone number
selected on the Basic data tab (primary or secondary, respectively).

Email

Select the email checkbox to enable a condition on the user’s email address. For
example, you may only want to apply a specific dispatching mechanism, when the
user’s email address belongs to a specific domain.

Token

Select the token checkbox to enable a condition on the fact, whether the user has
been assigned a token or not. This is useful, if you only want a specific rule to be
applied, in case the user has a token assigned or not, respectively. For example,
you might want to skip a specific dispatching mechanism for users with tokens, or
you may want to delay the sending of OTP messages for users with tokens.
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17.18.2.3.3 Settings of a Dispatch Policy Rule: Dispatch Settings

The Dispatch settings tab of a Dispatch Policy rule contains settings that let you define the
specific message dispatching behavior, when the rule is actually applied according to the
conditions on the Pre-conditions tab.

Edit Dispatch Policy Rule 2

|#| Enable rule

| Basic data || Pre-conditions || Dispatch settings || Authentication session settings

Dispatch action % Send a message

Do not send a message™

Dispatch type Send the message by | sMS ¥ | using

. s UK Modems

The message will be sent as an SMS to the user's primary phone number.

Timeout The message must be sent successfully within | 30 seconds, otherwise dispatching

according to this rule is canceled.

Issue handling Continue Stop
{to the next rule that applies) {no mare rules applied)

Immediately On timeout* | Immediately On timeout*

If dispatch not possible before timeout, then:

If the user's primary phone number has not been set, then:

gl P il s P S gttt ol Tt .
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. Setting Explanation

(@) Dispatch This setting allows you to define, whether to send a message at all. Two options
action are available:

e Send a message:
This is the default behavior, causing a message to be sent.

e Do not send a message:
This is a special purpose option for token users. This option will cause the
rule NOT to send a message, but instead just introduce a pause of
customizable duration. Selecting this option makes sense, if the rule has
been restricted to apply to token users only, on the Pre-conditions tab. A
typical usage is to introduce a pause for token users in the first rule of a
DP. In this way, message transmission can be avoided, if the user makes
use of his token, before the pause times out.

(b) Dispatchtype  This setting allows you to define, how message transmission must occur. In the
first drop-down list (b1) you select, which type of message transmission you would
like to use. The second drop-down list (b2) will adapt according to this choice and
provide a list of relevant dispatch mechanisms, from which you can choose.

For example, when selecting “SMS” in drop-down list (b1), then the drop-down list
(b2) will contain all modem groups that have been created, and all Dispatch
Connectors that have been created and support SMS transmission.

NOTE: The number of dispatch mechanisms shown in drop-down list (b1) depend
on your actual system configuration. For example, if you have not created any
Email Connectors or any Dispatch Connectors supporting email, then Email will
not be an option in the drop-down list. On the other hand, if you have installed a
dispatch plugin module supporting a new dispatch mechanism, like for example
Push-notification, then this dispatch mechanism will appear, if you have created
a Dispatch Connector using such plugin module.

(c) Timeout This setting defines the maximum time allowed for transmission of the message. If
transmission is not possible within this time, the rule will behave according to
settings (d) and (e) in the Issue Handling section.

(d) Dispatch not Setting (d) is used to define, how the system must react, when a rule has been
possible within applied for message transmission, but transmission fails due to unexpected
timeout infrastructure problems. For example, because a Transmitter Service is down, a

modem is down, or a modem is overloaded. You can choose between the
following options:

e Continue/Immediately:
Select this option to let the DP rule evaluation progress immediately to the
next rule that applies, if transmission is not possible. “Immediately” means
as soon as the system can predict, that transmission will most likely not
occur within the specified timeout (c).
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. Setting Explanation

e Continue / On timeout:
Select this option to let the DP rule evaluation progress to the next rule
that applies, when transmission has not succeeded within the specified
timeout (c).

e Stop /Immediately:
Select this option to let the DP rule evaluation stop immediately, if
transmission is not possible. “Immediately” means as soon as the system
can predict, that transmission will most likely not occur within the specified
timeout (c). “Stopping” means that no more DP rules will be applied for
failover, and as a result, the message transmission fails.

e Stop /On timeout:
Select this option to let the DP rule evaluation stop, when transmission
has not succeeded within the specified timeout (c). “Stopping” means that
no more DP rules will be applied for failover, and as a result, the message
transmission fails.

The important difference between the Continue and Stop options is, that
Continue allows the DP rule evaluation to continue, possibly applying subsequent
DP rules, thereby providing the possibility to allow failover transmission
mechanisms to kick in. In contrast, the Stop options will stop the DP rule
evaluation and the message transmission attempt terminates with failure.

The important difference between the Immediately and the On timeout options
is:

o “Immediately” means that the system should try to predict as soon as
possible, whether it is likely to transmit the message successfully within
the specified timeout (c). For example, if the rule is set to send a message
using a modem group containing two modems, but both modems are
unavailable, then the DP evaluation logic will progress immediately. On
the other hand, if both modems are available, but messages have queued
up due to a heavy load, then the system will automatically estimate the
duration for sending all gueued messages, and will inmediately progress
to the next DP rule, if the estimated queue time means that transmission
will not be possible before the timeout.

¢ In contrast, “On timeout” means that the system will not make any
predictions. No matter, which issue is observed, the system will keep on
trying to send the message using the DP rule, until the timeout is actually
exceeded.

The “Immediately” options are normally recommended, since they give a better
user experience in case of errors, since failover rules can be applied as quickly as
possible. On the other hand, the “On timeout” options could make sense for
users with a token assigned, if they are likely to use the token in case of
transmission errors. Note, that you can differentiate the behavior for token users
and non-token users, by having dedicated rules with different token pre-
conditions.
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. Setting Explanation

(e) Dispatch
target not set

Setting (e) is used to define, how the system must react, when the rule has been
applied for message transmission, but the relevant Dispatch target is missing on
the user. “Dispatch target” means, to where to send the message. Depending on
the selected dispatch type (b), this is the user's phone number or email address.

You can choose between the following behaviors, when a user’s dispatch target is
missing:

e Continue /Immediately:
Select this option to let the DP rule evaluation progress immediately to the
next rule that applies.

e Continue/On timeout:
Select this option to let the DP rule evaluation progress to the next rule
that applies, when timeout (c) has expired. This effectively means that a
pause is introduced.

e Stop /Immediately:
Select this option to let the DP rule evaluation stop immediately.
“Stopping” means that no more DP rules will be applied for failover, and
as a result, the message transmission fails.

e Stop/On timeout:
Select this option to let the DP rule evaluation stop, when timeout (c) has
expired. This effectively means that a pause is introduced, and afterwards
transmission fails.

The “Immediately” options are normally recommended, since they give a better
user experience in case of a missing dispatch target, because failover rules can
be applied as quickly as possible. On the other hand, the “On timeout” options
could make sense for users with a token assigned. For example, it could be that
users without a phone number are actually the users having a token assigned. In
this case, it makes sense to introduce a pause for such users, enabling them to
authenticate using a token.
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17.18.2.3.4 Settings of a Dispatch Policy Rule: Authentication Session Settings

The Authentication session settings tab of a Dispatch Policy rule contains settings that let you
define the behavior for authentication sessions. It is possible to configure the system for advanced
failover, so that a passcode message is re-transmitted automatically using different dispatch
settings, if the user does not enter the passcode within a specified timeout (“lifetime”). The settings
on this tab are only relevant for passcode message transmissions, not for notifications:

Edit Dispatch Policy Rule 2

|#*! Enable rule

Basic data | Pre-conditions | Dispatch settings || Authentication session settings

The settings below apply to authentication sessions only, not to notifications.

A Mgt bty

Lifetime Please select the lifetime of this rule:
#® Determined by the passcode lifetime according to the passcode policy
Use custom duration 30 | seconds
On expiration When the rule lifetime expires, then:

#* Stop, authentication fails
Continue to the next rule that applies

krﬂwﬂ

B i e i g P Iy o B P il

. Setting Explanation

(@) Lifetime This setting specifies the lifetime of the DP rule. The following options are
available:

e Determined by the passcode lifetime according to the passcode
policy: Select this option to use the default passcode lifetime defined by
the Passcode Policy assigned to the user.

e Use custom duration: Select this option if you would like to override the
default lifetime and enter a lifetime of own choice. For example, when
configuring a second passcode message to be sent when the first one
expires, it might be desirable to lower the lifetime of the first DP rule.
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. Setting Explanation

(b) On expiration This setting specifies the behavior when a DP rule expires according to the
lifetime of setting (a).

e Stop, authentication fails (default): Select this option if authentication
must fail when the lifetime of the DP rule has expired. This is the default
behavior.

e Continue to the next rule that applies: When this option is selected, and
the DP rule expires during an authentication session, the evaluation of the
DP rule sequence will continue at the next rule that applies.

If another rule does apply, then the OTP32 is re-transmitted according to
this rule. This might be useful for automatic failover in the rare event of
transmission problems or e.qg. if the user uses two (mobile) phones for
different purposes. E.g. if a DP rule expires, a new passcode message
could automatically be sent using a different dispatch mechanism — or a
new passcode message could be sent to the user’s secondary phone
number.

If no other rule does apply, then authentication will fail.

17.18.2.4 Dispatch Policy Rule Summaries

When maintaining a sequence of DP rules, by default, the Dispatch Policy Rules tab will only
display the Description of each rule:

Policies > Dispatch Policies / ﬂ‘

Edit Dispatch Policy: Admin Policy

Basic Settings | Dispatch Policy Rules |

Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using drag'n'drop.

User Integration Policies
User Group Policies

Authentication Policies Add new rule... Show summaries

Paszscode Policies

Dispatch Policies PN us vsers | Edit.. || Delete |

Token Policies

UK Users | Edit.. || Delete |

Voice call

| Edit.. || Delete |

WW;—J

33 Normally, the same OTP will be re-transmitted, to ensure the best user experience. However, the dispatch
mechanism used for re-transmission might have limitations that do not allow re-transmission of the same
OTP message. In such cases, a new OTP might be generated.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 286 OF 441

However, you may select the Show summaries checkbox to get a short summary of each DP rule.
This is useful for getting a descriptive explanation of the settings of every rule:

,

Policies > Dispatch Policies
Edit Dispatch Policy: Admin Policy

Basic Settings || Dispatch Policy Rules

User Integration Policies
. _ Rules are evaluated in a prioritized order from top to bottom. You can re-order the rules using drag'n'drop.
User Group Policies

Authentication Policies

Add new rule... #| Show summaries

Passcode Policies

Dispaich Policies ()

us Users
Token Policies Passcode message Notification message
If the user's primary phone number starts with If the user's primary phone number starts with
'+1' Then '+1" Then
« If it is estimated that it will be possible = Ifitis estimated that it will be possible
to send the message within 30 seconds, to send the message within 120 seconds,
then try to send the message as an SMS then send the message as an SMS to the
to the user's primary phone number usaer's primary phone number using the
using the modem group "US Modems™; modem group "US Modems"; otherwise
otherwise skip immediately to the next skip immediately to the next rule. Edit... Delete
rule. = If the user's primary phone number has
» If the user's primary phone number has not been set, then skip to the naxt rule
not been zet, then skip to the next rule immediately.

immediatzly. Else skip to the next rule

» After a successful message transmission,
the rule will be valid for 30 seconds. If
no passcode is entered before the rule
expires, then stop and fail.

Else skip to the next rule

D e T oV PRL e TR WY R W T e W

UK Users
Passcode message Motification message
If the user's primary phone number starts with If the user's primary phone number starts with
'+44" Then '+44' Then
s If it is estimated that it will be possible s Ifit is estimated that it will be possible
to send the message within 20 seconds, to send the massage within 120 seconds,
then try to send the message as an SMS then send the message as an SMS to the
te the user's primary phone number usar's primary phone number using the
using the modem group "UK Modems"; modem group "UK Modems"; otherwise
otherwise skip immediately to the next skip immediately to the naxt ruls. Edit... Delete
rule. » If the usar's primary phone number has
» If the user's primary phone number has not been set, then skip to the naxt rule

not beel

et, then skip to the next rule immediately.
WL GRS S B s ottt - it i

17.18.3 Dispatch Policy Examples
This section shows different examples on how DPs can be applied for useful failover and scaling.

Example 1 (Prefix Load Balancing):

A large enterprise has acquired six modems, which are distributed between three different
countries (2 modems at each location): United States, United Kingdom and Germany. A SIM card
from a national operator has been inserted into each modem. Users from all three countries are
logging into a Citrix Web Interface. To provide the most efficient SMS transmission and to lower
the SMS transmission costs, it is desirable, that a modem is selected for each transmission that
uses a SIM card with the same international mobile number prefix as the SIM card of the user
requesting the SMS. This is also called prefix load balancing. To achieve this, you should
proceed as follows:

1. Create three modems groups, one for each Country. For example, you could call the
modem groups “US”, “UK” and “DE”. For each modem group, assign the two modems
located in the corresponding country.

2. Create a DP containing a sequence of 4 DP rules:
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Dispatch Configuration
Policy Rule

Edit Dispatch Policy Rule 1

[#| Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings

Specify, when this rule applies. When a rule does not apply, evaluation continues immediately at ti

) Always apply this rule
® Only apply this rule, when:

#| primary phone number | starts with r “ +1 |
1 email | starts with v “ |
[ I token | assigned and allowed r | ;

Edit Dispatch Policy Rule 1

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings

Dispatch action ® Send @ message
[ Do not send @ message™®

Dispatch type Send the message by using

The message will be sent as an SMS to the user's primary phone number.

S W TN N o W

Timeout The message must be sent successfully within seconds, otherwise dispa
according to this rule is canceled.
Issue handling Continue St
(to the next rule that applies) {no mare r
Immediately On ti t* | Immediately
) . ) *
If dispatch not possible before timeout, then: - ’
L]
If the user’s primary phone number has not been set, then: - [ [ ?

i
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Dispatch Configuration
Policy Rule

Edit Dispatch Policy Rule 2

|#| Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings |

Specify, when this rule applies. When a rule does not apply, evaluation continues immediately at the

) Always apply this rule

® Only apply this rule, when:
[#| primary phone number | starts with hd H +44 |

)
-
PP UL il M J

Edit Dispatch Policy Rule 2

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings

Dispatch action ® Send @ message

' Do not send a message®

Dispatch type Send the message by using

(] UK
The message will be sent as an SMS to the user's primary phone number.
-
e

Timeout The message must be sent successfully within seconds, otherwise dis
according to this rule is canceled.

Issue handling Continue !
[ta the next rule that applies) [no more r
Im diately On tii t* | Im diat ",?
)
If dispatch not possible before timeout, then: - 3
If the user’s primary phone number has not been set, then: O] [ 19

il o 2 P G grad A At . ittt AP e i sl

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 289 OF 441

Dispatch Configuration
Policy Rule

Edit Dispatch Policy Rule 3

|#| Enable rule

Basic data | Pre-conditions || Dispatch settings | Authentication session settings |

Specify, when this rule applies. When a rule does not apply, evaluation continues immediately at the

! Always apply this rule
® Only apply this rule, when:

BT WP VR ¥ VY

¥ primary phone number | starts with v || +49 |

LR SES R MJ

Edit Dispatch Policy Rule 3
|#| Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings |

Dispatch action ® Send a message

() Do not send @ message™ !

Dispatch type Send the message by using

The message will be sent as an SMS to the user's primary phone number.

according to this rule is canceled.

Timeout The message must be sent successfully within seconds, otherwise d}

Issue handling Continue
{to the next rule that applies) {no mar
Immediately On ti t*
If dispatch not possible before timeout, then: - l
If the user’s primary phone number has not been set, then: (O} 9 ] '
e Y e L i Y .ﬁj
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Dispatch Configuration
Policy Rule

Edit Dispatch Policy Rule 4

|#*| Enable rule

Specify, when this rule applies. When a rule does not apply, evaluation continues immediately at the

Basic data | Pre-conditions || Dispatch settings || Authentication session settings | I

(® Always apply this rule
() Only apply this rule, when:

*
primary phone number |5:a'ts with v ” | $

email |s:a'ts with v || |

token | assigned and allowed r |

P P P P,

Edit Dispatch Policy Rule 4

|+ Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings

Dispatch action ® Send a message
(' Do not send a message™

Dispatch type Send the message by | SMS ¥ |using

) all modems - i
The message will be sent as an 5M3 to the user's pnmary phone number.
Timeout
For passcodes, the message must be sent successfully within seconds, otherwise
dispatching according to this rule is canceled. }

For notifications, the message must be sent successfully within seconds, otherwise
dispatching according to this rule is canceled.

Issue handling Continue Stop
(to the next rule that appliss) [na more rules applied)

Im diately On tii * | Im diately On timeout*

If dispatch not possible before timeout, then: L&) -

If the user's primary phone number has not been set, then: (] (@]

Ll ™ SR T L NS o T e S

With these DP rules in place, each passcode message will be sent using a modem from the same
country as the user, whenever at least one modem of the country is available and has a short
queue (transmission possible within 30 seconds). Otherwise, the last rule will take over, i.e. the
message will be load balanced between all available modems, including the modems located in the
other countries.

Example 2 (SMS PASSCODE Mobile app failover):
A company prefers to transmit messages end-to-end encrypted via the SMS PASSCODE Mobile
app, but would like to fail over to SMS transmission using the SMS PASSCODE Cloud Service, in
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case an end-user has not installed the SMS PASSCODE Mobile app. To achieve this, create a
sequence of 2 DP rules:

Dispatch | Configuration
Policy
Rule

Edit Dispatch Policy Rule 1

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings " Authentication session settings

Dispatch action ® Send a message
() Do not send a message®

Dispatch type Send the message by using

] SMS PASSCODE Cloud Service (default)
D

ey T WP

The message will be sent as a push message to the user's primary phone numbt.

Timeout
For passcodes, the message must be sent successfully within seconds,
dispatching according to this rule is canceled.
For notifications, the message must be sent successfully within Secon
dispatching according to this rule is canceled.

Issue handling Continue

{to the next rule that applies) {ne mol

gt X B ]

Immediately On timeout® Immediaie‘

If dispatch not possible before timeout, then:

If the user’s primary phone number has not been set, then:

Pt and ol a8t it b P

Edit Dispatch Policy Rule 1

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings

The settings below apply to authentication sessions only, not to notifications.

I

Lifetime Pleaze select the lifetime of this rule: :
() Determined by the passcode lifetime according to the passcode policy

® UUse custom duration seconds

On expiration When the rule lifetime expires, then:

() Stop, authentication fails
® Continue to the next rule that applies

Mote: In case several passcode messages are sent, all OTPs sent durin
authentication session stay valid, until the last rule expires.

P it gt d-auh
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Dispatch | Configuration
Policy
Rule

Edit Dispatch Policy Rule 2

|| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings

Dispatch action ® Send a message

) Do not send a message*

Dispatch type Send the message by using

o SM5 PASSCODE Cloud Service (default)
Disoatch connectar

The message will be sent as an SMS to the user's primary phone number.

Timeout
For passcodes, the message must be sent successfully within seconds, otherwise
dispatching according to this rule is canceled.
Faor notifications, the message must be sent successfully within seconds, otherwise
dispatching according to this rule is canceled.

Issue handling Continue Stop

(to the next rule that applies) (no mare rules applied)

L S W PR T Y N

Immediately On timeout* | Immediately On tim

®

If dispatch not possible before timeout, then:

AN

|t -4

If the user’s primary phone number has not been set, then: o Q O]

B N SR B T D e

Edit Dispatch Policy Rule 2
|#| Enable rule

Basic data | Pre-conditions | Dispatch settings || Authentication session settings

\

The settings below apply to authentication sessions only, not to notifications.

-

Lifetime Please select the lifetime of this rule:
® Determined by the passcode lifetime according to the passcod

() Use custom duration seconds

N

On expiration ‘When the rule lifetime expires, then:

(® Stop, authentication fails
() Continue to the next rule that applies

Example 3 (operator failover):

A company has acquired four modems. Two of the modems are equipped with SIM cards from
operator A, while the other two modems are equipped with SIM cards from operator B. Below, the
modems are called Operator A and Operator B modems, respectively. By default, all passcodes
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should be sent using the Operator A modems and all users have been assigned mobile phones
with SIM cards from operator A. However, in case of any problems with operator A, the Operator B
modems should be used instead. This means that if the Operator A modems are unavailable or
cannot send any SMS, or if the users do not receive any SMS from operator A, then the system
should failover to the Operator B modems. Selected important users have also been given SIM
cards from operator B. The SMS passcodes should be sent to the operator B mobile number in the
failover situation. In this way, operator network failover is realized at both the sending and
receiving end. To achieve this, you should proceed as follows:

1. Create two modem groups, one called “Telco A” and one called “Telco B”. For each modem
group, allocate the two modems with SIM cards from the corresponding Telco operator.
2. Create a DP containing a sequence of 2 DP rules:

Dispatch | Configuration
Policy

Rule

Edit Dispatch Policy Rule 1
|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings |

Description Optional description for yvour own records.

Use Telco & modems

Phone number selection Select the phone number to use, in case this rule makes any
numbers:

AN AR N

® Primary phone number
) Secondary phone number

) WY
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Dispatch | Configuration
Policy

Rule

Edit Dispatch Policy Rule 1

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings |

Dispatch action ® Send a message

() Do not send a message™

Dispatch type Send the message by using

) Telco &

The message will be sent as an SMS to the user's primary phone num

Timeout The message must be sent successfully within seconds, other
according to this rule is canceled.

Issue handling Continue
[to the next rule that applies)

Immediately On timeout®

=
2

-y A Ry A Npry 1ty Ny g b

If dispatch not possible before timeout, then: -

"W

If the user’s primary phone number has not been set, then: [C)] [ ]

B e s o

Edit Dispatch Policy Rule 1

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings B

The settings below apply to authentication sessions only, not to notifications.

Lifetime Please select the lifetime of this rule:
() Determined by the passcode lifetime according to the passcode policy

® Use custom duration seconds

On expiration When the rule lifetime expires, then:

! Stop, authentication fails
® Continue to the next rule that applies

Mote: In case several passcode messages are sent, all OTPs sent duni
re - » . . - i h ?

A A My
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Dispatch | Configuration

Policy
Rule

Edit Dispatch Policy Rule 2
|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings |

Description Optional description for your own records.

Use Telco B modems

Phone number selection Select the phone number to use, in case this rule makes any re
numbers:

' Primary phone number
® Secondary phone number

el qam PP P mbintnb it i ff

Edit Dispatch Policy Rule 2

Avsnr g Ao b, by

|#| Enable rule

Basic data || Pre-conditions || Dispatch settings || Authentication session settings |

Dispatch action ® Send a message

) Do not send a message™

Dispatch type Send the message by using

th Telco B

The message will be sent as an SMS to the user's secondary phone number.

Timeout The message must be sent successfully within seconds, otherwise dispatching

according to this rule is canceled.

sdialing oy g rmrmtagoh bW

Issue handling Continue Stop
(to the next rule that applies) {no more rules appli
Immediately On i t* | Immediately On tim
If dispatch not possible before timeout, then: -
If the user's secondary phone number has not been set, then: (9] o ® L=
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Dispatch | Configuration
Policy
Rule

Edit Dispatch Policy Rule 2

|« Enable rule

Basic data | Pre-conditions || Dispatch settings || Authentication session settings 1

The settings below apply to authentication sessions only, not to notifications.

Lifetime Please select the lifetime of this rule:
® Determined by the passcode lifetime according to the pass

(' Use custom duration seconds

L Y S

On expiration When the rule lifetime expires, then:

® Stop, authentication fails
) Continue to the next rule that applies

W

~h

17.19 Authentication Monitoring

The Authentication Monitoring page is used to monitor all authentication attempts, i.e. any
attempts of any SMS PASSCODE user to authenticate against any SMS PASSCODE protected
authentication client. The page can be used for several purposes:

e Retrospective inspection of past authentication attempts, e.g. for purposes of reporting,
analysis or security review. Extensive filtering options provide many ways to inspect the
registered attempts.

e Live inspection of current authentication attempts, e.g. in case of troubleshooting.

e Export of authentication attempts to CSV or XML files, e.g. for further analysis by 3" party
analysis systems. Again, the extensive filtering options let you export exactly the data
needed.
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Initially, when entering the Authentication Monitoring page, it will show all Live Data in a grid
ordered descending by date and time, i.e. showing the most recent authentication attempts at the

Authentications

Maintain Users Select columns | | Set filter | Quick filter: | | [ Export... Page size:
Import Users

Data Source: [Live Data VH Refresh now | [] Auto-Refresh | 15 seconds | Apply

® Total number of live data records = 950 (95% of archive threshold). Oldest record from 7/12/2018 3:00:00 AM.
Last successful auto-archive operation: 8/24/2018 10:04:11 AM

12345678910 ..
Client type

End-user IP

Country Organization

User (Display name)

A Authenticaions [}

Modem [ ] 8/21/2018 6:32:24 AM peter wilson [secureshopijane] Citrix Web Interface 221.212,173.82 == Irag Large Enterprise
jodems
® No 8/21/2018 5:26:48 AM ?:;:::r:::any\simon] TMG Server 172.111.54.206 Jamaica Large Enterprise
® No 8/21/2018 4:25:12 AM ’;’#:gz:‘ﬂ":::y\ammda] 115 Website (ISAPI) 79.97.235.63 [ Palestinian territories  Large Enterprise
e Yes 8/21/2018 3:21:36 AM f;"';f;grﬁr;:v\simu"l IS Website (ISAPI) 182.58.247.36 =Iraq Large Enterprise
[ ] Yes 8/21/2018 2:18:00 AM Janice jones [mycompany\simon] Pwa::;tc;rd Reset 36.1,35.98 B Madagascar Big Company
® No 8/21/2018 1:14:24 AM ?::::‘r;:ﬁg:\iman da] ﬁf:::unmen“g"e 49.87.141.13 [EZ Christmas Island Large Enterprise
[ ] Yes 8/21/2018 12:10:48 AM anna brown [secureshop'peter] ADFS 147.183.215.11 = South Sudan Big Company
@ Yes 8/20/2018 11:07:12 PM simon roberts [bigcompanyibill] Secure Devies 182.68.84.60 H Madagascar Large Enterprise

B P B | i Pl i . P . ot A A sttt gl Pt s o it
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Live Data means authentication attempts stored in the internal SMS PASSCODE database, i.e. not
including any archived authentication attempts.

The monitoring page provides several useful features:

_____ 4 Monit¢ 'ng > Authentications

Auﬂ’lenﬁcafims

Waintain Users e .
[ selectcolumns | | Set filter | Quick filter: ‘M. Page size:
Import Users
Data Source: [Live Data v Refresh now H .—.D Auto-Refresh seconds
© Total npfhber of live data records = 950 (95% of archive threshold). Oldest record from 7/12/2018 3:00:00 AM. o[ Show logins on map
Last suplessful auto-archive operation: 8/24/2018 10:04:11 AM

5
Login When - User (Display name) Client type End-user IP Country Organization

Sl

Yes 8/21/2018 6:32:24 AM peter wilson [secureshopijane] Citrix Web Interface 221.212.173.82 =Iraq Large Enterprise
anna brown

No 8/21/2018 5:28:48 AM Lothereompany\simon] TMG Server 172.111.54.206 B Jamaica Large Enterprise

e janice johnson ) - ) )
No 8/21/2018 4:25:12 AM Tothercompany\amanda] 115 Website (ISAPI) 79.97.235.63 = Palestinian territories  Large Enterprise

v simon roberts — =
Yes 8/21/2018 3:21:36 AM Totharaamamny\simon] IIS Website (ISAPI) 182.58.247.36 =lrag Large Enterprise

Yes 8/21/2018 2:18:00 AM janice jones [mycompanysimon] f;:s:::;d Reset 38.1.35.98 B Madagascar Big Company

simon roberts Secure Device a a
No 8/21/2018 1:14:24 AM Temaroshopamanda] Provisioning 49.87.141.13 [ Christmas Island Large Enterprise

] Yes 8/21/2018 12:10:48 AM  anna brown [secureshop'peter] AD F5 147.183.219.11 = South Sudan Big Company
] Yes 8/20/2018 11:07:12 PM  simon roberts [bigcompany\bill] ﬁf:‘:;f [’f“"’e 182.68.84.60 M Madagascar Large Enterprise

- gl g . q«,‘“&'ﬂwwwpﬂ

a. Click the Select columns button to change the actual columns shown in the monitoring
grid. For example, add the Note column, if you would like to see the reasons for failed
authentication attempts.

b. Click the Set filter button to define row-filtering conditions. For example, define a filter only
showing rows of failed attempts, only rows for a specific user, only rows for a specific date
interval, or only rows with attempts originating from a specific country (in case Geo-IP has
been enabled). Alternatively, use the new Quick filter textbox to the right of the button,
where you can simply enter some text to search for across most of the fields in the grid.

c. Click the Export... button to export all data currently shown in the grid to a CSV or XML
file, e.g. for purposes of reporting or further analysis.

d. Click the Data Source drop-down to switch between displaying Live Data or Archived Data
in the monitoring grid**.

e. Click the Refresh now button to update the monitoring grid, displaying any new data that
might have appeared in the meantime.

f. Select the Auto-Refresh checkbox to make the grid refresh its data automatically by a
fixed time interval. This might be useful in case of troubleshooting.

g. Click the Show link of any authentication attempt to display the full details of the entry.

h. Click the Show logins on map button to plot all data currently shown in the grid on a world
map (“geo mapping”).

Some of these features are described in more detail in the following subsections.

34 It is not possible to display or export Live Data and Archived Data at the same time. If you need to analyze
both types of data combined, this is possible using the SMS PASSCODE PowerShell cmdlet Get-
SmsPcAuthenticationMonitorData (cf. section 18.1, 309).
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17.19.1 Column Filtering

Whenever a new authentication attempt is recorded in the SMS PASSCODE database, many
useful details about the attempt are stored. The Authentication Monitoring grid only shows a
small subset of these details. You can see all details of any authentication attempt by clicking on

the Show link to the left of the row in question.

Monitoring > Authentications

Authentications

Maintzin Users | Select columns

Set filter | Quick filter:

Import Users

Data Source: |Live Data

-
VH Refresh now | .

P Authentications

Modems

@ Total number of live data records = 950 {95% of arcl
Last successful auto-archive operation: 8/24/2018 10:[?

When -
8/21/2018 6:32:24 AM
8/21/2018 5:28:48 AM

8/21/2018 4:25:12 AM

8/21/2018 2:18:00 AM

8/21/2018 1:14:24 AM
8/21/2018 12:10:43 AM
8/20/2018 11:07:12 PM ‘

8/21/2018 3:21:36 AM )

8/20/2018 10:03:36 PM

Alternatively, you have the option of customizing which columns to show in the grid. To achieve

this, click the Select columns button at the top of the page:

Monitoring > Authenticat:

Authentications

Maintain Users

Select columns

Set filter [

Import Users

Data Source: |Li\re Data

v| | Refresh?
@ Total number of live data records = 950 (9
Last successful auto-archive operation: SfZ#Z&

P Authentications

[ p—

*

3:21.;"2018 5:32'?
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A dialog for selecting the columns to show in the grid will appear:

Select columns

Please select the columns to be shown in
data grid:

1Al

|#| Login successful

|« When

I User ID

|#| User (Display name)
|| User (SAM)

[ User (UPN)

|| User (Full name)

|| Authentication server IP
|#| Client type

|| Client IP

|| End-user IP

|# Country

|#| Organization

|| Passcode type

|| Authentication Policy
|| Mote

g Relin i e A By iy

| Apply || Cancel || Revert to default |

Select or clear the checkbox to the left of an attribute to make it appear or disappear in the grid,
respectively. Select the checkbox All to make all columns appear in the grid. The individual
attributes are described in the table below:

Attribute Explanation

Login Successful

When

User ID

User
(Display Name)

User (SAM)

User (UPN)

Specifies whether the authentication attempt succeeded or failed.
In case of a failed authentication attempt, inspect the Note attribute to realize the
exact reason of failure.

Specifies the date and time of the authentication attempt.

Specifies the unique ID of the end-user that attempted authentication. The unique
ID is used internally by the SMS PASSCODE database. In case a user has been
imported into the SMS PASSCODE database from an AD using a User
Integration Policy, then the ID will be equal to the user’s Security ID (SID) in the
AD.

Shows the most exact name of the end-user that attempted authentication,
depending on the fact which part of the user's name is known by the SMS
PASSCODE database (full name, SAM, UPN).

Shows the SAM account name of the end-user that attempted authentication.
Empty, if the SAM account name of the user is not known.

Shows the UPN of the end-user that attempted authentication.
Empty, if the UPN of the user is not known.
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Attribute

User
(Full name)

Authentication
server IP

Client type

Client IP

End-user IP

Country

Organization

Passcode type

Authentication
Policy

Note

Explanation

Shows the full name of the end-user that attempted authentication.
Empty, if the full name of the user is not known.

Specifies the IP address of the SMS PASSCODE Authentication Backend
Service host that actually determined, whether the authentication attempt was
successful or not.

Specifies the type of client on which the end-user attempted to log in.
E.g. Citrix Web Interface, RADIUS or Windows Logon.

Specifies the IP address of the SMS PASSCODE protected authentication client
to which the end-user attempted to log in. For example, the IP address of an
SMS PASSCODE protected RADIUS server, or the IP address of an SMS
PASSCODE protected OWA site.

Specifies the IP address of the end-user that attempted authentication.

Specifies the country from which the end-user attempted to log in, determined
from the end-user IP using Geo-IP.

Specifies the organization from which the end-user attempted to log in,
determined from the end-user IP using Geo-IP.

Specifies the type of passcode that the end-user was using during the
authentication attempt. Possibly values are:
e Session-specific OTP
Token OTP
Personal Passcode
MFA bypassed?®

Specifies the name of the Authentication Policy and the rule number of this policy
that was applied during the authentication attempt.

Specifies the reason for a failed authentication attempt. Empty, if authentication
succeeded.

35 Multi-factor authentication can be bypassed only if bypassing has been allowed on the General Settings
page. In this case, bypassing might occur due to two different reasons: Either because PoC Mode has been
enabled, or because bypassing was determined by an Authentication Policy.
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17.19.2 Row Filtering

Row filtering allows you to restrict the monitoring grid to show only a subset of all registered
authentication attempts.

Monitoring > Authentications /
Authentications

Maintain Users | Sselect columns | . Set filter | Quick filter
Import Users

‘e

Data Source: |Live Data vll Refresh now |

g Bt

@ Total number of live data records = 950 (95% of archive thresheold). Oldest record from 7/12
Last successful auto-archive operation: 8/24/2018 10:04:11 AM

12 3 4:5 6 4

User (Display name)
p Authentications

e peter wilson [secureshop‘jane]
.

8/21/2018 6:32:31 AM

Filtering can be applied in two different ways:

a. Row filter: Click the Set filter column to restrict the number of authentication attempts
shown in the grid. If you specify several conditions in the row filter, then the conditions are
combined into an “AND-filter”, meaning authentication attempts are hidden from the grid
unless they fulfill all conditions of the filter.

b. Quick filter: This feature allows you to define a more flexible filter in a very quick way. You
simply enter the content into the quick filter that you want to search for, and the grid will
then only show authentication attempts, that contain the entered value in any of the
following attributes:

e When

e User (Display name)

e User (SAM)

e User (UPN)

e User (Full name)

e Authentication Server IP

o Client type
e Client IP

e End-user IP
o Country

e Organization

e Authentication Policy
e Note

¢ Dispatch History

NOTE: You can combine the Row filter and the Quick filter. This will restrict the grid to only show
authentication attempts that fulfill both filters.

Row filters can be used for many purposes. Here are a couple of examples:

e Show only authentication attempts that failed
o Show only authentication attempts of a specific user
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e Show only authentication attempts from a specific period

¢ Show only attempts to log in to a specific type of client

e Show only attempts to log in to an authentication client with a specific IP address

e Show only attempts to log in from a specific end-user IP address (or IP address scope)
¢ Show only attempts to log in from a specific country or organization

¢ Show only authentication attempts using a specific type of passcode

Moreover, since these filter examples can be combined in any way — you are given great flexibility
for analyzing the authentication attempts in your organization.

17.19.3 Exporting Data

As explained in the two previous sections about column and row filtering, you are able to
customize the monitoring grid to show exactly the authentication attempts that you would like to
inspect. When you have completed such filtering, you have the additional option to export the
specific data shown in the grid, e.g. for further analysis in a 3" party tool like Microsoft Excel,
where you could create pivot tables or pivot charts from the data.

To initiate export of the current data of the grid, please click the Export... button.

Monitoring > Authentications

Authentications

| Select columns | | Set filter | | Clear filter | Export... |

Data Source: | Live Data r Refresh now |

@ Total number of live data records = 723 (7% of archive reshald) Oldest record from BIZDI‘Q
Last successful auto-archive operation: Unknown

The following dialog will appear:

Export data of authentication attempts...

Please specify how you would like to export the currently selected columns and rows of
authentication attempt records.

File format =TI
Filename LogonHistoryExport-2015-09-09

Export limit

723 rows are selected for export, unless you set a maximum to limit
the number of exported rows.

Ok || Cancel |

Fill out the settings in the dialog and click the Ok button, to execute the export. Otherwise, click the
Cancel button to abort the export.
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The settings in the dialog are described in the table below:

. Setting Explanation

(@) File format Select whether to export data to a CSV or XML file.
(b) Filename Specify a name for the file that is going to contain the exported data.
(c) Export limit Optionally enter a record limit. If a number x is entered, then only the x topmost

rows of the grid are exported. Otherwise, all rows of the grid are exported.

17.19.4 Switching Data Source

By default, the monitoring grid will display Live Data, i.e. authentication attempts stored internally in
the SMS PASSCODE database, as opposed to archived data.

Use the Data Source drop-down to switch between Live Data and Archived Data:

Monitoring > Authentications

Authentications

| Select columns | | Set filter |
Data Source: | Refresh now | '

Live Data

® Total numb{ Archived Data

Last successful auta-archive of

rds = 723 (7% of archive threshold). Cldest rf
ation: Unknown *

User (Display nam~=)

When switching to Archived Data, the grid will instead display data from the current archive of
authentication attempts, as defined by the current archiving settings on the General Settings page
(cf. section 17.3.3, page 114).
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First, a dialog will appear, asking you to select the period of archived data to display:

Show Archived Data...

Please select the start and end date of the archived data
to retrieve.

From To
| 10/10/2005 | | 6/27/2014

By default, the date of the oldest and newest logon
attempts in the archive are selected, respectively.

It is recommended not to import data of a longer period than needed, since importing a huge
amount of archived authentication attempts can take a while. When you have selected the required
period, the corresponding archived data is retrieved from the archive and displayed in the grid.

You have now exactly the same options for performing column and row filtering, plotting data on a
world map or exporting data, similar to the situation of displaying Live Data.

17.19.5 Geo-mapping

The Geo-mapping feature allows you to visualize the authentication entries of the Authentication
Monitoring page on a world map. When activating the feature, it will map the authentication
entries currently shown on the Authentication Monitoring page. This means that you may apply
row filtering and/or switch data source first, thereby allowing you to select the exact data to be
visualized on the world map. For example, you could visualize login attempts for a specific period,
a specific user and/or a specific type of authentication client. Furthermore, you may visualize all
attempts, or only failing attempts.
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Once the desired login attempts for geo-mapping have been selected, click the Show logins on
map button to perform the visualization of the entries on a world map:

' /e Monitoring > Authentications / [ m

Authentications

oDl [ Select columns | | Set filker ] Export... ] Page size: [10_v]
Import Users

Data Source: | Live Data e Refresh now [] Auto-Refresh | 15 seconds | Apply
© Total number of live data records = 950 (35% of archive threshold). Oldest record from 7/12/2018 3:00:00 AM. Show logins on map
Last successful auto-archive operation: 8/24/2018 10:04:11 AM

1234567 89 10 ..

==

User (Display name) End-user IP Country Organization

A Authentications 0

Modems

Show ® Yes 8/21/2018 6:32:24 AM peter wilson [secureshop\jane] Citrix Web Interface 221.212.173.82 =Iraq Large Enterprise
anna brown

[ethercompany\simon]

gy ) Janica johnson . Rt 5 35,5, 0. " L - -

Show @ No 8/21/2018 5:28:48 AM TMG Server 172.111.54.206 [E4 Jamaica Large Enterprise

A world map will appear with each country colored according to the number of login attempts from
the country (darker color means more login attempts). The following features are available on the
world map:

a. Click on any country to get the exact login statistics for this country.

b. To navigate the map, you can click the +/- buttons at the upper left corner to zoom
in and out, respectively. When zoomed in, you can drag the map by holding the
mouse-button down.

c. Alternatively, you can zoom into specific regions of the world map using the drop-
down list in the upper left corner. The entry Fit will zoom in to the world map as
much as possible, while still showing all countries with at least a single login attempt
according to the currently selected data on the Authentication Monitoring page.

United Kingdom

L« 2970
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17.20 Modem Monitoring

The Modem Monitoring page is used to monitor all the modems that have been created on the
Modems maintenance page (cf. section 17.14, page 261). The page is dynamically updated to
show the live status of every modem. The Modem Monitoring page displays 3 sections of
information for each modem:

a. Modem device information:
e The COM port to which the modem is attached
e Modem description (modem type and revision number)
e The IMEI number of the modem

Monitoring > Modems

Transmitter: w2012r2test1

®  Status Ready Started 9/10/2015 10:32:20 AM

@ Queue length 1] # Successful transmissions v]
@  signal strength 80,6 % @ # Failed transmissions v]
SIM ID 89450401080204000400 L] # Modem initializations 1

Operators Show ®  Avg. transmission time

Started

Status Ready 9/10,/2015 10:33:02 AM

Queue length 0

# Successful transmissions 0

Signal strength # Failed transmissions 0

90,3 %

SIM ID 8945020184520250400 # Modem initializations 1

Show

Operators Avg. transmission time

s LG F D

b. Modem state information:

e Status: Current status of the modem (should be “Ready” or “Sending” under normal
circumstances).

e Queue length: The current number of queued messages for the modem. This number
should be close to 0. If this number increases periodically, this could indicate that too
few modems have been assigned to handle the load.

e Signal strength: The currently detected signal strength.

e SIM ID: A unique identifier for the SIM card inserted into the modem.

e Operators: Click the hyperlink “Show” to display a list of detectable operators. Please
note, that retrieval of the opeator list can take up to 1 minute and will delay any queued
messages.

c. Transmission statistics:

e Started: The date and time the modem thread was started.

e # Successful transmissions: The number of successfully transmitted messages since
the modem thread was started.

o # Failed transmissions: The number of failed message transmissions since the
modem thread was started.

e # Modem initializations: The number of attempted modem initializations since the
modem thread was started. Should be 1 under normal circumstances. If this number is
large, then the modem is being re-initialized periodically which could indicate network
problems, e.g. a weak signal strength.
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e Avg. transmission time: The average time per transmission measured since the
modem thread was started.

18 POWERSHELL SUPPORT

As described in the previous section, the SMS PASSCODE Web Administration Interface provides
a graphical user interface for administering SMS PASSCODE. This section describes an
alternative way of performing many SMS PASSCODE administrator tasks, using PowerShell
cmdlets. Please note that the current version of SMS PASSCODE does not include cmdlets for all
possible SMS PASSCODE administrator tasks. In some cases, you will still need to make use of
the SMS PASSCODE Web Administration Interface. More PowerShell cmdlets are likely to be
added to future versions of SMS PASSCODE.

The table below summarizes, which SMS PASSCODE tasks can be performed using the Web
Administration Interface (WAI) and PowerShell (PS), respectively.

Administrator task
SMS PASSCODE general settings (read, update)
SMS PASSCODE license settings (read, update)
Users (read, create, update, delete, import from CSV file, lock, unlock)
User Integration Policies (read, create, update, delete)

User Group Policies (read, create, update, delete)

36 https://technet.microsoft.com/en-us/library/ee176961.aspx
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E
>

T
wn

Administrator task

Z
o

Authentication Policies (read, create, update, delete)

Passcode Policies (read, create, update, delete)

Z
(o]

Dispatch Policies (read, create, update, delete)

Z
o

o

Token Policies (read, create, update, delete)
Authorized Transmitter Hosts (read, create, update, delete)
Authorized Authentication Backend Service Hosts (read, create, update, delete)

Modems (read, create, update, delete)

Z
o

Modem Groups (read, create, update, delete)

Z
o

Email Connectors (read, create, update, delete)

Dispatch Connectors (read, create, update, delete)

Z
o

<
n
o

Modem Monitor (inspect)

Authentication Monitor (inspect live data and archived data)

The section below summarizes the PowerShell cmdlets available for performing SMS PASSCODE
administrator tasks.

18.1 Cmdlet Overview

The following PowerShell cmdlets are available in the current version of SMS PASSCODE:

Cmdlet Name Description

General Settings

Get-SmspcSettings Read general SMS PASSCODE settings
Set-SmspcSettings Update general SMS PASSCODE settings

License Settings

Get-SmspcLicense Read SMS PASSCODE license settings

Set-SmspcLicense Update SMS PASSCODE license settings
(e.g. license code)
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Cmdlet Name Description

Users

Get-SmspcUser Read/list existing users in the SMS PASSCODE database
New-SmspcUser Create a new (non-synchronized) user

Set-SmspcUser Update an existing user

Remove-SmspcUser Delete an existing (non-synchronized) user
Import-SmspcUser Import users from a CSV file

Lock-SmspcUser Lock out a user

Unlock-SmspcUser Unlock a user

User Integration Policies

Get-SmspcUserlntegrationPolicy Read/list existing User Integration Policies in the SMS
PASSCODE database

New-SmspcUserlntegrationPolicy Create a new User Integration Policy
(only possible, when User store integration has been
enabled in multi-sync mode)

Set-SmspcUserIntegrationPolicy Update an existing User Integration Policy

Remove-SmspcUserintegrationPolicy Delete an existing User Integration Policy
(only possible, when User store integration has been
enabled in multi-sync mode)

User Group Policies

Get-SmspcUserGroupPolicy Read/list existing User Group Policies in the SMS
PASSCODE database

New-SmspcUserGroupPolicy Create a new User Group Policy
Set-SmspcUserGroupPolicy Update an existing User Group Policy
Remove-SmspcUserGroupPolicy Delete an existing User Group Policy

Authorized Transmitter Hosts

Get-SmspcTransmitterServiceHost Read/List authorized Transmitter Service hosts
New-SmspcTransmitterServiceHost Authorize a new Transmitter Service host
Remove-SmspcTransmitterServiceHost Delete a previously authorized Transmitter Service host
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Authorized Authentication Backend Service Hosts

Get- Read/List authorized Authentication Backend Service hosts
SmspcAuthenticationBackendServiceHost

New- Authorize a new Authentication Backend Service host
SmspcAuthenticationBackendServiceHost

Remove- Delete a previously authorized Authentication Backend
SmspcAuthenticationBackendServiceHost ~ Service host

Get-SmspcModem Read/list existing modems in the SMS PASSCODE database
New-SmspcModem Create a new modem

Set-SmspcModem Update an existing modem

Remove-SmspcModem Delete an existing modem

Authentication Monitor

Get-SmspcAuthenticationMonitorData Retrieve data from the SMS PASSCODE Authentication
Monitor. It is possible to retrieve both live data and archived
data.

Get-SmspcAuthenticationMonitorStatistics ~ Retrieve statistics regarding “Live” and “Archived” entries of
the SMS PASSCODE Authentication Monitor.

18.2 Permissions

To have permission to execute SMS PASSCODE PowerShell cmdlets, the following must be
fulfilled:

e You must run the PowerShell console with administrator rights

e Your account must have write access to the SMS PASSCODE database file

o Ensure that the effective PowerShell script execution policy is set to “Unrestricted” or
“‘RemoteSigned”.

SMS PASSCODE PowerShell cmdlets are always installed on the SMS PASSCODE Database
Service host. However, you can also optionally install the cmdlets on other machines, including
workstations, to perform administrator tasks remotely. In such case, you must use the SMS
PASSCODE Configuration Tool to set the host name or IP address of the SMS PASSCODE
Database host, and to set the correct shared secret for the PowerShell cmdlets to connect properly
to the SMS PASSCODE Database Service. An alternative for remote PowerShell administration is
to use PowerShell Remoting.
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18.3 Getting Started

The usage of each SMS PASSCODE PowerShell cmdlet is not described in this document,
because PowerShell contains its own help system. In order to get help on any cmdlet, use the
“Get-Help” command in PowerShell. For example, to get help on the Get-SmspcUser cmdlet, you
can use any of the following commands:

Get-Help Get-SmspcUser
This will show a short description of the Get-SmspcUser cmdlet.

Get-Help Get-SmspcUser -Examples
This will show examples of the usage of the Get-SmspcUser cmdlet.

Get-Help Get-SmspcUser -Full
This will show the full help description for the Get-SmspcUser cmdlet, including detailed
help for all parameters, and including examples of usage.

Get-Help Get-SmspcUser -ShowWindow
This will show the help text for the Get-SmspcUser cmdlet in a separate window.

Get-Help Get-SmspcUser -Parameter Identity
This will show a description specifically for the requested parameter “Identity”.

18.4 Examples

This section shows examples of the usage of some of the SMS PASSCODE PowerShell cmdlets:

Set a new SMS PASSCODE license code “S1234...”

Set-SmsPcLicense -LicenseKey S1234..

Enable User store integration:

Set-SmsPcSettings -UserStorelIntegrationEnabled $True

Allow location and behavior aware authentication:

Set-SmsPcSettings -GeoIpAndIpHistoryEnabled $True

Create a new User Group Policy, called “My UGP”, which allows access to the Self-
service Website.

New-SmsPcUserGroupPolicy -Name "My UGP" -SelfServiceAccessAllowed $True
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e Create a new User Integration Policy, which imports users from the AD group “Remote
Access”, from the domain “MyDomain”, and assign the User Group Policy “My UGP” to
all imported users:

New-SmsPcUserIntegrationPolicy -ServerName MyDomain -GroupName "Remote

Access" -UserGroupPolicyName "My UGP"

e Retrieve all SMS PASSCODE users that are currently locked out, and then unlock
them:

Get-SmsPcUser -All | Where-Object {$_.LockedOut} | Unlock-SmsPcUser

o Check whether any users are lacking an MFA license:

if ((Get-SmsPcLicense).LicenseStatisticsMissingCount."MFA Standard" -gt 0)
{ SomeRelevantAction }

o Retrieve all SMS PASSCODE authentication attempts performed between 2016-01-01
and 2016-05-31 from outside the US:

Get-SmsPcAuthenticationMonitorData -From 2016-01-01 -To 2016-05-31

-IncludeArchiveData | Where-Object {$_.CountryName -ne "United States"}

19 DATABASE AUDIT

SMS PASSCODE includes an advanced database audit, that lets administrators inspect, exactly
which data was changed in the SMS PASSCODE database, by whom and when. All data changes
will be audited, no matter if they are applied via the Web Administration Interface, via PowerShell
cmdlets, or by users using the SMS PASSCODE Self-service Website.

The audit is available as a dedicated Windows event log container on the server, where the SMS
PASSCODE Database Service is installed. To access it, open the Event Viewer and select the
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“SMS PASSCODE DB Audit” container:
& Event Viewer ;

File Action View Help

&= nF]

@ Event Viewer (Local) SMS PASSCODE DB Audit  Number of events: 117

I+ ? Custom Views

b [t Windows Logs Level Date and Time Source Event |D Task Category
™
P IEI Applications and Services Logs @Information 27-09-2016 14:06:49 Database Service Audit 3011 Data updated
g—l Hardware Events @ Information 27-09-2016 14:06:31 Database Service Audit 3063 Datainserted
& Internet Explorer @ Information 27-09-2016 14:04:41 Database Service Audit 3052 Data updated
Information 27-08-2016 14:04:41 Database Service Audit 3011 Data updated
§.—| Key Management Service @ P

b | Microsoft @Inf ation 27-09-2016 14:04:41 Database Service Audit 3010 Data inserted

] SMS PASSCODE Authenticati @ ormation 27-09-2016 14:04:41 Database Service Audit 3011 Data updated
] SMS PASSCODE Consolidate Information 27-09-2016 14:04:41 Database Service Audit 3010 Data inserted

SV WS T YL Y

§—| SMS PASSCODE Databasej‘J @Informatlon 27-09-2016 14:04:47 Database Service Audit 3011 Data updated
§—| SMS PASSCODE DB Audit @Information 27-09-2016 14:04:41 Database Service Audit 3010 Data inserted
g—l SMS PASSCODE Motification .;E“\u_:__..__L:__ 7 A0 NAE 4 And A T [ PR Y SRS WY ANAA Pt o dmin
] SMS PASSCODE Security
§.—| SMS PASSCODE Self-service ||| Event 3011, Database Service Audit r
] SMS PASSCODE Transmissio &
5] Windows PowerShell General | Details é
{j Subscriptions 3
Event description: ~
Event type: Data Change Audit
e TS SR AR P MWHM“WHH"J!

Every event entry contains the following sections, documenting every data change in detail:

Data change Change performed by:
characteristics The name of the person that made the data change®’

e Type of object:
The type of object that was changed (for example “User” or “User

Group Policy”)

e Type of operation:
The type of data change (“Insert”, “Update” or “Delete”)

o Identity of the object:
The identity of the actual object that was affected (for example the
name of a user, or the name of a User Group Policy).

Properties of new object In case of a newly inserted object, this section lists the values of each
attribute of the new object.

Changed properties of In case of an update, this section documents exactly which attributes where
object changed, including the values of the attributes before and after the change.

Unchanged properties of  In case of an update, this section lists the values of all the attributes that

object were not affected by the update.
Properties of deleted In case of a deleted object, this section lists the values of each attribute of
object the deleted object.

37 Please note that when a change is made via the Self-service Website, the identity of the person
performing the change will be reported as the identity of the Application Pool running the Self-service
Website. Consider to assign a dedicated identity to the Application Pool in order to distinguish such audit
entries. You can identify the actual user that performed an update, by inspecting the “Identity of the object”,
since a user is only allowed to change attributes on his own user account.
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20 ROLE-BASED ADMINISTRATOR PERMISSIONS

As described in previous sections, administrators can access and maintain data in the SMS
PASSCODE database in two ways:

¢ Using the Web Administration Interface (WAI), a graphical user interface.
e Using SMS PASSCODE PowerShell cmdlets, a scripting interface.

By default, each administrator has either full permissions or no permissions via the WAI and
PowerShell cmdlets, respectively. However, if you need more fine-grained control of permissions,
role-based administration is a feature that allows you to define distinct permissions for different
groups of administrators. For example, you might want to grant limited permissions to internal IT
helpdesk personnel.

Overall, such distinct permissions can be assigned on two levels:

o Database permissions: As the name implies, database permissions are assigned on the
database level. This means that such permissions apply, no matter how the database is
accessed. More concrete, this means that such permissions apply both when requesting
data changes via the WA, or via SMS PASSCODE PowerShell cmdlets.

Database permissions are defined per entity in the database and allow to define, whether
an administrator is allowed to insert, update or delete objects of such an entity. For
example, whether an administrator can insert new users, update existing users, or delete
existing users.

e WAI page permissions: Page permissions allow to define the pages (more specifically the
URLSs) within the WAI that an administrator is allowed to access. For example, whether an
administrator is allowed to access the Authentication Monitor page.

Each set of database permissions and WAI page permissions are assigned according to defined
administrator roles, which are in turn determined by the current administrator’'s Windows group
memberships. This is explained in more detail in the section below.

20.1 Defining Role-based Permissions

To assign role-based permissions, you first need to plan the type of administrator roles needed.
Each such role is defined by a unique name and a list of one or more Windows groups. For
example, the name of a role could be “IT HelpDesk”, and the related Windows Groups could be “IT
West” and “IT East”. In this case, any Windows users that are direct members of the Windows
group “IT East” or “IT West” will be assigned the administrator role “IT HelpDesk”, when logging in
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to the WAI or using any SMS PASSCODE PowerShell cmdlets. This means that such users will be
assigned the permissions defined by the “IT HelpDesk” role.

The administrator roles, and their related database permissions and WAI page permissions, are
defined using an XML file with the name AdminRoles.xml, which you must manually create in the
SMS PASSCODE installation folder on the server where the SMS PASSCODE Database service
has been installed. If you have used the default installation path, then you must create an xml file
with the following full path on the database host:

C:\Program Files\SMS PASSCODE\AdminRoles.xml

A convenient way to create this file is to make a copy of the file AdminRolesExample.xml, which
is already present in the SMS PASSCODE installation folder.

Overall, the procedure for defining role-based permissions is:

1. Login to the server, where the SMS PASSCODE Database service has been installed.
2. Locate the AdminRolesExample.xml file in the SMS PASSCODE installation folder,

typically:
C:\Program Files\SMS PASSCODE\AdminRolesExample.xml

Make a copy of this file and rename the copy to AdminRoles.xml.

Remove the read-only flag from the AdminRoles.xml file.

Edit the AdminRoles.xml file, defining admin roles and related permissions according to
your specific needs. Save the file, when done.

6. Restart the SMS PASSCODE Database service.

aprw

For exact details on defining administrator roles and related permissions, please inspect the
AdminRolesExample.xml file.

A conflict might occur, if a user belongs to several administrator roles. For example, this can
happen if the same Windows group is assigned to several administrator roles, or if a user belongs
to several Windows groups, that are assigned to different administrator roles. In such cases the
user is assigned to the first matching administrator role, using a top-down evaluation of the roles
defined in the AdminRoles.xml file.
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20.2 Role-based Permissions in the Web Administration Interface

When role-based administration is active, any permission restrictions will automatically be reflected
in the Ul of the WAI. Examples:

e Page permissions:
Any menu items in the navigation menu that would redirect to a page with access denied,
are automatically removed from the navigation menu. This ensures that the administrator
sees a simplified navigation menu that corresponds to the permissions granted.

o Database permissions:

a. Any “Add” button that would cause a disallowed operation is automatically disabled.
For example, the “Add User Group Policy” button is disabled if the administrator has
not been granted the permission to create (insert) a new User Group Policy.

b. Any “Delete” button that would cause a disallowed operation is automatically
disabled. For example, the “Delete User Group Policy” button is disabled if the
administrator has not been granted the permission to delete a User Group Policy.

c. Any “Save” button that would cause a disallowed update operation is automatically
disabled. For example, the “Save” button on the General Settings page is disabled if
the administrator has not been granted the permission to update general settings.

e Active role:
In the left pane of the WAL, below the navigation menu, the currently assigned administrator
role is displayed.
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Below is a screen shot that gives an example of the impact that role-based permissions can have
on the Ul of the WAI:

Users > Maintain Users / ﬂ‘

Maintain Users

& Maintain Uisers
L User store integration

Last refresh attempt ® Successful

Authentications
Modems
Last successful refresh .
J Denied by DB

Conral — — permission I

License

+ Users found: 19

.05:22 * Server: DC2016-01.testl.local
+ Users imported: 19

Display name

Simplified
na\flgatlon User Only On testl\useronlyontestl useronlyontestl@testl.local (] Mo (2}
menu due to Testl _ _
re StriCtEd User OnlySAMDiff test1wuseronlysam useronlysamdiff@testi.local ("] Mo £ ?
permissions User OnlylUPNDiff testi\useronlyupn useronlyupndiff@testi.local L] No L] ’
User PassChange testluserpasschange userpasschange@testl.local (] Mo o
User Pass Expired testl\userpassexpired userpassexpired@testl.local L] Mo L] ;
User PIN testl\userpin userpin@testl.local (] No (] ?
User Diff SAM UPN testl\usersam userupn@testl.local (] MNo (5}
gii::‘i'ﬁM Diff test1\usersamdiffdomain userupndiffdomain@testl.com ("] Mo (2} ?
UserTEST1 test1l\usertestl usertestl@testl.local [ ] No [ ] f
1:2
1

Role: Help Desk

|
|
]
i

Assigned
role

21 PLUGGABLE TRANSMISSION INFRASTRUCTURE

The SMS PASSCODE transmission infrastructure is extendable using dispatch plugin modules.
This means, that it is possible to implement/configure new transmission mechanisms and add such
new mechanisms to your transmission infrastructure, should you have specific message
transmission requirements.

The SMS PASSCODE installer includes plugin modules that support a long list of 3" party
message transmission providers. If you decide to use any of these providers for message
transmission, this will work out-of-the-box. The only requirement is that you need to sign up for
your own account at the chosen provider(s).
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On the other hand, if you have very specific message transmission requirements, you can add your
own, custom-made dispatch plugin modules. Dispatch plugin modules are added to your SMS
PASSCODE transmission infrastructure in a very easy and convenient way:

1. Locate the “Plugins” folder on the host, where the SMS PASSCODE Database Service has
been installed. The default path is:

C:\Program Files\SMS PASSCODE\Plugins\

Create a new subfolder for the new dispatch plugin module and copy your custom-made
dispatch module to the new subfolder.

2. Restart the SMS PASSCODE Database Service. The new plugin module is loaded and
automatically distributed to the SMS PASSCODE transmission infrastructure.

3. Create a Dispatch Connector in the SMS PASSCODE database that references the new
dispatch plugin module as the provider.

4. Configure your Dispatch Policies to make use of the Dispatch Connector created in
item 3.

Before you decide to implement your own, custom-made dispatch plugin module, please note, that
one of the dispatch plugin modules installed out-of-the-box is a Generic HTTP(s) dispatcher that
can easily be customized to connect to most 3" party message transmission web services that use
a stateless HTTP(S) based API (such as RESTful APIs). If you would like to add support for such a
web service provider that is not available out-of-the-box, please have a look at the configuration file
for the Generic HTTP(s) dispatcher. The standard path for this configuration file is:

C:\Program Files\SMS PASSCODE\Plugins\GenericHttp\Custom.Config.xml

This file contains additional information, describing how to customize the Generic HTTP(s)
dispatcher.

Any changes made to the Custom.Config.xml file do NOT take effect, until the SMS

PASSCODE Database Service has been restarted (or the “Reload” button is clicked on the
General Settings page in the Web Administration Interface).

Please contact SMS PASSCODE support, in case:

¢ You need additional information regarding customization of the Generic HTTP(s)
dispatcher.

e You need additional information regarding the SMS PASSCODE Dispatch Plugin
Module API.
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21.1 SMS PASSCODE Cloud Service

A special plugin module is the one called SMS PASSCODE Cloud Service. This plugin module
allows you to transmit messages via the SMS PASSCODE Cloud Service. This cloud service
allows:

o Messages to be sent from your SMS PASSCODE infrastructure to smart phones of
users that have installed the SMS PASSCODE Mobile app.

¢ Messages to be sent from your SMS PASSCODE infrastructure via SMS and voice
calls at a flat-rate cost, in case you have a valid SMS PASSCODE trial or subscription
license.

The SMS PASSCODE Mobile app has the following important features:

o ltis free of charge, no extra costs for any subscription.

o The user is automatically notified using push notifications.

¢ Messages are transmitted end-to-end encrypted, meaning they are encrypted in your
SMS PASSCODE infrastructure, and can only be decrypted by the actual instance of
the SMS PASSCODE Mobile app on the user’s smart phone.

When installing SMS PASSCODE, a default Dispatch Connector is automatically created that
utilizes the SMS PASSCODE Cloud Service plugin

Please note, that to send messages to the SMS PASSCODE Mobile app, you need to go through
the following steps:

1. Configure a Dispatch Policy that makes use of the default Dispatch Connector and is set
to use dispatch type “Push message”.

For example, you can create a Dispatch Policy, that will first try to send push messages to
the SMS PASSCODE Mobile app (rule 1), and then try to failover to SMS (rule 2). This
policy will even work for users that have not installed the SMS PASSCODE Mobile app,
since rule 1 will fail immediately in such cases and therefore failover to SMS transmission
according to rule 2.

2. Ensure, that relevant end-users download the SMS PASSCODE Mobile app from the
relevant app store and install it. Whenever a user starts the SMS PASSCODE Mobile app
for the first time, the user will automatically be guided through a provisioning workflow,
whereby the user connects the specific instance of the SMS PASSCODE Mobile app to his
phone number in a secure way (using SMS-based multi-factor authentication). This is
described in the next section.
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21.1.1 Provisioning the SMS PASSCODE Mobile App

The first time a user starts the SMS PASSCODE Mobile app after having installed it, the user
needs to go through a provisioning flow, to assign his phone number to the specific instance of the
app. This flow is described below.

1. The first time the app is started, the following page is shown to the user:

Carrier & 9:23 AM (-

SMS PASSCODE

Provisioning required

Your device has not been
provisioned yet.

You need to validate your identity,
before this app can be used for
receiving messages.

Enter your country and
phone number:
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2. The user enters his phone number, including the international prefix (which can be filled by
selecting the corresponding country). For example:

Carrier & 9:24 AM -

= SMS PASSCODE Next

Provisioning required

Your device has not been
provisioned yet.

You need to validate your identity,
before this app can be used for
receiving messages.

Enter your country and
phone number:

United States

+ 1 123456

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 323 OF 441

3. When the user clicks “Next”, a one-time passcode (OTP) is send by SMS to the specified
phone number. The user must enter the received OTP to verify, that the entered phone
number was correct and belongs to the user:

Carrier 9:32 AM -

SMS PASSCODE

Confirmation
Enter your passcode:

Status: Sent
Remaining: 01:43
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4. |If the correct OTP is entered, and the user clicks “Next”, the app provisioning completes
successfully:

Success
The device has been provisioned
successfully.
You are now ready to

receive messages.

OK

5. The user is now ready to receive encrypted messages using the SMS PASSCODE Mobile
app.

6. Whenever the user receives a new message, a push notification will be shown:

The user simply needs to tap the message, and the SMS PASSCODE Mobile app will
automatically open, decrypt the received message and show it to the user.

21.1.2 System Requirements for the SMS PASSCODE Mobile App

The plugin for the SMS PASSCODE Mobile app is automatically installed as part of an SMS
PASSCODE installation.

System requirements for the SMS PASSCODE Mobile app itself:

o Must be installed on a smartphone
e Supported on iOS, version 9.3 or later.
e Supported on Android, version 4.0.3 or later
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22 SELF-SERVICE WEBSITE

The SMS PASSCODE Self-service Website is an optional component. When installed, end-users
can log in to this website to inspect or maintain settings regarding their own SMS PASSCODE user
account. It is only recommended to install the Self-service Website if you are planning to let some
or all of your end-users maintain SMS PASSCODE user account data themselves.

The Self-service Website uses a modern, responsive web design, which allows it to render nicely
on both desktop browsers and smartphone screens.

%l paSSCOde Self-service Website

Janice Thomson Sign out

Usernames . The usernames assigned to your account.
. test1\janice

Janice@test1.local

Eﬂﬁ| paSSCOdE Self-service Website

Janice Thomson Sign out

Primary phone number The phone nu
+

< 1200300 400 may receive of

notifications o Usernames

. | testl\anice
-
Secondary phone number The secondary] janice@test1.local

s you. You may
The usernames assigned to your account.
messages or n
number in fail
Primary phone number i
Email Th | add ”
mal @  janice@mycompany.com ©emana & +1200300 400

receive one-tin
notifications o The phone number assigned to you. You may receive [
one-time passcode messages or notifications on this
phone number.

Personal Passcode Set to: A secret Perso

. allowed to, thi
e e S e S SN s P A e o gy pasas  Secondary phone number \
.
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22.1 Examples of Usage

The SMS PASSCODE Self-service Website can be very useful in a number of different scenarios.
For example:

¢ Initially, when installing SMS PASSCODE for the first time, you will need to have access to
the (mobile) phone numbers of your end-users. If these phone numbers are already stored
in your AD, or in a CSV file, you can simply make use of SMS PASSCODE User Store
Integration, or import the data from the CSV file, respectively. However, if the phone
numbers are not registered anywhere yet, you can decide to let the end-users enter their
phone numbers by themselves using the SMS PASSCODE Self-service Website.

e Let new end-users register their phone numbers by themselves.

e Let end-users maintain their phone numbers in case they get a new phone number.

e Let end-users choose their Dispatch Policy by themselves. For example, you can let your
users select by themselves, whether they want to receive passcodes by SMS, email or
voice call.

e Let end-users enter their personal passcode. A personal passcode can be used for
authentication in case of emergency or to reset the user’s AD password using the SMS
PASSCODE Password Reset Module.

e Let end-users enroll their tokens by themselves (in case you are making use of tokens, e.g.
OATH software tokens or USB Keys).

e Let end-users maintain their private (secondary) mobile number or private email address, in
case these are used for failover scenarios.

As can be seen, the Self-service Website allows for a lot of end-user flexibility. As an administrator,
you can control in detail, whether you want to provide this flexibility to your end-users, and what
permissions you want to grant them. You can control in detail:

e Who is allowed to access the Self-service Website
e What settings each user is allowed to change

This is controlled using User Group Policy settings (cf. section 17.6.1.2, page 163), but can also
be set on each individual user by overriding the UGP settings (cf. section 17.10.1.3, page 243).

22.2 Self-service Notifications

To access the SMS PASSCODE Self-service Website, your end-users will need to know the URL
to use. An easy way to provide this is to use SMS PASSCODE Self-service notifications. When
enabled, SMS PASSCODE will automatically send welcome notifications including the URL of the
Self-service Website to any new end-users. Additionally, reminder notifications can be enabled,
which will automatically remind end-users, if they should forget to log in to the Self-service Website
and enter any data defined as mandatory by the system administrator.

Self-service notifications are enabled on the Notifications tab on the User Group Policy
maintenance page (cf. section 17.6.1.3.1, page 168). Among others, you may customize the
content of welcome and reminder notifications to contain the information, which you would like to
distribute automatically to your end-users.
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22.3 Data Updates

When a user changes any personal settings in the Self-service Website, the changes are either
written back to the SMS PASSCODE database or written directly back to the AD to which the user
belongs. The following rules determine where an update will occur:

o If a user has been created manually in the SMS PASSCODE database, then any changes
made by the user will be written to the SMS PASSCODE database, since the user is not
part of any AD synchronization in this case.

e If a user has been imported from an AD by the SMS PASSCODE User Store Integration
feature, using User Integration Policies (cf. section 17.5, page 126), then the following
rules apply:

a. Anydata NOT imported from the AD, will be updated in the SMS PASSCODE
database, in case the user changes any such data. Examples of this are: Dispatch
Policy, SMS type and user attributes set to “Do not import” in the user’s User
Integration Policy (cf. section 17.5.4.3, page 140).

b. Any data imported from the AD, will be updated directly in the AD, in case the user
changes any such data. The user attributes imported from AD, are the ones defined
as “Import from attribute(s)” in the user’s User Integration Policy (cf. section
17.5.4.3, page 140).

22.4 Security Concerns

The SMS PASSCODE Self-service Website is configured to listen on TCP port 3000 by default, but
you can also select any other TCP port during the installation. You should NOT make the Self-
service Website available from outside your firewall. It is only recommended to make the site
available on your internal network, since you could otherwise compromise®® the multi-factor
authentication security provided by SMS PASSCODE. If you insist to make the Self-service
Website available from outside your firewall, then please ensure that it is well protected, e.g. by
configuring it to use Integrated Windows Authentication and protecting it with SMS PASSCODE
multi-factor authentication using the SMS PASSCODE IIS Website Protection component.

In case you follow the recommendation above and do not publish the SMS PASSCODE Self-
service Site to be publicly available, you might not need to be concerned about the network
communication to and from the Self-service Website, depending on your trust in the internal

38 The security could be compromised, in case a hacker would gain access to the Self-service Website and
could change the phone number of a user. This would in fact eliminate the essential part of the multi-factor
authentication of the user.
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network. Nevertheless, in case you have any concerns regarding the network communication, you
can take advantage of the following information:

o Referring to section 22.3 above, the Self-service Website will write any data updates either
directly to the SMS PASSCODE database and/or to the AD.

a. Network communication with the SMS PASSCODE database is always encrypted
(using strong AES 256-bit encryption).

b. Network communication with the AD is encrypted using SSL/TLS, only if the
corresponding user has been imported into the SMS PASSCODE database using a
User Integration Policy with the setting “Encrypt communication using SSL” enabled
(cf. section 17.5.4.2, page 133).

¢ Network communication between the end-user and the Self-service Website is only
encrypted, in case you install an SSL certificate on the Self-service Website and enforce
HTTPS for the site. It is definitely recommended to do so, in case you are planning to use
form-based authentication (cf. next section).

22.5 Authentication

The SMS PASSCODE Self-service Website uses Integrated Windows Authentication (IWA) by
default but can also be configured to use form-based authentication (FBA). IWA is required if you
plan to protect the Self-service Website by SMS PASSCODE multi-factor authentication using the
SMS PASSCODE IIS Website Protection component.

When using IWA, depending on the web browser type and configuration, the browser will either
show a built-in logon dialog, or log in the user automatically using single sign-on.
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When using FBA, a logon form is shown in the web browser for authentication:

7
|
|
|
|
|
é
é

Sign in h !
sTs|passcode '8h In here

& | Janice

a

Self-service Website

Y N T R VR P S VA

D 2014 by SMS PASSCODE AS.

You must edit the web . config file of the Self-service Website to configure, whether the Self-
service Website should use IWA or FBA. The default location of this file is:

C:\Program Files\SMS PASSCODE\Web\SelfService\web.config

In this file, search for the tag <system.web>. Within this tag another tag of type
<authentication mode="..”> controls the type of authentication:

Activating IWA:

<authentication mode="Windows" />

Activating FBA:

<authentication mode="Forms">

<forms loginUrl="Login.aspx"
protection="Al1l1l"
timeout="30"
name="SmsPasscodeProtectionAuth"
enableCrossAppRedirects="false" />

</authentication>

You need to remove or comment out the part that should NOT be used. Commenting out is done
by putting the characters <! -- and --> around the part to be commented out.
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22.5.1 Configuring Authentication Delegation

When the Self-service Website is configured to use Integrated Windows Authentication (IWA), and
users have been permitted to make changes that are written directly back to the AD, then the Self-
service Website needs to be able to forward the authentication context of the user to any of the
domain controllers in question. To be able to do so, the server hosting the SMS PASSCODE Self-
service Website must be authorized to allow delegation.

Delegation is allowed by editing the computer account of the Self-service Website server in the AD:

1. Inthe AD, locate the computer account of the server hosting the SMS PASSCODE Self-
service Website.

2. Right-click the computer account and select Properties.

3. Select the Delegation tab®°:
DOMMAINSMSPL Properties K E3

Location I M anaged By | Object | Securty | Dial-in | Attribute Editor I
General I Operating System I tember OFf Delegation Fazzword Beplication I

Delegation iz a security-zensitive operation, allows zervices to act on
behalf of another user.

" Do not trust this computer for delegation

39 |f the Delegation tab is missing, then the domain functional level needs to be upgraded to at least level
“Windows Server 2003” (please read http://support.microsoft.com/kb/322692 for more details).
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4. Select Trust this computer for delegation to specified services only, and select either
Use Kerberos only (this will only allow domain members with Internet Explorer to access
the Self-service Website) or Use any authentication protocol:

DOMMAINSMSPL Properties

Location I tManaged By I Object I Security I Dial-in I Attribute E ditar
Feneral I Operating System I tdember OF Delegatian | FPazsword Replization

Deleqation iz a zecunity-zenzitive operation, which allows services to act on
behalf of another user.

" Do not tust this computer for delegation

£ Trust this computer for delegation to any service [Kerberos anly)

" Trust this computer for delegation to specified services only
™ Use Kerberos only

" |Uze any authentication protacal

Services to which thiz account can prezent delegated credentials:

Service Tupe | User or Caomputer | Pt | Service M

5. Now click the Add button to add all relevant domain controllers, that the server is allowed to
delegate authenticated users to:

DOMMAINSMSPC Properties EHE |

Location I Managed By I Object I Security I Dial-in I Attribute E ditor
General I Operating System I tember OF Delegation I FPazsword Replication

Deleqation iz a security-zenzitive operation, which allows services to act on
behalf of another user.

" Do not trust this computer for delegation
" Trust this computer for delegation to any service [Kerberos anly]
% Trust thiz computer for delegation to specified services only

" Use Kerberos only

¢ Lze any authentication protocal

Services to which thiz account can prezent delegated credentials;

Service Type | Uszer or Computer | Part | Semvice N
[™ Ewpanded Add... Hemaye
k. Cancel Apply Help
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6. On the dialog Add Services, click the Users or Computers... button:
Add Services ﬂﬁ

To allow zervices to be delegated for a user or computer, select the appropriate
uzers or computers, and then click the zervices.

To select one or more user or computer names, click,

|Jzers or Computers... I
Uszers ar Computers.

Available services:

Service Type | Uszer or Computer |'P|5’rt | Service Namel D

Select Al |

Ok | Cahcel |

7. Onthe Select Users and Computers dialog, enter all relevant domain controllers of the
AD site, separated by semi-colons, and then click the OK button:
Select Users or Computers ﬂ

Select thiz object type:

|L|$er$, Computers, Built-in security principals, or Other objects Object Types... |

From thiz location:

Imainrnnt.lncal Locations... |

Enter the object names to select [examples):

dommainT ;dommaing Check Mames |

Cancel

Advanced... |

4
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8. When returning to the Add Services dialog, select all Idap protocols of the servers in the

list (there will be two entries per server), and click the OK button.

Add Services 2 | x| |

Ta allow zervices to be delegated for a uzer or computer, select the appropriate

uszers or computers, and then click the services.

To zelect one or mare user or computer names, click,
Uzers or Computers,

Uzers ar Computers. .. |

Awailable services:

MCEVE DOkRAINT MAIMROOT =
1 ,
Select All |
ak I Cancel |

Service Type | Uzer or Computer | Prart | Service Mame :I
izadmir Dombd ain. mainroot ... MaMROOT

iizadrmir DOMMAINT MAINROOT

MCeys Dombd aing. mainroot ... MaNROOT

9. On the Properties dialog click the OK button:

DOMMAINSMSPC Properties |

Location I Managed By I Object I Security I

Diakin | Atibute Editar

General I Operating System I tember OFf Delegation I Fazsword Replication

Deleqation iz a security-zenzitive operation, which allows services to act on

behalf of another user.

" Do not trust thiz computer for delegation

™ Trust thiz computer for delegation to any service [Kerberos anly]

¥ Trust thiz computer for delegation to specified services only

" Usze Kerberos only

% Lze any authentication protocal

Services to which thiz account can prezent delegated credentials:

Service Type | Uzer or Computer | Port | Service N

Idap Damkdaind. mainroot. ... FarestDing

Idap Tlelddea-9a97-41a...

ldap Bd7d2d2e-284a-4fa8.

Idap Dombdaing. mainroot. ... MAINROLC

1| | i
I” Expandead Add... | Remove |

N 0k I Cancel | Apply Help

10. Delegation has now been configured.
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NOTE: In order for the delegation changes to take effect on the Self-service Website server
immediately, either reboot the Self-service Website server, or alternatively run the following

command on the server:
gpupdate /force

22.6 Localization

When an end-user accesses the SMS PASSCODE Self-service Website, the site will be displayed
in a localized language according to the current language settings of the end-user’s web browser.
Currently, the following localizations are supported:

e Czech

e Danish

e Dutch

e English

e Finnish

e French

e (German

e Hungarian
e |talian

e Korean

e Norwegian
e Polish

¢ Romanian
e Russian

e Spanish

e Swedish

e Turkish

English is used by default, if no matching localization is found.
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23 PASSWORD RESET MODULE

The SMS PASSCODE Password Reset Module allows end-users to log in to a Password Reset
Website (PRWS) to reset their own AD Password in a convenient and secure way. This makes it
possible for end-users to regain access to applications or network resources, whenever they have
forgotten their AD password — without any need to involve internal IT personnel. In this way, the
Password Reset Module can reduce the burden on the internal IT helpdesk.

One of the strengths of the SMS PASSCODE Password Reset Module is its ability to send out
password reset related notifications. These notifications will both remind the user about the
possibility to make use of the PRWS and inform how to access it -- two very important factors for
getting the most out of a password reset solution. As an administrator, you can optionally enable
any of the following types of notifications:

e SMS PASSCODE lockout notification
Notify users, when they are locked out from the SMS PASSCODE system, e.g. when they
have entered a wrong password several times in a row during authentication in an SMS
PASSCODE protected authentication client.

e AD account lockout notification
Notify users, when they are locked out in AD, e.g. when they have entered a wrong
password several times in a row during authentication in any non-SMS PASSCODE
protected application.

e Password pre-expiration notification
Notify users a few days before their current AD password will expire.

e Password expiration notification
Notify users when their AD password has just expired.

The two first types of notifications, the lockout notifications, are especially useful, since they will
be triggered in the event that a user enters a series of wrong passwords, which is a typical
scenario, when a user has forgotten his password. Additionally, they increase security, since the
user is informed about any unexpected lockout, e.g. in case of a brute-force-attack by a hacker.

To preserve high security, access to the PRWS is protected by SMS PASSCODE multi-factor
authentication by default. However, it is possible to customize the login flow of the PRWS in
several ways, even allowing different login flows depending on the login context. For example, you
can allow a more convenient login flow with lowered security, when the login occurs from a trusted
context. Login flows are described in section 23.3 (page 337). The actual customization of login
flows is accomplished on the Authentication Rules of an Authentication Policy (cf. section 17.8.2.5,
page 204).
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The SMS PASSCODE Password Reset Module consists of two components: The SMS
PASSCODE Password Reset Website (PRWS) and the SMS PASSCODE Password Reset
Backend Service (PRBS). These two components can be installed on the same server or on
separate servers. The infrastructure of the Password Reset Module is described in more detail in
section 23.4 (page 345).

23.1 Licensing

The SMS PASSCODE Password Reset Module requires separate client access licenses (CALS).

The table in section 9.2, page 30, shows the exact authentication behavior for Password Reset.
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23.2 Best-Practice Setup of Password Reset

This section describes the best practice for setting up SMS PASSCODE when using the Password
Reset module.

The recommended order of actions is:

1. Open the Web Administration Interface
2. For each User Group Policy (UGP) assigned to users that should have access to Password
Reset, ensure the following configuration of the UGP:
a. On the Notifications tab of the UGP:
I. Specify the URL of the PRWS
ii. Enable relevant notifications. It is recommended to enable all of them.

b. On the Self-service Website Settings tab of the UGP:
i. Allow access to the Self-service Website (SSWS)
ii. Allow users to change their Personal Passcode in the SSWS, and set it as
mandatory data (i.e. the user is forced to set it)

c. Onthe License tab of the UGP:
i. Grant Password Reset CAL

Each such UGP will ensure that the users assigned to it will have a Personal Passcode
ready for use, whenever they will need it to log in to the PRWS to reset their AD password.

Additionally, the enabled notifications will remind the users about the possibility to use the
PRWS and remind them how to access it.

3. In case you enabled AD Account Lockout notifications in step 2.a above, then consider
lowering the lockout threshold in the password policy of your AD*'. With AD Account
Lockout notifications enabled it is useful that a user is locked out relatively quickly in AD, in
order for the user to receive the notification with the PRWS URL.

23.3 Workflow for Performing a Password Reset

This section describes the possible login flows when accessing the SMS PASSCODE Password
Reset Website (PRWS). Essentially, there are three different types of scenarios, when a user
would like to access the PRWS:

e The user has forgotten his existing password (and has possibly received a lockout
notification).

e The user has received a password pre-expiration notification or password expiration
notification and would like to renew his existing password.

e The user has been locked out and would like to unlock his account

There is a fundamental difference between these scenarios. In the first scenario, the user has
forgotten his existing password, whereas in the second and third scenario the user has most likely

40 You may skip this step, if you are only planning to make use of the “Simple” password reset flow, since
personal passcodes are not required in this case (cf. section 23.3.2, page 343).

41 However, do not lower the lockout threshold in AD below the lockout threshold defined on the users’
Authentication Policies (cf. section 17.8.2.2, page 197), in case you are protecting authentication clients with
SMS PASSCODE multi-factor authentication.
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not forgotten his existing password. This is relevant, because when accessing the PRWS, we
would like to secure access using SMS PASSCODE multi-factor authentication, which means
asking the user to enter his username, existing password and a one-time-passcode. As can be
seen, we have a conflict in the first scenario, since the user must enter his existing password,
which he has forgotten. Consequently, the user needs another way of proving his identity. The
PRWS requires that the user must enter his personal passcode instead. Therefore, to make
efficient use of the PRWS, all users should register their own personal passcode beforehand*?
using the SMS PASSCODE Self-service Website (cf. section 22, page 325). This can be ensured
by following the best-practice setup described in section 23.2 above.

The default login flow of the PRWS, which is also called the strict flow, always requires the user to
enter his personal passcode to access the PRWS. This means, even in the case of a renewal of
the existing password, when the user remembers his existing password, the user must still use his
personal passcode for accessing the PRWS. If you would prefer a different behavior, then read on.
It is possible to customize the login flow in several ways, as described below.

To understand the difference between the different login flows, let us first go through the default
login flow, i.e. the strict flow, and examine how a user will proceed to reset his password.
Afterwards, the other login flows are described, and the differences are pointed out.

23.3.1 Strict Flow

When accessing the PRWS using the strict flow, the procedure for performing a password reset is
as follows:

1. First, the user opens a web browser and navigates to the PRWS. To do this, the user must
know the URL of the site. One way to distribute this knowledge is to enter the PRWS URL
into the User Group Policy and then use Self-service notifications to distribute it (cf.
section 17.6.1.3.1, page 168). Additionally, the user is reminded about the PRWS URL,
whenever she receives any of the other notifications enabled on the User Group Policy.

Note: If the user receives the notification containing the PRWS URL on a device with a
browser, the easiest way to perform a password reset is just to click the URL and access
the PRWS directly on the device. The PRWS has been designed with a modern,
responsive web design, meaning that it will automatically adapt to the actual screen
resolution, including small screen resolutions as seen on mobile devices.

42 An alternative is to import personal passcodes from AD for all users (via User Integration Policies), if any
data suitable for personal passcodes is available, e.g. an employee number or social security number.
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2. The PRWS opens and shows the welcome page. The user enters her user name and clicks
the Next button:

SB|passcode

Password Reset
Welcome to the Password Reset Website.

This website will guide you through the process of resetting
your password.

Username

&  Janice

@ 2018 Entrust Datacard. All nights reserved.

3. Now the user must enter her personal passcode to prove her identity, and then click the
Next button:

SB|passcode

Password Reset
Please authenticate using your personal passcode.

Username

s | |anice

Personal passcode

Cancel Next

@ 2018 Entrust Datacard. All rights reserved.
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4. A one-time passcode (OTP) is sent to the user according to the Dispatch Policy assigned
(e.g. by SMS, voice call or secure email). The user receives the OTP and enters it to
complete the multi-factor authentication, then clicks the Next button:

ETB|passcode

Password Reset
Please authenticate using the one-time passcode sent to you.

Username

& Janice

Passcode

Status: Sent
Remaining: 00:00:43

Cancel Next

@ 2018 Entrust Datacard. All rights reserved.
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5. Only in case the user’s account was currently locked out in SMS PASSCODE or AD, then
the following is displayed, to inform the user that the account has now been unlocked:

SB|passcode

Password Reset

Your account has now been unlocked. You may cancel at this
point to leave your existing password unchanged, or click
“Next” to set a new password.

Cancel Mext

@ 2018 Entrust Datacard. All rights reserved.
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6. The user has now proven her identity and can reset her password, i.e. enter a new AD
password. When the new password has been entered, the user clicks the Next button:

B |passcode

Password Reset

You have been granted access. Please choose a new
password now.

Username

s Janice

New password

Cancel Next

© 2018 Entrust Datacard. All rights reserved.

7. If the new AD password fulfills all password policies, the user will get a success message:

B |passcode
Password Reset

Your password has been changed successfully.

Username

|  Janice

Completed

T 2018 Entrust Datacard. All rights reserved.
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Note: In case the new password is rejected by the AD, e.g. due to password policy
restrictions, the user will be given the chance to enter a new password again, until the
password reset succeeds

8. The password has now been reset. The user can close the browser and use the new AD
password.

23.3.2 Other Login Flows

The previous section described the default login flow of the PRWS, called the strict flow. As an
administrator, you may configure the PRWS to use a different login flow. The possible flows are:

e Strict flow
e Flexible flow
e Simple flow

In addition to this, if MFA bypassing has been allowed on the General Settings page (cf. section
17.3.2, page 110), then you may also enable MFA bypassing on the PRWS. In total, this offers five
different login flows, from which to choose:

Allow access, To authenticate, the user To authenticate, the user To authenticate, the user
use MFA must enter: must enter: must enter:

e Username e Username e Username

e Personal passcode e Existing password or e OTP

e OTP personal passcode

e OTP

Allow access, To authenticate, the user To authenticate, the user -
bypass MFA must enter: must enter: (this combination is not

e Username e Username allowed)

e Personal passcode o Existing password or

personal passcode

Deny access Access is denied

The Access and Password reset flow settings are set on the Authentication Rules of the user’s
Authentication Policy (cf. section 17.8.2.5, page 204). This means that you can define different
login flows for different login contexts. As an example, you could use the simple flow when a user
accesses the PRWS from a trusted location (e.g. internal LAN or trusted IP), and use the Strict or
Flexible flow otherwise.
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When Flexible flow is enabled, the user will see the following page, after having entered her
username on the initial welcome page:

STB|passcode

Password Reset

Please authenticate using your existing password.

Username

&

Janice

Existing password

Enter existing password

| have forgotten my password.

Cancel Next

B . PP MWW—;

As shown, in this case the user can either enter her existing password, or alternatively click the
“l have forgotten my password” link. If the link is clicked, then the user will jump to the page
requesting the user to enter her personal passcode, similar to the strict flow.

Consequently, it only makes sense to use the flexible flow, if you are expecting your users to
access the PRWS using their existing password in some cases. This will normally only be the
case, if you have enabled password pre-expiration or password expiration notifications.

In case of the simple flow, the user can access the PRWS without entering any password or
personal passcode at all, which is very convenient. However, please note that this comes at the
cost of lowered security. If a user loses her device to a malicious person, this person then only
needs to know the user’s username to reset the password, thereby gaining access to all
applications that the user has access to!
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23.4 Password Reset Infrastructure

As mentioned previously, the SMS PASSCODE Password Reset Module consists of two
components: The SMS PASSCODE Password Reset Website (PRWS) and the SMS
PASSCODE Password Reset Backend Service (PRBS).

The PRWS is a website that provides the frontend of the Password Reset module; i.e. it provides a
user interface that allows users to walk through the workflow of changing their own AD password.

Since the PRWS will typically be installed in a DMZ, at least if users are allowed to perform a
password reset remotely, it makes sense to separate the website from the actual password reset
logic, which should be as well-protected as possible. Therefore, the actual password reset logic is
implemented by a separate service: The SMS PASSCODE Password Reset Backend Service
(PRBS). This service is responsible for performing the actual password reset actions, including
communication with the relevant domain controllers.
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The separation of the PRWS and PRBS allows you to install the PRWS in a DMZ, while the PRBS
can be installed behind the firewall (on the LAN side). An example of such a multi-server setup is

shown in the following diagram:

LAN DMZ
Firewall
GSM Modem(s)
(()) (())
Transmission Servers
SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service

TCP 8988

TCP 8989
TCP
8888

-
”

Password Reset Backend Server

SMS PASSCODE Password Reset Backend Service

LDAP/LDAPS

S~

Active Directory Server

Password Reset Frontend Server (1IS)
SMS PASSCODE Password Reset Website

Password Reset multi-server setup (best practice)

As can be seen from this diagram, the PRWS communicates with the PRBS on a single TCP port
(TCP port 8888 by default, but configurable), which must be opened from the DMZ to the LAN. The
PRBS communicates with the SMS PASSCODE transmission infrastructure through SMS
PASSCODE Authentication Backend Services (TCP port 8988 by default). Additionally, the PRBS
is responsible for the communication with the relevant domain controllers, when performing the
actual password resets, using either LDAP or secure LDAP (LDAPS), depending on the
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configuration in the SMS PASSCODE Configuration Tool (cf. section 23.7.2.1, page 357). The
remaining part of the SMS PASSCODE backend infrastructure, e.g. the SMS PASSCODE
Database Service and SMS PASSCODE Web Administration Interface, is not shown in the
diagram, since the PRBS does not depend directly on these components (please read section 11,
page 43, for an overview regarding the complete SMS PASSCODE backend infrastructure).

The diagram above illustrates the recommended setup of the SMS PASSCODE Password Reset
Module. It is not required to install the PRBS on a dedicated server, i.e. you can just as well install
it on one of the servers hosting any SMS PASSCODE core components.

The SMS PASSCODE Password Reset Module provides full flexibility regarding the infrastructure
needed, i.e. you can install it in many ways. For example, if you wish, you can install the PRWS
and PRBS components on the same server. You may also install the PRWS and PRBS
components multiple times on several servers. Each PRBS can handle requests from several
Password Reset Websites, but each PRWS can point to one dedicated PRBS only. The diagram
below illustrates a single-server setup of the Password Reset Module:

LAN DMZ

Firewall

GSM Modem(s)

() )

TCP 8988
TCP 8989

~
Transmission Servers Password Reset Server (IIS)
SMS PASSCODE Authentication Backend Service SMS PASSCODE Password Reset Website
SMS PASSCODE Transmitter Service SMS PASSCODE Password Reset Backend Service

LDAP/LDAPS

S

Active Directory Server

Password Reset single-server setup (not recommended)

The single-server setup is not recommended, except if you place the Password Reset Server on
the LAN side, in case you only want internal users to have access to the Password Reset
functionality.
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Configuration of the Password Reset components, PRWS and PRBS, is performed using the SMS
PASSCODE Configuration Tool. This is described in more detail in sections 23.6 (page 349) and
23.7 (page 350).

23.5 Security Concerns

The subsections below address several security concerns regarding the Password Reset Module.
Please read these sections carefully.

23.5.1 Publishing the Password Reset Website

Since the PRWS is protected by SMS PASSCODE multi-factor authentication, it is safe to publish
the site for external access. The advantage of doing so is that users will be able to reset their
password even in remote access scenarios. An important pre-requisite is of course that all users’
Personal Passcodes are well-protected and kept private.

Note:

¢ Unlike the PRWS, it is not recommended to publish the Self-service Website for public
access, cf. section 22.4, page 327.

e Itis recommended to install the PRWS in a DMZ, and to install the PRBS behind the
firewall (on the LAN side), cf. section 23.4 (page 345).

23.5.2 Protecting the Password Reset Website with SSL/TLS

Since the PRWS uses form-based authentication, it is very important that the site is protected
using SSL/TLS to ensure, that all credentials are transferred encrypted. Always remember to install
an SSL certificate for the PRWS before making use of the site.

23.5.3 Encryption of the Network Communication with the AD Controller

Whenever a user requests a password reset, the actual action of resetting the password is
performed by sending an LDAP request from the PRBS to an AD Controller. It is recommended to
protect this network communication using SSL/TLS. SSL/TLS encryption is enabled using the SMS
PASSCODE Configuration Tool as described in section 23.7.2.1 below.

23.5.4 Protecting the Password Reset Module against Attacks

The PRWS might be a target for Brute-force or Denial-of-Service attacks. To protect against such
attacks, both the PRWS and PRBS will continuously monitor all attempts to access the site and will
take appropriate actions, whenever any unusual behavior is observed. These defensive actions are
either to restrict the access to the PRWS and/or to send alerts to selected administrators. The
configuration of these actions is performed using the SMS PASSCODE Configuration Tool as
described in section 23.7.2.2 below.
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23.6 Configuring the Password Reset Website

Before taking the PRWS into use, please complete the following actions in the specified order:

1. Configure communication with the PRBS in the SMS PASSCODE Configuration Tool.
This is described in section 23.6.1 below.

2. Protect the PRWS using an SSL certificate.
This is described in section 23.6.2, page 350.

23.6.1 Configure Communication with the Password Reset Backend Service

For the PRWS to work, communication with a PRBS must be configured. This is configured using
the SMS PASSCODE Configuration Tool; either when it pops up during installation of the PRWS,
or alternatively by starting it manually afterwards (cf. section 25.5.5, page 420). The Configuration
Tool contains two tabs that are relevant for setting up the PRBS communication:

1. On the Network tab, specify the TCP port and Shared Secret to use for communication
with the PRBS:

- SMS PASSCODE - Configuration Tool

gTB|passcode

Secure Device Provisioning | Import /Export I About
RADIUS Client Protection | Windows Logon Protection
Database Backend | Network | EnduserlP | Password Reset

TCP ports
Channel 1: 3938

Authentication backend service

Channel 2- (8385 Transmitter service

Channel 3- (3050 Database service fread only)

Channel 4: 5051 Database service freadfwrite)

Password reset backend service e

L L) L€ £ ] £

Channel 5: (8888

Shared secret

Pmmd |............... h |
Verify password |o-ooooooooooo.. -‘_ |

r

W gttt i P s, o i I g .
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2. Onthe Password Reset tab, specify the name or IP address of the server hosting the

PRBS:
- SMS PASSCODE - Configuration Tool
Secure Device Provisioning | Import /Export | About
RADIUS Client Protection | Windows Logon Protection
Database | Backend | Network | EnduserIP | Password Reset

Password Reset Backend Service host
|prbs_host_name i — |

F—'-““AN‘*J-“‘M‘

In case the PRBS is already installed and configured on the target host, you can click the
Test connection button to verify whether the PRWS is able to communicate with the
PRBS*.

23.6.2 Protect the Password Reset Website using SSL/TLS

To protect the PRWS using SSL/TLS, you must install an SSL certificate on the SMS PASSCODE
Password Reset Website in the [IS Manager. This is a standard [IS management task. Several
guides for this exist on the internet, e.g. http://support.microsoft.com/kb/299875 or
http://learn.iis.net/page.aspx/144/how-to-set-up-ssl-on-iis-7-and-above.

After having installed the SSL certificate successfully, please check that you can access the home
page of the PRWS using HTTPS. It might only be the home page itself that will work at this stage.
To make the PRWS fully functional, you must also ensure that the PRBS has been installed and
configured as described in the next section.

23.7 Configuring the Password Reset Backend Service

Before taking the PRBS into use, please complete the following actions in the specified order:

1. Set up a dedicated user account in your AD to be used for performing password resets.
This is described in section 23.7.1 below.

2. Configure Password Reset settings in the SMS PASSCODE Configuration Tool.
This is described in section 23.7.2, page 357.

43 The Test connection button is not available, if the Configuration Tool was started automatically during
installation of the PRWS, and the PRBS is installed on the same host; this is because the Configuration Tool
knows in this case, that the PRBS has not been started yet, i.e. the connection test is known to fail.
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23.7.1 Setting Up a Dedicated User Account for Password Reset

To be able to perform password resets on your behalf, the SMS PASSCODE Password Reset
Module must be given the credentials of a user who has been delegated password reset rights. It is
recommended that you create a dedicated user account for this. Please proceed as follows:

1. Create a new user account in your AD. For example, call it “SMSPC Password Reset
User”. This user is called the Password Reset Account below.

2. Configure the Password Reset Account to have permission to reset the password of all
users that are granted access to any PRWS connected to the PRBS. To do so, you must
open the Active Directory Users and Computers management console for your AD and
then locate the nodes (OUs) that contain the relevant users. For each such node, the
Password Reset Account must be assigned the permission to reset passwords of the users
contained in the node. Due to inheritance, you do not need to assign this permission
explicitly to each node. You can either assign the permission to the top-level node of the
domain, or for better control assign the permission to the topmost OUs containing the
relevant users directly or indirectly. Either way, to assign the permission to the relevant
node(s), repeat the following actions for each such node:

a. Right click the node and select “Delegate Control...”

[t g roog, e Data
I:l System

---- a w Delegate Control. . e

Find...

[ew 3
all Tasks 4
Wiew 4

Mews Window From Here

Refresh
Export List. ..

Propetties

Help

Ay i M&;#ml‘

i
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b. The Delegation of Control Wizard dialog appears. Click Next.

Delegation of Control Wizard [ x|

Welcome to the Delegation of Control
Wizard

Thiz wizard helps you delegate contral of Active Directory
objects. "ou can grant uzers permizsion to manage users,
groups, computers, organizational unitz, and ather objects
stared in Active Directary,

To continue, click Next.

Cancel |

c. Alist appears where you must add the user that was created in step 1. Click the
Add... button, add the user, and then click Next.

Delegation of Control Wizard

Users or Groups
Select one or more users or groups to whom you want to delegate control,

Selected uzers and groups:
E rezet [rezeti@test, dom]

_k'. Add... | Remaove |

Vi

Cancel

d
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d. Now select the option Reset user passwords and force password change at
next logon and click Next.

Delegation of Control Wizard

Tasks to Delegate
“ou can zelect common tasks or cugtomize your own.

{* [Delegate the following common tasks:

O Create. delete, and manage user accounts -
Fieszet uzer pazswords and force pazzword change at next logon

O Fead all user information

O Create, delete and manage groups

O Madify the membership of a group
[ Create, delete, and manage inetdigPerson accounts

[ Reset inetOrgPerson passwords and force password changs at ne...
O Read all inetOrgPerson information &

" Create a custom task to delegate

< Back I Mext > | Cancel |

e. On the final dialog, click Finish.

f. The Password Reset Account has now been assigned the right to reset passwords
of all users in the selected node. By default, the user will have this right for the node
itself and the complete sub tree (all child OUs) as well, except branches where
inheritance has been disabled.

g. Right click the same AD node and select “Delegate Control...” again:

L et rruge i Dara
- System

---- a3 w Delegate Control. .
Find...
[ew 3
All Tasks 4
Wiew 4

Mews Window From Here

Refresh
Export List. ..

Propetties

Help

4 iy b uuhmly

|
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h. The Delegation of Control Wizard dialog appears. Click Next.

Delegation of Control Wizard [ x|

Welcome to the Delegation of Control
Wizard

Thiz wizard helps you delegate contral of Active Directory
objects. "ou can grant uzers permizsion to manage users,
groups, computers, organizational unitz, and ather objects
stared in Active Directary,

To continue, click Next.

Cancel |

i. Alist appears where you must add the user that was created in step 1. Click the
Add... button, add the user, and then click Next.

Delegation of Control Wizard

Users or Groups
Select one or more users or groups o whom you want to delegate control,

Selected uzers and aroups:
E rezet [rezeti@test, dom]

_". Add... | Bemaove |
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J-  Now select the option Create a custom task to delegate and click Next.

Delegation of Control Wizard E3

©
Tasks to Delegate B 1
You can gelect common tasks o customize pour own, ’ | A

" Delegate the following common tasks:

[ Create, delete, and manage user accounts -
] Reset user passwords and force password changs at nest logon

O Read all user information

[ Create, delete and manage groups

O Modify the membership of a group

O Manage Group Palicy links

[ Gererate Fesultant Set of Policy [Planning] -
B

1]
< Back I Mext > | Cancel | Help |

k. Select the Only the following objects in the folder option, then select the User
objects checkbox only, and finally click Next.

¥ Create a custom task to delegate q‘—

Delegation of Control Wizard
Active Directory Object Type o 1
Indicate the scope of the tazk you want to delegate. ) Nl h

Deleqate caontral of:

" Thiz folder, existing objects in this folder, and creation of new objects in this folder

_k = Only the following objects in the folder:

O transportStack objects ;I
O Trusted Domain objects

Uzer objects - —

O «255tack objects

O «=5<400Link objects

] #400Link objects EI

[” Create selected objects in this folder

[ Delete selected objects in this folder /
< Back I Mest > | Cancel | Help |

I. Clear the General checkbox and select the Property-specific checkbox instead. In
the Permissions section, select the Read lockoutTime and Write lockoutTime
permissions, and the Read userAccountControl and Write userAccountControl
permissions. Then click Next.
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Delegation of Control Wizard

Permissions
Select the permizzions you want to delegate.

Show these permizsions:
[~ General

W Property-specific e

[” Creation/deletion of specific child objects

Permizsions:

O wite lastLogon Timestamp
FRead lockoutTime "
wirite lockoutTime

O Read laginShell

O wite loginS hell

O FRead Logon Mame

L I

< Back I Mewst > I

Cancel | Help

Delegation of Control Wizard

Permissions
Select the permiszions you want to delegate.

Show these permizsions:

[ General
¥ Property-specific

[” Creation/deletion of specific child objects

Permizsions:

O Read unmergedéits

O wite unmengedditts

Fead userdccountControl

wirite uzemdcoountControl S ———
O Read userCert

O white uzerCen

Ll

y 4

< Back I Mewst > i Cancel | Help

m. On the final dialog, click Finish.

n. The Password Reset Account has now been assigned the right to unlock users in
the selected node. By default, the user will have this right for the node itself and the
complete sub tree (all child OUs) as well, except branches where inheritance has

been disabled.

If you are planning to allow end-users from multiple ADs to perform password reset operations,
then you must repeat the above procedure for every involved domain.
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23.7.2 Configure Settings of the Password Reset Backend Service

Before using the PRBS, some settings must be set in the SMS PASSCODE Configuration Tool.
You can either specify these settings when the Configuration Tool pops up during installation of the
PRBS, or alternatively start the Configuration Tool manually afterwards on the server where the
PRBS has been installed. Please read section 25.5.5 (page 420) for instructions about starting the
Configuration Tool manually.

When the SMS PASSCODE Configuration Tool has been started on the PRBS server, please
select the Password Reset tab:

& SMS PASSCODE - Configuration Tool = -

Jm

Secure Device Provisioning | Import /Bxport |
RADIUS Client Protection | Windows Logon Protection
Database Backend | Network | EnduserIP | Password Reset

AD Settings | Attack Protection

Use AD connection data from each user's User Integration Policy =

BT e A P B skt i P

The Password Reset tab contains the two sub-tabs AD Settings and Attack Protection, which
are described in the following two subsections.

23.7.2.1 Configuring AD Settings

On the AD Settings tab, you can specify the settings that instruct the PRBS about, which AD
Controller it must contact to perform a Password Reset, and how to contact this AD Controller.

There are two ways to define such AD Settings:

1. If all your SMS PASSCODE users have been imported from an Active Directory, using one
or more User Integration Policies (cf. section 17.5), then the most convenient way to set up
AD Settings is simply to reuse the AD connection data from such User Integration Policies
(UIPs). To do so, simply select the Use AD connection data from each user’s User
Integration Policy option:

- SMS PASSCODE - Configuration Tool o -

Secure Device Provisioning | Import /Export |
RADIUS Client Protection | Windows= Logon Pmtectlon
Database | Backend | Network | Enduser P | Password Reset

AD Settings | Attack Protection
Use AD connection data from each user's User Integration Palicy *‘,— =

F ol S SN S N BN e mm— )
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If an UIP is configured to use SSL/TLS (LDAPS) for user synchronization, then SSL/TLS

(LDAPS) will also be used for password reset operations. This is recommended.

Multi-AD Support:

Reusing AD connection data from UIPs has an important additional benefit: As the UIP is
determined from each individual user logging in to the SMS PASSCODE Password Reset
Website, AD connection data can be reused from distinct UIPs. This means that a single

PRBS can handle password reset operations across many different ADs.

2. Alternatively, you can specify the AD connection data for password reset operations directly
on the Password Reset tab. To do so, clear the Use AD connection data from each
user’s User Integration Policy option, then configure the remaining options as described

below.

B |passcode

RADIUS Client Protection | Windows Logon Protection

Secure Device Provisioning | Import /Export

I About

AD Settings | Attack Protection

Database | Backend | Network | EnduserIP | Password Reset

[] Use AD connection data from each user's User Integration Policy
Server

IP address of a Domain Cortroller, or a Domain name.

Server to forward password requests to. Specify either the host name or

. Server name |m'_.'.ﬂr.:|Car|tmIIer
[+] Encrypt communication using S5L/TLS

Password reset account
Specify credentials for a user with password reset privileges

Login |rrryCompany\ph\rrUser

Password |..Ii....i....i.
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. Setting Explanation

(@) Server name

(b) SSL/TLS

(c) Password reset
account

(d) Test button

Please enter here the name or IP address of the AD Controller that the PRBS
must contact whenever a user requests a password reset. You can also specify
the DNS name of a domain to let the PRBS contact any AD Controller of such
domain. If you leave the field empty, the PRBS will try to reach any AD
Controller, of which the PRBS server itself is a member.

Check this option to enable SSL/TLS encryption of all communication (LDAP
requests) between the PRBS and the specified AD Controller(s). It is strongly
recommended to enable this option*4. To make SSL/TLS encryption work, you
must install an SSL certificate on every relevant AD Controller. Il.e. if the Server
name option (a) has been set to a specific server name or IP address, then you
must install a certificate on this specific server, and the certificate must have
been issued to the exact same server name or IP address, respectively.
Alternatively, if you have entered a domain name into the Server name option
(a), then you must install a certificate on every AD Controller that the PRBS
might contact, and the certificate must have been issued to the domain name.

Please enter here the credentials of the dedicated password reset user account
used for contacting the AD Controller(s). If you have not yet created a dedicated
password reset user account, then please read section 23.7.1 (page 351).

When all the settings above have been specified, please click the Test button.
This will execute a test that checks the settings and reports whether everything
works as expected. E.g. whether the AD Controller can be reached, whether SSL
encryption works and whether the credentials for the password reset account are
valid. In case any problems are reported, please correct the settings and retry the
test, until it succeeds.

Remember to click the Save button to commit any changes.

44 If you do not enable this option, PRBS might fail to reset passwords with the error message “A device
attached to the system is not functioning” in the Password Reset event log. In case this happens, please
enable the SSL/TLS option to solve the problem.
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23.7.2.2 Configuring Attack Protection

On the Attack Protection tab, you can specify settings that instruct how the PRBS must react to
brute-force and Denial-of-Service attacks:

- SMS PASSCODE - Configuration Tool
' ETB|passcode

RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning I Import /Export | About
Database | Backend | Network | EnduserIP | Password Reset
AD Settings | Attack Protection |
Brute Force Attack Protection
Allow at most |4 *_ login attempts per user within |24 12| hourls).

w W

Alerting

Send an alet whenever |5 o login attempts fail within - 10 [-2-| minute(s).

Send alerts to (SAM account name or LUPMN):

Add

Praas. gt Sl o papnd
I I T —

(@) Brute Force Here you can specify how many login attempts are allowed per user within a
Attack specific period. If the number of allowed attempts is exceeded within the
Protection specified monitoring period, then the user will be denied access for a period (until

the monitoring period again contains less attempts than allowed).

(b) Alerting You can set up the PRBS to send an alert whenever a specified number of login
attempts have failed within a specified monitoring period. You can define any
number of alert receivers. Each receiver name must match the SAM account
name or UPN of a user in the SMS PASSCODE database. The Dispatch Policy
of each matching user in the database determines how alerts will be sent, e.qg.
whether the alerts are sent by SMS or email. If you would like to have specific
transmission rules for alerts (e.g. sending alerts to a specific public folder email
address), then it is recommended to create one or more dedicated “alert users”
manually in the SMS PASSCODE database, and specify mobile number, email
address and Dispatch Policy as required on each such user.

Remember to click the Save button to commit any changes.
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23.7.2.3 Network Communication

By default, the PRBS listens to incoming requests from SMS PASSCODE Password Reset
Website(s) on TCP port 8888. It is recommended to use this default port, unless it conflicts with
another application in your network. If needed, you may change the TCP port on the Network tab

of the SMS PASSCODE Configuration Tool:

STB|passcode

Secure Device Provisioning |

Import /Export | About

RADIUS Client Protection |
Database | Backend | MNetwork

TCP ports

Channel 2- g Transmitter service

Shared secret

Windows Logon Protection

| EnduserIP | Password Reset

Channel 1- “ Authentication backend service

Channel 3: “ Database service fread only)
Channel 4: Database service fread /write)

Channel 5- g Password reset backend service *—

Password

Verify password |oooo-o-.o.o-.o.

A i it QP WDy e P

When the PRBS has been installed and configured, it is recommended to verify on the/each PRWS
host, whether communication with the PRBS works as expected (cf. section 23.6.1, page 349).
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23.8 Password Reset Event Log

When installing the PRBS on a server, a new Windows Event Log called SMS PASSCODE
Password Reset is created automatically. Please open the Event Viewer management console
and inspect the Password Reset event log, whenever you would like to get an overview, which
users have reset or attempted to reset their password, and when.

Please also inspect the Password Reset event log on the PRBS server, in case a user is denied
access to any PRWS connected to the PRBS in question:

STB|passcode

Password Reset
Welcome to the Password Reset Website.

This website will guide you through the process of resetting
your password.

Username

& | Enterusername

Access is denied. Please contact your system
administrator,

The event log will contain an entry with the exact reason, why the user was denied access.
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23.9 Localization

When an end-user accesses the SMS PASSCODE Password Reset Website, the site will be
displayed in a localized language according to the current language settings of the end-user’s web
browser. Currently, the following localizations are supported:

e Czech

e Danish

e Dutch

e English

e Finnish

e French

e German

e Hungarian
e |talian

o Korean

e Norwegian
e Polish

¢ Romanian
e Russian

e Spanish

e Swedish

e Turkish

English is used by default, if no matching localization is found.

24 SECURE DEVICE PROVISIONING

SMS PASSCODE Secure Device Provisioning (SDP) is a component that integrates with
Microsoft Exchange Server in order to let end-users perform secure, multi-factor authentication
based provisioning of their own ActiveSync devices.

24.1 Background

Microsoft Exchange Server can be configured to automatically put any new ActiveSync device that
is requesting access to a user’s mailbox into quarantine mode. Whenever a device is put into
guarantine mode, the end-user will receive a quarantine email at the same time. Additionally, the
Exchange Server can be configured to send a copy of each such quarantine email to other internal
personnel (e.g. internal IT helpdesk), to allow inspection of the ActiveSync request. From the
content of the quarantine email someone must decide, whether the device should be granted
access or not, and finally manually update the state of the device to “Access Granted” or “Access
Blocked” in the Exchange Server’s database.

The problem with this approach, especially in bigger companies, is: How does the system
administrator (or other selected personnel) know, whether to approve a quarantined device or not?
How to distinguish between a valid user device and a hacker attempting to get access to a user’s
email using the ActiveSync protocol?

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 364 OF 441

A traditional approach is to implement a manual approval procedure, that takes up extra time for
internal IT, and blocks users from accessing their emails until their devices have been approved.
This causes unnecessary delays and loss of worker productivity. The best approach for solving the
above problem is to enable the end-users to approve any new, quarantined ActiveSync device by
themselves.

This is exactly, what the SMS PASSCODE Secure Device Provisioning (SDP) component
allows; building on top of Microsoft Exchange Server’s built-in quarantine functionality, it extends
the standard workflow in a convenient and intuitive way, letting end-users provision their new
ActiveSync devices by themselves, using a secure, multi-factor authentication based approach.

The procedure for self-provisioning is very easy:

1. The end-user sets up a new ActiveSync device and connects to the Exchange Server.

2. The Exchange Server sets the new device in quarantine mode and sends a quarantine

email to the user. The quarantine email contains instructions and a URL to the SMS

PASSCODE Secure Provisioning Website (SDP Website).

The user clicks the URL in the quarantine email and is redirected to the SDP Website.

The user is asked to validate his identity on the SDP Website, by performing an SMS

PASSCODE multi-factor authentication.

5. On successful authentication, the SDP Website shows an overview of any known
ActiveSync devices of the user, including the new, quarantined device.

6. The user clicks a button to grant the quarantined device access to the mailbox.

Hw

24.2 Deploying Secure Device Provisioning

This section describes the procedure for installing and configuring the SMS PASSCODE Secure
Device Provisioning (SDP) feature, including required configuration changes of your Exchange
Server system.

To deploy SDP, please follow the procedure below:

1. Firstinstall the SDP component on a Windows Server, preferable a server, from which the
SDP Website can be published for external access. The Microsoft Internet Information
Server (1IS) will be installed automatically, if not already present on the server.

Note: In previous SMS PASSCODE versions, the SDP component was required to be
installed on every Exchange CAS role server. This is not the case anymore. You now only
need to install the SDP component on a single Windows server. The server does NOT need
to be the Exchange Server anymore, as the SDP component can make a remote
connection to the Exchange Server. By default, connection to the Exchange server occurs
on port 443 (https) but can be changed to port 80 (http).
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2. During installation of the SDP component, the SMS PASSCODE Configuration Tool will
pop up. At this point, select the Secure Device Provisioning tab:

SB|passcode

Database | Backend | Network | Enduser IP | Password Reset
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import/Export | About

IMPORTANT:

Secure Device Provisioning needs to connect to $aur Exchange server in onder to grant.meject
access for ActiveSync devices.

3. Onthe Secure Device Provisioning tab, please select the planned type of Exchange
Server connection:

ST |passcode

Database | Backend | Network | EnduserIP | Password Reset
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | import/Export |  About

IMPORTANT:

Secure Device Provisioning needs to connect to your Exchange server in order to grant freject
access for ActiveSync devices.

Type of Exchange Server Connection

() Connect to the local server

(® Connect to a remote Exchange Server
() Connect to Exchange Online

Remote Connection Details

AP 0 1 G A el St Bt

The possible options are:

Connect to local  Select this option if you have installed the SDP component directly on a
server machine with an on-premise Exchange Server role, and you want to protect
provisioning of ActiveSync devices on this local Exchange Server system.

Note: This option is disabled, if no (supported) local Exchange Server system
was detected.
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.

Connect to Select this option if you want the SDP component to protect provisioning of
remote ActiveSync devices on an on-premise Exchange Server system.
Exchange Server

In this case, specify the host name of the Exchange Server?s, and enter
credentials of an Exchange administrator, that has permissions“é to change
the device state of all relevant users’ ActiveSync devices:

- SMS PASSCODE - Configuration Tool I;Ii-

' gTB|passcode
Database | Backend | Network | Enduser IP | Password Reset
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import /Export | About

IMPORTANT:

Secure Device Provisioning needs to connect to your Exchange server in order to grant/reject
access for ActiveSync devices.

Type of Exchange Server Connection

Connect to the local server
(® Connect to a remote Exchange Server < —
(Z) Connect to Exchange Online

Remote Connection Details
Exchange Server: |ex1:h-host |

Usemame: |rrrfdomain\e:0:hadmin |
Pmolﬂ: |............... |
Save Cancel Close

Click the Test button to verify the connection to the Exchange Server and
validate the credentials.

45 When just entering a host name, network traffic will default to https. If you require non-encrypted http, you
must enter that explicitly using the following syntax: http://hostname/powershell

46 The exchange administrator as a minimum is required to be a member of the following exchange role
group - “Organization Management”. In order to add a user to this group the following PowerShell command
can be used Add-RoleGroupMember "Organization Management" -Member “<name of the user>"
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.

Connect to Select this option if you want the SDP component to protect provisioning of
Exchange Online ActiveSync devices on an Exchange Online system.
(Office 365)

In this case, enter credentials of an Exchange Online administrator, that has
permissions“é to change the device state of all relevant users’ ActiveSync
devices:

- SMS PASSCODE - Configuration Tool I;li-
,  gTe|passcode

Database | Backend | Network | EnduserIP | Password Reset
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import /Export | About

IMPORTANT:

Secure Device Provisioning needs to connect to your Exchange server in order to grant /reject
access for ActiveSync devices.

Type of Exchange Server Connection
Connect to the local server

() Connect to a remote Exchange Server

{®) Connect to Exchange Online <

Remote Connection Details

Usemame: |exc:hangeadmin@m‘comparﬁr.onmicmsoﬂ.-:om |

Pazsword- |.o..o.o....o |
Save Cancel Close

Click the Test button to verify the connection to the Exchange Online system
and validate the credentials.

Remember to click the Save button, when the appropriate configurations have been made.

You can always start the SMS PASSCODE Configuration Tool later again from the
Windows start menu, if you need to change any of the settings. For example, if you need to
enter new credentials, or wish to connect to a different Exchange Server system.

4. Since the SDP Website uses form-based authentication, it is very important that the site is
protected using SSL/TLS to ensure, that all credentials are transferred encrypted.
Therefore, after successful installation of the website, you need to install an SSL certificate
for it, before users can access it.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 368 OF 441

5. Finally, you need to ensure that your Exchange Server system has been configured
correctly. As the SDP component relies on built-in quarantine logic of the Exchange Server
system, it is important that such quarantine logic is enabled. However, if such quarantine
logic was not enabled beforehand in your system, then you need to plan this configuration
change of your Exchange Server carefully, as it can otherwise disrupt all the existing
ActiveSync devices of all your users. The next section describes the required steps to
configure your Exchange Server system correctly.

24.2.1 Configuring Microsoft Exchange Server

For SMS PASSCODE Secure Device Provisioning (SDP) to operate correctly, your Microsoft
Exchange Server must be configured appropriately:

e Quarantine mode: Quarantine mode must have been enabled for new ActiveSync devices.

¢ Quarantine email content: For improved user convenience, it is recommended to adapt
the message content of the quarantine emails to provide instructions on the usage of the
SDP Website, including the URL to the SDP Website.

By default, your Microsoft Exchange Server will allow any new ActiveSync device to connect. This
section describes how to configure your Exchange Server to set any new ActiveSync device into
guarantine mode and send a quarantine email to the device, when it attempts to connect. This
configuration is required, because the SDP component builds on top of the built-in quarantine
functionality of the Microsoft Exchange Server.
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If you had already beforehand enabled quarantine logic in your Exchange Server system, then you
should still follow the procedure described below, but only follow the step to adapt the content of
the quarantine emails, to guide your users regarding the new SDP Website.

The procedure for enabling quarantine emails depends on the version of your Exchange Server.
The next two subsections describe the required steps on an Exchange Server 2010 and
2013/2016/2019/0Online, respectively.

24.2.1.1 Enabling Quarantine Mode on Exchange Server 2010
To enable quarantine mode on an Exchange Server 2010, follow the steps below:

1. Log into the Exchange Control Panel (ECP) and select the Phone & Voice tab on the left

Allow synchronization with devices that aren't managed by rules or perso
You haven't selected any administrators to receive quarantine e-mails.
Mo custom text is added to e-mails sent to users by Exchange ActiveSync?

side:

Migrcscte

Exchange Server *
Aail > Options: Manage My Organization - 3
Users & Groups I-I ?.]ﬂ& :
Roles & Auditing ActiveSync Access  ActiveSync Device Policy
Mail Control ;
Phone & Voice Exchange ActiveSync Access Settings 1

Quarantined Devices

g Y

= Details @ Allow 3_5' Block | [[=] Create a rule for similar devices...

j‘..’ - - “'Hsg_‘ - » s Dr--‘ice T-.-'Ee Moclﬂ

.
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2. Onthe Phone & Voice tab, click the Edit button on the right side:

Exchange Server sign out | Administrator
Mail > Options: Manage My Organization v

My Mail 0 -
W[ L]
Users & Groups E;;| 'ﬁ‘i]f@&
Roles & Auditing ActiveSync Access i\cti*.-'eS}-‘nc-De.-'icr: Policy
Mail Control
Phone 8 Voice

Exchange ActiveSync Access Settings

Allow synchronization with devices that aren't managed by rules or personal exemptions.
You haven't selected any administrators to receive quarantine e-mails.
MNo custom text is added to e-mails sent to users by Exchange ActiveSync.

Quarantined Devices

=] Details %f Allow @ Block | [El Create a rule for similar devices... | &
User “ |Device Type Model Connection Time

O el ammnt ST R ST W S e S BN W e
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3.

On the Exchange ActiveSync Settings dialog that pops up:
a.

b.

Select the Quarantine radio button

Click the Add... button to add administrators to receive copies of quarantine emails.

Enter instructions for your end-users regarding how they must proceed to approve a
guarantined device. It is recommended to add the public URL of your SDP website.

Example:

You can approve the quarantined device yourself by logging in to the Secure Device
Provisioning Website at https://sdp.mycompany.com with your Windows credentials.

Finally, click the Save button.

Exchange ActiveSync Settings

Connection settings
When a device that isn't managed by a rule or personal
exemption connects to Exchange:

) sllow access

() Block access

(@) Quarantine - Let me decide to block or allow later
Quarantine notification e-mails

Select administrators to receive e-mail when a device is
quarantined.

.. =P Add..

Display Mame “ |SMTP Address

Enter text to include in e-mails sent to users who have a
device in quarantine, blocked, or in the process of being
identified:

4. This completes configuration of quarantine mode.
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24.2.1.2 Enabling Quarantine Mode on Exchange Server 2013/2016/2019/0Online

To enable quarantine mode on an Exchange Server 2013/2016/2019 or on Exchange Online,
follow the steps below:

1. Log into the Exchange Admin Center (EAC) and select the mobile tab on the left side:

] Enterprise  Office 365

Exchange admin center

recipients mobile device access mobile device’

PErmIssions Allow synchronization with mobile devices that aren't
You haven't selected any administrators to receive qua

compliance management Mo custom text is added to messages sent to users by E

organization

|
|
:

protection Quarantined Devices
. /¥ DBRE
mail flow
USER & | DEVICE TYPE
mobile
TESTOWAZ013-1 019BD427-LG...  SmartPhone
ic folders
public folder TESTOWA2013-1 019BD427-LG...  SmartPhone
unified messaging 0 There are more results available than are currently
PP tte . e ey s A niatirin, g

2. On the mobile tab, click the edit button on the right side:

] CEnterprise  Office 365 Administrator ~ P

Exchange admin center

recipients mobile device access mobile device mailbox policies
PErMISSIONS Allow synchronization with mobile devices that aren't managed by rules or personal exemptions.
You haven't selected any administrators to receive quarantine email messages.
compliance management No custom text is added to messages sent to users by Exchange ActiveSync.
organization
protection Quarantined Devices
: s Y DBEE
mail flow
USER & | DEVICE TYPE MODEL COMNMECTIOM TIME
mobile
TESTOWA2013-1 019BD427-LG...  SmartPhone SmartPhone 12/2/2013 9:10 AM ~
MWW el et e by o P tretettren, oy ’ P B it Gl e, bt~ . .|
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3. Onthe Exchange ActiveSync access settings dialog that pops up:
a. Select the Quarantine radio button

b. Click the + icon to add administrators to receive copies of quarantine emails.

c. Enter instructions for your end-users regarding how they must proceed to approve a
guarantined device. It is recommended to add the public URL of your SDP website.

Example:
You can approve the quarantined device yourself by logging in to the Secure Device
Provisioning Website at https://sdp.mycompany.com with your Windows credentials.

d. Finally, click the save button.

Exchange ActiveSync access settings

Connection Settings
When a mobile device that isn"t managed by a rule or
personal exemption connects to Exchange:

() Allow access

() Block access

. (® Quarantine - Let me decide to block or allow
later

Quarantine Notification Email Messages
Select administrators to receive email messages when a
mobile device is quarantined.

b

DISPLAY NAME & | SMTP ADDRESS

Text to include in messages sent to users whose mobile
device is in quarantine, blocked, or in the process of
being identified:

4. This completes configuration of quarantine mode.
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24.3 Event Logging

On the server with SMS PASSCODE Secure Device Provisioning (SDP) installed, a separate
Windows event log with the name SMS PASSCODE Provisioning is created. This event log

contains among others an audit about all login attempts to the SDP website.

g

File Action View Help

e 2[0 0

b g Custom Views

Event Viewer

8] Event Viewer (Local) SMS PASSCODE Provisioning Number of events: 62.019

The event log also contains error entries in case any issues regarding the SMS PASSCODE

p [ Windows Logs Level Date and Time Source EventID Task Category S
7 4 Applications and Services Lo 1, Waming 13-06-2018 13:24:29 Provisioning Website 8120 Authentication i
d 'r] Active Directory Web Ser i‘ Information 13-06-2018 13:15:03 Provisioning Website 8110 Authentication B Q
. —
{] DFS Replication i) Information 13-06-2018 13:08:49 Provisioning Website 8110 Authentication
i —
{1 Directory Service (i) Information 13-06-2018 13:08:48 Provisioning Website 8110 Authentication .
b . Forefront Identity Manag § L2, Waming 13-06-2018 13:06:55 Provisioning Website 8120 Authentication
5] Hardware Events Event 8110, Provisioning Website YA
5] Intemet Explorer -
: = 5 P,
] Key Management Service|| | General | Details | >
b - Microsoft o F
» . Microsoft Azure AD Sync An ActiveSync device was allowed successfully. =]
» . Microsoft Azure AD Sync Device state changed from "Quarantined” to "Allowed™. A’
] SMS PASSCODE Provisior v‘
r‘! SMS PASSCODE Security User: TEST1\jmj
l&] USS AD Connector Device-ID: 7FF86395FEGEABSCA4SCSCO15A43A110D o A
’1 ] Windows PowerShell Device modelk: 4243012 B =
.2 Subscriptions Device type: WindowsMail
M’“J‘ Ao asd T o P g e it

Secure Device Provisioning component occur. Hence, the event log is a good starting point for

troubleshooting the SDP component.
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24.4 Localization

SMS PASSCODE Secure Device Provisioning supports localization for end-user related content.
When an end-user accesses the SMS PASSCODE Secure Device Provisioning website, the site
will be displayed in a localized language according to the current language settings of the end-
user’s web browser.

The following localizations are currently supported:

e (Czech

e Danish

e Dutch

e English

e Finnish

e French

¢ German

e Hungarian
e [talian

e Korean

¢ Norwegian
e Polish

e Romanian
e Russian

e Spanish

e Swedish

e Turkish

English is used by default, if no matching localization is found.
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25 CONFIGURING AUTHENTICATION CLIENTS

25.1 Configuring Citrix Web Interface Protection

If you have installed the optional Citrix Web Interface Protection component, you will normally
not need to perform any further configuration of this.

Manual configuration of the Citrix Web Interface scenario is only necessary if you decide to change
the scenario to a different setting than selected during installation. For example, if the scenario
Disabled was selected during installation, and you would like to activate SMS PASSCODE
authentication for the Citrix Web Interface afterwards.

The procedure for changing the Citrix Web Interface Protection scenario is:

1. Open the file WebInterface. conf using Notepad. This file is located in the subfolder
Conf of the root folder of the Citrix Web Interface. The default path is:

e Citrix Web Interface 5.x:
C:\Inetpub\wwwroot\Citrix\XenApp\conf\WebInterface.conf

2. Edit the line containing SMSPASSCODE=xxxx. Change it to:
e SMSPASSCODE=0Off
SMS PASSCODE is disabled.

e SMSPASSCODE=0n
SMS PASSCODE is enabled (Standalone or Side-By-Side logon).

e SMSPASSCODE=Both
SMS PASSCODE is enabled (Standalone or Dual logon).

3. Save the WebInterface.conf file.
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25.2 Configuring RADIUS Protection

This section describes the configuration steps you must perform if you have installed the optional
SMS PASSCODE RADIUS Protection component to achieve SMS PASSCODE multi-factor
authentication for your RADIUS clients.

The SMS PASSCODE RADIUS Protection component is implemented as an extension to the
Microsoft Network Policy Server (NPS), which is an optional role of the Windows Server operating
system. Below, NPS server designates the server where the SMS PASSCODE RADIUS
Protection component is installed.

The required configuration steps are:

1. You must ensure that your RADIUS clients have been created and configured within the
NPS server. This is described in section 25.2.1 below.

When step 1 has been completed, all RADIUS clients should work immediately with SMS
PASSCODE multi-factor authentication enabled, using the default settings of the SMS
PASSCODE RADIUS Protection component.

2. Optionally, you might want to configure advanced settings for some of your RADIUS clients.
For example, allow users to log in, when their password has expired, or enable collection of
end-users’ IP addresses. In these cases, the SMS PASSCODE Configuration Tool allows
you to configure such settings. Either, you can maintain the same settings across all your
RADIUS clients, or you can even decide to maintain such settings per Connection Request
Policy (CRP) of the NPS server. Since CRPs can identify RADIUS connections on many
different conditions, this provides a lot of flexibility. For example, you can configure different
settings per RADIUS client, per user or per RADIUS client vendor.

Configuring RADIUS settings in the SMS PASSCODE Configuration tool is described in
section 25.2.2, page 380.

25.2.1 Configuring RADIUS Protection on a Windows Server

This section describes how to set up the connection between your RADIUS clients and the NPS
server (if not already done beforehand). After this, SMS PASSCODE multi-factor authentication
should work out-of-the-box, for the configured RADIUS clients, using default settings for the SMS
PASSCODE RADIUS Protection component. Please follow the procedure below:

1. Configure all RADIUS clients in the usual way by specifying the NPS server as the
RADIUS server. If you are in doubt how to perform the configuration, please refer to the
configuration guide of the specific RADIUS client in question.

Important: The user experience is best for RADIUS clients supporting Challenge
Response. If Challenge Response support is configurable on the RADIUS client, please
enable it.
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2. Start the NPS Management Console:
a. Select Run... in the Windows Start menu
b. Enter nps.msc

c. Click OK

Type the narme of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,

Open: Inps.msc j

'@' This task will be created with administrative privileges.

Cancel Browyse... |

f‘StartlJ éem 3 “ = Run

3. The NPS Management Console is shown.

4. Now you must create all your RADIUS Clients in the NPS Management Console. If these
have already been created beforehand, you can skip to step 9.

5. To create a RADIUS Client:
a. Right-click the RADIUS Clients node.
b. Select New RADIUS Client.

#& Network Policy Server =] E3

File  Action Wiew Help

I EEE

&5 HPS (Local) _ _ _ .
= ] =W RaDIUS clents allow you to specify the network access servers. that provide
= F';:_.IQDU Ilents ad SErYErS ; access bo your netwark.
LADIUS Clients

53 Remote RADIU
=/ Policies

Mew RADIUS Client
Export Lisk

| IP Addressl Device Manufacturerl NAP-EapabIel Statuz

o

h Mekwork Access Pr i
B Accounting Views P
Refresh
Help
d | | I’

|New Metwork Access Device |
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6. The New RADIUS Client dialog appears.
Enter a “friendly name” of the RADIUS Client.

a.
b.
c.

Enter the

IP address of the RADIUS Client.

Enter and confirm the Shared Secret. It must match the shared secret configured
on the RADIUS Client.

Click OK.

Mew RADIUS Client

¥ Enable this RaDIUS client

Mame and Address
Friendly name:

|MyR adiusClient
Addrezs [IP or DMS):

{10.20.30.40 Verify... |

~ Wendor
Specify RADIUS Standard for most RADIUS chents, or select the BADIUS client
vendar from the list.
Wendor nane;

RADIUS Standard =

r Shared Secret
Ta manually type a shared zecret, click Manual. To automatically generate a zhared
zecrel, click Generate. “ou must configure the BADIUS client with the zame shared
zecret entered here. Shared zecrets are case-sensitive.

& Manual ™ Generate

Shared zecret:

Confirm thared secret:

 Additional Dptions
[ &ccess-Request messages must contain the Message-&uthenticator attibute

[~ RADIUS client iz NAP-capable ,
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7. The RADIUS Client that you have created will appear in the right-hand pane:
b Metwork Policy Server =] k3

File  Action  Miew Help

&= 7mHE
€ 1PS (Local) _ : . .
. ) =W RADIUS clientz allove you to zpecify the network. access servers, that provide
= | R_ADIUS Clients and Servers = b s e,
SRRA01US Clisrts
5_5] Remoate RADIUS Server Grou
" policies Friendly Mame | |P Address | Device Manufacturerl NAF’-EapahIel Status |
[+
_!‘5, Mebwark. fccess Protection = MyRadiusClient 10.20.30.40  RADIUS Standard Mo Enabled

B Accounting

a | Bl

8. Repeat steps 5-7 if you need to create more RADIUS Clients.

9. This completes the standard configuration of RADIUS authentication using SMS
PASSCODE. Please test each RADIUS client to make sure that RADIUS authentication
works as expected.

25.2.2 Advanced Configuration of the RADIUS Protection Component

This section describes, how you can maintain advanced settings of the SMS PASSCODE RADIUS
Protection component.

To maintain such settings, you need to start the SMS PASSCODE Configuration Tool, which is
available via the Windows Start Menu.
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After opening the SMS PASSCODE Configuration Tool from the Windows Start Menu...

' Winaows Update

Administrato
&, XP5 Viewer ministrator
Accessories

. Documents

| Administrative Tools

) Citrix : N
o) r

| Google Chrome pu

, Maintenance Network

B swis Passcope

e S
Confi tion Tool
fEsrAgura on Tog \ Control Panel

& Web Admin Devices and Printers

) Startup Computer Task Manager
Administrative Tools 3 E E
Help and Support comarms | [ o e
Run... A @
4 Back Deskiop . $::|ﬁgmﬁm
I Search programs and files LE]J Log off Dl Fey
o B B2 1
: — e =
Windows Server 2008 R2 Windows Server 2012 / 2016 / 2019

...you will see a number of tabs. Select the RADIUS Client Protection tab to configure the
advanced RADIUS settings:

- SMS PASSCODE - Configuration Tool
Secure Device Provisioning | Import/Export |  About
Database | Backend | Network | EnduserIP | Password Reset
RADIUS Client Protection = | Windows Logon Protection
Connection Request Policy Lblsrgtli::salt Settings

Use Windows authentication for all users X

wrﬂ_’r"“u# -y —=
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On the RADIUS Client Protection tab, you will see a table of the Connection Request Policies
(CRPs) that currently exist in the NPS:

Sre|passcode

Secure Device
Database I
RADIUS Client Protecti

Connection Request Policy

Use Windows authertication for all users
VPN System 1
VPN System 2

The columns of the table are explained below:

- Explanation

(@ Column (a) lists the names of all the CRPs that currently exist in the NPS. Whenever you create or
delete CRPs in NPS, such changes are automatically reflected in the Configuration Tool (when you
restart it).

NOTE: It is NOT recommended to rename CRPs in NPS. A renamed CRP will be treated as a new
CRP in the SMS PASSCODE Configuration Tool, meaning any previous CRP-specific SMS
PASSCODE settings will be lost.
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- Explanation

(b)

(©)

(d)

(e)

Column (b) specifies, whether the SMS PASSCODE RADIUS Protection component is enabled for
the corresponding CRP in column (a). A selected or cleared checkbox indicates that the SMS
PASSCODE RADIUS Protection component is enabled or disabled, respectively.

The SMS PASSCODE RADIUS Protection component is enabled by default for all CRPs. This also
applies to new CRPs, if you create such later on.

Select the checkbox in a specific row to enable SMS PASSCODE RADIUS Protection for the CRP
listed in column (a). All RADIUS authentication requests made through such a CRP are handled by
the SMS PASSCODE NPS extension, allowing for SMS PASSCODE multi-factor authentication.

Clear the checkbox in a specific row to disable the SMS PASSCODE RADIUS Protection
component for the CRP listed in column (a). All RADIUS authentication requests made through
such a CRP will be handled by the NPS default functionality.

When maintaining SMS PASSCODE RADIUS Protection settings, you can maintain default settings,
which will apply to all CRPs by default. However, it is possible to apply specific settings to selected
CRPs, if this is needed, for example in order to handle different requirements for different RADIUS
clients.

Column (c) indicates, whether the corresponding CRP of column (a) has been configured to use
default settings (marked with an “X”) or to use specific settings (marked with an empty cell).

Click the Edit... button in column (d) to edit the SMS PASSCODE RADIUS settings for a specific
CRP. This allows you to define CRP-specific settings for the CRP listed in column (a), or to revert
the CRP back to default settings again.

Click the Edit default settings... button to edit the default settings, i.e. the settings that apply to all
CRPs with an “X” in column (c).
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When clicking the edit buttons (d) or (e), a new window will open, which allows you to configure the
CRP-specific settings or default settings, respectively:

- DIUS Settings for "WVPN Syste
Authentication | & thorization | Mizcellaneous | Inhert default settings

[+] Enable password validation

Password provider
® WinNT (defautt) ) LDAP

Allow login when

[ ] Password has expired gFasswnrd must chan
hmm it Gt B R b ol e e

As shown, the window contains the following controls at the top of the window:

- Explanation

(@)  Authentication:
This tab contains settings that affect the authentication behavior of the RADIUS Protection
component. Please read section 25.2.2.1 (page 385) for further details.

(b)  Authorization:
This tab allows to enable/disable the inclusion of a RADIUS authorization attribute in each
RADIUS accept packet being sent to the RADIUS client on successful authentication, and
to configure the authorization attribute. Please read section 25.2.2.2 (page 394) for further
details.

(c)  Miscellaneous:
This tab contains miscellaneous settings of the RADIUS Protection component regarding
text encoding, end-user IP address collection, challenge/response behavior and more.
Please read section 25.2.2.3 (page 398) for further details.

(d)  Inherit default settings

This checkbox is only visible, when editing CRP-specific settings. Clear the checkbox to
override the default settings and set CRP-specific settings. Select the checkbox to inherit
the default settings, meaning any changes to the default settings will also apply to the CRP
in question.
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25.2.2.1 RADIUS Authentication Settings

The Authentication tab contains several settings that allow modification of the standard
authentication flow of the SMS PASSCODE RADIUS Protection component. The standard
authentication flow, defining the flow with all settings set to their default values, is defined as
follows:

SMS PASSCODE RADIUS Protection component

Standard Authentication Flow

1. An Access Request packet containing a username and a password is received from a
RADIUS client.

2. The NPS extension resolves the user, i.e. checks whether the user can be found in the
SMS PASSCODE database. If the user cannot be determined (uniquely), then access is
denied.

3. The NPS extension checks, whether the user is allowed to log in, for example that the
user has not been locked out in the SMS PASSCODE database. If the user is not
allowed to log in, then access is denied.

4. The password is verified using the configured password provider. By default, this means
using Windows Authentication (either a local Windows user or an AD user). In this case,
access is denied, if any of the following conditions are true:

a. The user password is incorrect.

b. The user is locked out or denied access.

c. The user password has expired.

d. The user password has been flagged “Must change at next logon”.

5. Internal NPS logic is skipped.
(I.e. all authentication and authorization settings of the active Connection Request Policy and all
settings of the Network Policy are ignored)

6. Now multi-factor authentication is performed according to the user’s settings in the SMS
PASSCODE database. Normally this will mean that a random OTP is generated and
sent to the user, and a Challenge Request is sent back to the RADIUS client.

7. The user receives the passcode and enters it. The RADIUS client forwards the
passcode as a Challenge Response to the RADIUS server.

8. The RADIUS server verifies, whether the passcode received is valid or not, resulting in

either an Access Accept or Access Reject packet being sent back to the RADIUS
client, respectively.

It is described below how you can modify the individual steps of the Standard Authentication Flow.
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The Authentication tab contains the following settings:

Authertication | A thaorization I Miscelaneous [ Inhert default settings

[#] Enable password validation
Password provider
® WinNT (defautt) O LDAP

Allow login when

[] Password has expired [ | Password must change
Push Authentication

Timeout:

[ Fallback on timeout

Side-by-side

Enable NPS intemal Connection
Request Policies execution:

| Never W

Skip SMS PASSCODE validation and fail immediately for passwards matching the
regular expression:

[] Mlow logins from any domain (using fully qualfied usemames only)

| Reset to default settings... |

The settings have the following purposes:

a. Enable password validation
This setting defines whether password validation must occur at all. By default, it is enabled.
Clear the checkbox to skip step 4 of the Standard Authentication Flow. In this case, no
password validation will be performed, unless internal NPS logic is enabled (cf. item e below).
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b. Password provider

In step 4 of the Standard Authentication Flow, SMS PASSCODE will validate user passwords
using the WinNT provider (i.e. validating the user’'s Windows password) by default. This will
work in the following cases:

e When the RADIUS server is not member of any AD domain:

Authentication is only possible for local Windows users that have been created on
the RADIUS server.

e When the RADIUS server is member of an AD domain:
Authentication is possible for local Windows users that have been created on the
RADIUS server. Additionally, users in the domain of the RADIUS server can be
authenticated. Finally, users in another AD domain (“domain X”) can be
authenticated, if a trust relationship has been created between the domain of the
RADIUS server and the user’s “domain “X”.

If you would like to authenticate users in “domain X” without creating a trust
relationship, then consider using the LDAP password provider, instead of WinNT
(described below).

You can select LDAP if you wish to validate user passwords against an LDAP directory using
the LDAP protocol, for example in order to authenticate AD users outside the domain of the
RADIUS server, or to authenticate non-AD users residing in a non-AD LDAP directory.

When selecting LDAP, a new Password validation section appears on the Authentication
tab:

- RADIUS Settings for "VPN System 2"

Authentication |Mha|-izaﬁgn I Miscelaneous | ] Inherit defautt settings

Enable password validation

Password provider

) WinNT (default) ® LDAP

Mote: This passward provider only supports PAP, not M5-CHAPv2

®) LDAF binding {using credentials of the end user)
() Verify password against LDAP attibute:

smspassword

Push Authentication

Here, you can specify, how LDAP authentication must occur:

a. LDAP binding: The password entered by the user is validated by sending an LDAP
authentication request to the LDAP directory. If the user has been imported from an
AD, then NTLM is used for authentication. Otherwise, basic authentication is used.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 388 OF 441

b. Verify password against LDAP attribute: The password entered by the user is
validated, by checking whether it matches the content of a specific LDAP attribute
on the user object in the LDAP directory. The name of the LDAP attribute to use is
specified in the textbox.

Regardless of the type of LDAP authentication chosen, the NPS extension automatically
knows which LDAP server to contact and knows how to communicate with it. This is
determined by re-using the configuration data of the User Integration Policy that imported the
user to the SMS PASSCODE database. Among others, the UIP settings also determine,
whether SSL/TLS encryption must be used, when communicating with the LDAP server.

When using Password provider = LDAP, the NPS IL setting must be set to Never (see item
e below).

c. Allow login when
This setting controls the behavior of steps 4c and 4d of the Standard Authentication Flow. By
default, the SMS PASSCODE RADIUS Protection component will reject an authentication
attempt from a user using an expired password or using a password that has been flagged
“must be changed at next logon”. However, you can change this behavior. This might make
sense when a user is requesting remote access using a VPN connection. In this case, it might
be acceptable to give the user network access and, in this way, allow the user to
renew/change the password.

Password has expired: Select this setting to allow successful authentication with a password
that has expired.

Password must change: Select this setting to allow successful authentication with a
password that has been flagged “must change at next logon”.
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d. Push Authentication

This setting controls the authentication behavior, when IntelliTrust™ risk-based authentication
is active, and the outcome of the risk engine is to use Push Authentication as the first priority.
In this case, the default behavior of the RADIUS server is the following:

e When an Access Request package is received from the RADIUS client, the RADIUS
server will immmediately forward a Push Authentication request to the end-user’s
mobile app (via the IntelliTrust™ cloud service).

e The RADIUS server will not send any package back to the RADIUS client, until
either a) The user has reacted and either confirmed or rejected the push
authentication, or b) a timeout of 120 seconds occurs. In case the user reacted
before the timeout with a push authentication confirmation or rejection, an Access
Accept or Access Reject package is returned to the RADIUS client, respectively.

e In case the 120 second timeout occurred, the RADIUS server will fail over and send
an Access Challenge back to the RADIUS client, asking the user to authenticate
using the next authentication mechanism in the prioritized list of authenticators that
resulted from the evaluation of the risk engine. If no such failover authentication
mechanism was configured in the IntelliTrust™ risk engine, then an Access Reject
is returned instead.

A potential issue with the default Push Authentication behavior is that the RADIUS client might
not want to wait for up to 120 seconds to receive a package back from the RADIUS server. It
might have been configured to abort the authentication session before 120 seconds have
elapsed. If possible, it is recommended to re-configure the RADIUS client to wait up to 120
seconds, before aborting the authentication session. Otherwise, it is recommended to change
the Timeout setting to align it with the RADIUS client behavior. However, please take into
consideration that the end-user should be given enough time to actually open the Push
Authentication app and confirm/reject the Push Authentication request.

If you do not want the RADIUS server to fail over to a secondary authentication mechanism on
Push Authentication timeout, then please clear the checkbox Fallback on timeout.

e. Side-by-side
This section contains settings that define how the SMS PASSCODE RADIUS Protection
component will interact with the internal NPS logic. This is an advanced topic, and changing
these settings is typically only required, if you need to set up a side-by-side scenario, where
users can log in either using SMS PASSCODE or another RADIUS authentication system.
However, changing the settings can also be required in other cases, where the internal NPS
logic is required, e.g. if you would like to make use of the functionality provided by NPS
through Connection Request Policies or Network Policies.

The following abbreviations are used below:
¢ CRP: Connection Request Policy
e NP: Network Policy
e NPS IL setting: The setting called “Enable NPS internal Connection Request
Policies execution” in the Side-by-Side section. “IL” is an abbreviation for “Internal
Logic”.
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o SVF setting: The setting called “Skip SMS PASSCODE validation and fail
immediately for passwords matching the regular expression” in the Side-by-Side
section. “SVF” is an abbreviation for “Skip Validation and Fail”.

The possible options for the NPS IL setting are:

NPS IL Description
setting

Never The SMS PASSCODE RADIUS component takes full control of the authentication
and performs a standard SMS PASSCODE multi-factor authentication. All internal
NPS logic is skipped (as described in step 5 of the Standard Authentication Flow).

This means that any authentication and authorization settings of CRPs, and/or any
settings of NPs will be ignored.

This is the default setting.

Always Step 5 of the Standard Authentication Flow is changed. Instead of skipping,
authentication is now forwarded to the internal NPS logic. I.e. CRP and NP settings
will be applied. This means, that if the CRP is set to perform an authentication or is
set to forward authentication to another RADIUS server, then this will be executed.

Access is denied, if any CRP/NP logic denies access, e.g. because authentication
according to the CRP fails, or because access is not allowed according to the NP.
Otherwise, authentication will continue at step 6 of the Standard Authentication

Flow.
On failure First steps 1-4 of the Standard Authentication Flow are executed normally. If the
only user has not been denied access so far, then the Standard Authentication Flow

continues as defined by default. I.e. the same behavior is achieved, as when the
NPS IL setting is set to Never.

However, if the user is denied access during any of the steps 2-4, then the internal
NPS logic will be executed, and the remaining part of the Standard Authentication
Flow will be skipped.

In other words, CRP and NP settings will be applied. Access is denied, if any
CRP/NP logic denies access, e.g. because authentication according to the CRP
fails, or because access is not allowed according to the NP.

On the other hand, if the user is allowed to log in according to the CRP/NP settings,
then the user is granted access immediately, i.e. no multi-factor authentication by
SMS PASSCODE occurs in this case.
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The authentication behavior can be modified additionally using the SVF setting:

Empty (default):
This setting has no effect.

Non-empty (password filtering):

If you enter a regular expression into this field, SMS PASSCODE will check, on
each authentication attempt, whether the regular expression matches the password
entered”’. If it does not match, then the authentication continues normally. On the
other hand, if there is a match, then steps 2-4 of the Standard Authentication Flow
are skipped altogether, meaning no user resolve or password validation is
performed. Instead, the steps 2-4 are immediately treated as failed. As a result, the
following behavior is achieved with a matching password:

NPS IL setting set to Never: The user is denied access.
NPS IL setting set to Always: The user is denied access.
NPS IL setting set to On Failure Only: The internal NPS logic will be applied, CRP

and NP settings are applied, and no multi-factor authentication is performed by SMS
PASSCODE.

47 This is only supported, when the RADIUS client uses the PAP protocol. MS-CHAP v2 is not supported,
since the password is not available in clear text for comparison in this case.
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Below, a number of use case scenarios are listed, and it is described how to set settings

accordingly:

e Standard SMS PASSCODE multi-
factor authentication must be
performed for all users.

e No need for Network Policy
support.

e Standard SMS PASSCODE multi-
factor authentication must be
performed for all users.

e Support for Remote Access
Policies is needed.

e You have two different RADIUS
authentication systems (SMS
PASSCODE and another one).

e Some users will only use one type
of authentication, whereas some
users might use both types of
authentication.

e Standard SMS PASSCODE multi-
factor authentication must be
performed for all users, except the
users’ passwords should not be
validated by AD, but by another
RADIUS authentication system.

e This is useful, if you would like to
use SMS PASSCODE for
authentication of non-AD users.

Set the NPS IL setting to Never.

Set the NPS IL setting to Always.

Set the CRP authentication setting to
Authenticate on this server.

Set the NPS IL setting to On Failure Only.

Set the CRP authentication setting to forward
requests to the other RADIUS system.

Optional: If the password for the other
authentication system is NOT the user's AD
password, and this authentication system is
used often by users, which are also created in
the SMS PASSCODE database, then it can be
a problem that AD password validation is
attempted often with a wrong password. It could
lead to a lockout of AD user accounts. To avoid
this, you should enter a regular expression into
the SVF setting that will identify the passwords
of the other authentication system. On the other
hand, if the users using the other authentication
system are NOT created in the SMS
PASSCODE database, then there is no
problem, since SMS PASSCODE will not
perform any AD password validations for non-
SMS PASSCODE users.

Set the NPS IL setting to Always.

Set the CRP authentication setting to forward
requests to the other RADIUS system.

Clear setting (a), “Enable password validation”,
to skip the initial validation of the password for
all requests from the RADIUS client(s) in
question.
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f. Default domains

This setting is relevant, if you need to authenticate users from a domain different from the one,
of which the NPS server is a member. To achieve this, you have two options:

Option 1: Explicit list of approved domains (most secure)
You can explicitly add the domains to the list, from which users are allowed to log in. The list of
domains has two purposes:

1. Restriction: Users are only allowed to log in from the domains listed. Even if a user logs in
with a fully qualified username, the login is denied, if the domain is not found in the domain
list.

2. Prioritization: If you need to authenticate users from different domains, but do not wish to
force the users to enter or select the domain explicitly during authentication, then the SMS
PASSCODE system needs to know, in which order to search for a matching domain. The
search will occur in the exact order in which the domains are listed.

When the domain list is empty, this is treated as if the list contained two entries, equal to the
NETBIOS name and the DNS name of the domain that the NPS server has joined. This will
allow users of the local domain to log in using their username only or using their UPN.

If the NPS server has not joined any domain, then an empty list is treated as if it only
contained the hostname of the NPS server. This will allow local Windows users on the NPS
server to log in.

If the list is NOT empty, and you want to allow local Windows users on the NPS server to be
able to log in, then you must manually add the hostname of the NPS server to the domain list.

Since you can customize different settings per CRP of the NPS, this allows you to define
different domain lists for logins via different CRPs.

Option 2: Allow any domain (most flexible)

Alternatively, you can decide to allow logins from any domain, without defining the list of
domains upfront. To choose this, select the Allow logins from any domain (using fully
gualified usernames only) option. This is a flexible solution, in case your list of domains
changes often, for example if you are a hosting partner.

Please note that in this case all users must log in using a fully qualified username, as there is
no list to use for a prioritized search through the domains.
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25.2.2.2 RADIUS Authorization Settings

When a user has been authenticated successfully by SMS PASSCODE RADIUS Protection, a
RADIUS Access-Accept packet is returned to the RADIUS client. This packet does NOT contain
any authorization information by default.

However, if your RADIUS client supports authorization, then you have two options for adding
authorization information to the RADIUS Access-Accept packet:

o Enable the authorization feature of the SMS PASSCODE RADIUS Protection component
¢ Enable the internal NPS logic during authentication and set the Network Policy used to add
authorization data.

It is possible to use both features together, in which case both features will add authorization
information as defined.

This section describes how to configure the authorization feature of the SMS PASSCODE RADIUS
Protection component. When this authorization feature is enabled, SMS PASSCODE RADIUS
Protection will automatically determine the names of all AD groups, of which the authenticated user
is a member. All or some of these group names are then added to the RADIUS authorization
attribute and sent along with the RADIUS Access-Accept packet to the RADIUS client. The
RADIUS client can subsequently retrieve all these group names from the attribute and allocate
permissions depending on the AD group memberships of the user. It is even possible to apply
transformations to the AD group names if the RADIUS client expects specific group hames that
you do not wish to create in your AD.
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Authorization is configured on the Authorization tab:

- RADIUS Settings for "VPN System 2"

Authentication Miscellaneous

B

[ Inhert defautt settings

Authorization enabled
Authorization attribute properties
Mz size of attributes:

2043 =
Vendor code:

0

Attribute number:
0

Prefoc: Separator:
|CTXSUserGroups= | |; |

£ ¥

<>

Restrict groups collected into the authorization attribute
Restrict to groups:
| || Add

el

[T Only collect first matching group

| Reset to default settings... | Ok

| | Cancel

The settings have the following purposes:

a. Authorization enabled
This is the main setting to enable or disable authorization.

i. Cleared (default):

Authorization is disabled, i.e. no authorization attribute is included in any RADIUS Access-

Accept packet.

ii. Selected:

Authorization is enabled, i.e. each RADIUS Access-Accept packet will contain an

authorization attribute. The properties and content of the authorization attribute are defined

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 396 OF 441

using the settings below.

b. Authorization attribute properties
This group of settings defines the main characteristics of the authorization attribute. The
default settings are the settings expected by a Citrix Access Gateway with default settings.

Max size of attribute: Defines the maximum number of bytes to be used for adding
authorization data to the RADIUS Access-Accept packet. The content of the authorization
attribute will be cut off if it exceeds the specified maximum size. This is relevant, because a
huge number of group memberships could potentially cause the complete RADIUS packet to
exceed the maximum size allowed by the RADIUS protocol.

Vendor code: Use this setting to specify a vendor code in case your RADIUS client expects a
specific vendor code in the authorization attribute.

Attribute number: Use this setting to specify an attribute number in case your RADIUS client
expects a specific attribute number in the authorization attribute.

Prefix/Separator: The content of the authorization attribute will have a format like this:
[Prefix][Group1][Separator][Group2][Separator]....[GroupN][Separator]

Where [Group1], [Group2],...,[GroupN] are the names of the AD groups, of which the
authenticated user is a member, and [Prefix] and [Separator] contain customizable content to
be configured using the settings Prefix and Separator, respectively. E.qg. if you set Prefix to
“CTXSUserGroups="and Separator to “;” and the user is a member of 3 groups called
“OwaAccess”, “CitrixAccess” and “SharePointAccess”, then the content of the authorization

attribute will be like this:

CTXSUserGroups=0OwaAccess;CitrixAccess;SharePointAccess;
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C.

Restrict groups collected into the authorization attribute

SMS PASSCODE RADIUS Protection will collect all direct and indirect group memberships by
default and put the names of such groups into the authorization attribute. If your users have
many group memberships, the total length of the group names might exceed the maximum
size allowed according to the Max size of attribute setting (item b, above), which will cause
some of the group names to be cut off. Since you cannot predict which groups will be cut off, it
might be better to select a restricted number of group names that you will actually need in your
authorization attribute. This is just what the setting Restrict groups collected into the
authorization attribute allows you to define.

You can add a number of group names to the list, which will restrict SMS PASSCODE
RADIUS Protection to collect group names only from this list into the authorization attribute.

Group name transformation: When entering group names into the restriction list, you may
enter the group names in a special format to perform transformation of the group names. The
entry is case sensitive, and the syntax is:

[AD Group Name];[RADIUS Client Group Name]

For example, if you have an AD group called “Sales People” and you would like to report the
group “OwaAccess” to the RADIUS client in this case, then you should add the following entry
to the restriction list:

Sales People;OwaAccess

Only collect first matching group: If you select this setting, then SMS PASSCODE RADIUS
Protection will at most put a single group name into the authorization attribute. This will be the
first group in the restriction list, of which the authenticated user is a member. Restricting to a
single group is useful if your RADIUS client will only accept a single value in the authorization
attribute.

Since you can customize different settings per CRP of the NPS, this allows you to define
different authorization behaviors for different CRPs — for example for different RADIUS clients.
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25.2.2.3 Miscellaneous RADIUS settings

The remaining SMS PASSCODE RADIUS Protection settings are collected on the Miscellaneous
tab:

- RADIUS Settings for "VPN System 2" = [0 -
| Authertication | Authaorization | Miscellaneous [ Inhert defautt settings
Text settings ‘
Code Page used for encoding:
650071 =
Custom challenge message:
End-user IP ‘
[] Collect end-user IP address from RADIUS attibute:
31 o
Challenge/Response .

(®) Auto-detect challenge/response support (default)
() Require challenge/response support

(_) Do not use challenge/response

Send state attribute

| Reset to default settings... | Ok || Cancel

The settings have the following purposes:
a. Text settings

Code Page used for encoding: This setting specifies the Windows Code Page used for
encoding input texts, i.e. usernames, passwords and passcodes. If the RADIUS client uses
a specific code page, please ensure to enter the same code page here. For example, many
Cisco VPN clients use code page 1252. If the code page of the RADIUS client and RADIUS
server do not match, you might experience authentication problems for users using special
characters in their username or password.

Custom challenge message:

By default, SMS PASSCODE RADIUS Protection will send the message “Enter
PASSCODE” when the user is requested to enter the SMS PASSCODE during the
RADIUS challenge. Using this setting, you can change this message to a different text. This
is useful for localization of the message, or in case your RADIUS client will only accept
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specific text(s) in the RADIUS challenge.

b. End-user IP
This setting allows you to configure, whether SMS PASSCODE RADIUS Protection must
collect the end-user’s IP address from a specific attribute of the RADIUS Access Request
packet. To enable this, select the checkbox Collect end-user IP address from RADIUS
attribute, and then enter the number of the RADIUS attribute that contains the end-user IP.
Besides being useful for authentication monitoring, collecting end-user IP addresses is also
useful in order to enable location and behavior aware authentication for even stronger
security. Please read section 16.1 (page 96) to get a short overview about this topic.

c. Challenge/Response

SMS PASSCODE RADIUS Protection supports both RADIUS clients that support or do not
support challenge/response. By default, when the first request is received from a RADIUS
client after the NPS has started, the SMS PASSCODE NPS extension will auto-detect
whether the RADIUS client supports challenge/response or not. If the client does not
support challenge/response, then SMS PASSCODE authentication is performed in two
steps: first validating the user password in a first RADIUS authentication and then validating
the SMS PASSCODE in a second RADIUS authentication. This means a hon-session-
specific multi-factor authentication is performed; opposite to a challenge/response multi-
factor authentication, which will always be session-specific.

If you do not wish to allow the auto-detection mechanism described above, you can
customize the behavior, by selecting the appropriate setting:

Auto-detect challenge/response support:
This is the default behavior, as described above.

Require challenge/response support:
Auto-detection is disabled. Only RADIUS clients supporting challenge/response will
be able to authenticate successfully.

Do not use challenge/response:

Auto-detection is disabled. Challenge/response is never used. Instead, all
authentications are performed in two steps, using non-session-specific multi-factor
authentication.

According to the RADIUS RFC, all RADIUS challenge packets should contain a state
attribute (which is a session identifier). However, some RADIUS clients seem not to support
this state attribute correctly. In case you experience this, you can clear the Send state
attribute setting, which will force SMS PASSCODE Protection not to insert the state
attribute. Clearing the setting is NOT recommended unless it is required.
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Since you can customize different settings per CRP of the NPS, this allows you to define
different settings for different CRPs — for example collecting end-user IP addresses from
different RADIUS attributes for different RADIUS clients.

25.3 Configuring AD FS Protection

The SMS PASSCODE AD FS Protection component adds multi-factor authentication to
applications that are accessible via AD FS. This section describes how to configure SMS
PASSCODE AD FS Protection for such scenarios.

SMS PASSCODE AD FS Protection allows you to apply SMS PASSCODE multi-factor
authentication to all authentication scenarios supported by the AD FS infrastructure, spanning from
access to cloud applications and published internal web sites, to provisioning of devices during
workplace joins.

If you have already, before installing the SMS PASSCODE AD FS Protection component,
successfully configured your AD FS infrastructure, then you simply need to install the SMS
PASSCODE AD FS Protection component on your AD FS server(s) and enable the SMS
PASSCODE multi-factor authentication adapter in the AD FS management console afterwards.
The procedure for this is described below.

25.3.1 Background

AD FS is an optional Windows Server role in Windows Server 2012 R2 / 2016 / 2019. It provides
an infrastructure that allows identity validation during access to different types of services, using
the AD identities of your organization. Examples of “services” are:

¢ Cloud applications, like Microsoft Office 365, Google Apps and SalesForce.

¢ Internally hosted websites published through the Microsoft Web Application Proxy. For
example, you can publish an internally hosted Outlook Web Access site.

e Workplace joins, allowing people within your organization to approve devices (smartphones
and tablets) to let them access data within your organization.

Any such authentication scenarios supported by the AD FS infrastructure can be extended with
SMS PASSCODE multi-factor authentication (MFA), by installing SMS PASSCODE AD FS
Protection on your AD FS server(s) and enabling MFA for the applications of your choice, in the AD
FS management console.

25.3.2 AD FS Infrastructure

This section describes on which servers you should install the SMS PASSCODE AD FS Protection
component.

When deploying AD FS, there are two important server roles: The AD FS main server(s),
responsible for performing the actual authentications, and the Web Application Proxy server(s),
used for publishing HTTP/HTTPS based applications for external access, as well as functioning as
AD FS Proxies. In such a configuration, you will need to install SMS PASSCODE AD FS Protection
on the AD FS main server(s), not on the Web Application Proxy servers.
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An example of an installation setup is shown below:

LAN DMZ
Modem(s)
@ (¢ Firewall
3
[¢]
NS
SMS PASSCODE Failover server AD FS Web Application Proxy (WAP)
SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service
Modem(s) -
(()) (())
\\
Qo
NS
AD FS Web Application Proxy (WAP)
SMS PASSCODE Database Server
SMS PASSCODE Database Service
SMS PASSCODE Web Administration Interface
SMS PASSCODE Authentication Backend Service
SMS PASSCODE Transmitter Service
SMS PASSCODE Self-service Website (optional)
N
User Sync. NS
(optional) c
NS
AD FS Web Application Proxy (WAP)
§
N> 4
User Store (AD)
TCP
8988
TCP
443
AD FS Farm
SMS PASSCODE AD FS Protection

Note: In a Cloud Setup, the servers SMS PASSCODE Database Server and SMS PASSCODE Failover server will not be present.
Instead, the SMS PASSCODE AD FS Protection component will communicate directly with the IntelliTrust™ cloud service.
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The SMS PASSCODE AD FS Protection component supports AD FS farms. It is important in a
farm configuration that SMS PASSCODE AD FS Protection is installed on every AD FS server in
the farm.

The installation of the AD FS Protection component on each AD FS server will install a so-called
SMS PASSCODE AD FS MFA Adapter on every such server. You need to configure this MFA
Adapter, to activate SMS PASSCODE multi-factor authentication. This is described below in
sections 25.3.3 and 25.3.4 for AD FS 2012 R2 and 2016/2019, respectively.

25.3.3 Configuring the MFA Adapter for AD FS 2012 R2

This section applies to Windows Server 2012 R2. It is described below, how you enable the SMS
PASSCODE MFA Adapter, after you have installed it on your AD FS server (or on every AD FS
server, in case of an AD FS farm).

In order to enable the MFA Adapter, please follow the procedure below:

1. Open the AD FS Management console (Microsoft.IdentityServer.msc) ONn your
primary AD FS server:

Search

St a r t AC Everywhere +

AD FS Management

=L T G

Windows. Administrative
Server Manager PowerShell Tools

ad fs

ad fsmo roles

2. Inthe AD FS Management console:
a. Select the Authentication Policies node in the tree to the left.
b. Inthe Actions pane, click Edit Global Multi-factor Authentication...

N ADFS - o[
G File Action View Window Help
e nz @
| ADFS Authentication Policies Actions
b [l Service - M - - _ . .
b ] Trust Relationships Authentication Policies Overview ~ | |futhentication Folicies
4 || Authentication Policies Edit Global Primary Au...
| Per Relying Party Trust :;;ﬁ?::;nrﬁgum primary authentication and multifactor authentication settings globally or per reho — B Edit Global Multi-facto...
View »
Corfiguring Authentication Policies New Window from Here
AD FS Help |G Refresh
E Help
Primary Authentication
Primary authentication is required for all users trying to access applications that use AD F5 for
authentication. You can use options below to configure global and custom primary authentication
settings. =
Global Settings
r e s ”»_ 5 P ’ermwm”h"w#J
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3. The dialog Edit Global Authentication Policy opens, with the tab Multi-factor selected.

a. In the bottom listbox, select the checkbox SMS PASSCODE Authentication in
order to enable the SMS PASSCODE MFA Adapter.

b. Additionally, in order for multi-factor authentications to be triggered, you need to
specify the conditions for multi-factor authentication to occur. Either you can specify
conditions directly here, on the Global Authentication Policy, which will affect all
applications (“Relying Parties”) — or you may leave the conditions empty here, if you
prefer to set individual MFA conditions per application afterwards®.

As can be seen, MFA can be activated for specific users/user groups, and/or
specific devices (unregistered vs. registered), and/or requests from specific
locations (extranet vs. intranet).

For example, you can add the user groups here, from which you are importing SMS
PASSCODE users. This will ensure, that all SMS PASSCODE users must perform

multi-factor authentication. Alternatively, just select the Extranet checkbox in order
to ensure, that external requests from any user are multi-factor authenticated.

c. Click the OK button.

Edit Global Authentication Policy -
Muttifactar

Corfigure muttifactor authentication (MFA) settings.
Users/Groups

MFA is required for the following users and groups:

Devices
MFA is required for the following devices:
[ Unregistered devices

["] Redgistered devices
Locations

MFA is required when accessing applications from the following locations:
[] Exranet

[] Intranet

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Certificate Authentication
.—* SM3 PASSCODE Authentication

What is multifactor authentication?

H oK || Caneel || Apply |

48 MFA conditions can be set on a Relying Party Trust, by selecting the specific Relying Party Trust in the AD
FS management console, and then click Edit Custom Multi-factor Authentication... in the Actions pane.
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After having enabled and configured the SMS PASSCODE MFA adapter, please make sure to test

the authentication behavior of the affected applications, in order to ensure the expected
authentication behavior.

25.3.4 Configuring the MFA Adapter for AD FS 2016/2019

This section applies to Windows Server 2016 / 2019. It is described below, how you enable the

SMS PASSCODE MFA Adapter, after you have installed it on your AD FS server (or on every AD
FS server, in case of an AD FS farm).

In order to enable the MFA Adapter, please follow the procedure below:

1. Open the AD FS Management console (Microsoft.IdentityServer.msc) On your
primary AD FS server.

2. Inthe AD FS Management console:
a. Select the Authentication Methods node in the tree to the left.
b. Inthe Actions pane, click Edit Multi-factor Authentication Methods...

§ ADFS - O X
G File Action View Window Help -5
o=z d

| ADFS Authentication Methods Actions
w [ Service -

- . . . Authentication Methods -
| Attribute Stores Authentication Methods Overview -
“ Authentication Methods Edit Primary Authentication Me...
= - h( rfi i uthentication methods and multifact
_| Certificates a&ig:ﬂ?cgﬂonlg;;hﬂldn:wa FrHication mEthods and mutiractor . I Edit Multi-factor Authentication...
~| Claim Descriptions View
~| Device Registration Leam more
“| Endpoints AD F5 Help Mew Window from Here
~| Scope Descriptions . L il Refresh
“ Web Application Proxy Primary Authentication Methods E »

- iy g

_| Access Control Policies Primary authentication is required for all users trying to access applications P

“| Relying Party Trusts that use AD FS for authentication. You can use options below to configure

= Claims Provider Trusts settings for pimary authentication methods.

= Application Groups Extranet Forms Authertication, Edit

P I e S e St LR e G o gt o PN
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3. The dialog Edit Authentication Methods opens, with the tab Multi-factor selected.

a. Inthe listbox, select the checkbox SMS PASSCODE Authentication to enable the
SMS PASSCODE MFA Adapter, then click the OK button.

Edit Authentication Methods >
Primary Muttifactor

Select additional authertication methods. You must select at least one of the following methods
to enable MFA:

[ | Certificate Authentication

[] Azure MFA
.—k SMS PASSCODE Authertication

What is multifactor authentication?

QK Cancel Apphy

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 406 OF 441

4. Additionally, for multi-factor authentications to be triggered, you need to specify the
conditions for multi-factor authentication (MFA) to occur. This is done by assigning an

Access Control Policy that requires MFA to the Relying Party Trusts, where you want
MFA to occur.

§1 ADFS -
. o . L 4
@ File Action View Window Help i
ol AN I
| ADFS Relying Party Trusts Actions A
w || Service - Relyin
“| Attribute Stores Display Name Enablzd 9
“ Authentication Methods m Add
- - Update from Federation Metadata... .
| Certificates View
“| Claim Descriptions Edit Access Control Policy... N
_| Device Registration Edit Claim Issuance Policy... r
| Endpoints Dicable |G Refregy
_ Scope Des_cri[:ftinns Properties Help
_| Web Application Proxy
| Access Control Policies Delete MyApp
'_. Rel}ring Pa@Trusts el Upda
_| Claims Provider Tru Elp )
_| Application Groups Edit
Edit off
Disab
- Pro
Y P T Ty e B W S R WP S

After having enabled the SMS PASSCODE MFA adapter, please make sure to test the

authentication behavior of the affected applications, in order to ensure the expected authentication
behavior.

25.3.5 Uninstalling the MFA Adapter

In case you uninstall the SMS PASSCODE AD FS Protection component from an AD FS server,
please note that this will remove the MFA Adapter only. It will not remove any conditions that you
have defined in the AD FS management console, regarding when multi-factor authentication must
occur. Consequently, logins might fail after uninstalling the SMS PASSCODE MFA Adapter, unless
you manually remove all such conditions for multi-factor authentication.
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25.4 Configuring IS Website Protection

If you have installed the optional 1IS Website Protection component on a server hosting Microsoft
Outlook Web Access (OWA) or Microsoft RD Web Access, you will normally enable protection of
the OWA or RD Web Access site during installation and will not have to perform any further
configurations afterwards. However, you may decide to perform further configuration of the IIS
Website Protection component in the following cases:

a. If a new website is added to the IIS, then, by default, access to this site will be allowed by
the SMS PASSCODE IIS Website Protection component, without SMS PASSCODE
protection. You must manually enable SMS PASSCODE authentication if required.

b. If you wish to protect other websites than OWA or RD Web Access by SMS PASSCODE
authentication, then you must enable this manually. Please note, that the SMS PASSCODE
IIS Website Protection component currently only supports protection of OWA sites, RD
Web Access sites (Windows 2008 R2 / 2012 R2 / 2016 / 2019 only) and websites using
Basic, Integrated Windows Authentication or ASP.Net Form Based Authentication.

c. If you wish to disable SMS PASSCODE authentication for specific websites, then you can
do this manually.

d. The SMS PASSCODE IIS Website Protection component also offers advanced
configuration options. For example, it is possible to configure authentication rules
depending on the clients’ source IP-addresses.

25.4.1 Native HTTP Module

The SMS PASSCODE IIS Website Protection component is implemented using a native HTTP
module. This module is added to the IIS running on the server and extends the behavior of the IIS.

The default path of the 64 bit module is:

C:\Program Files\SMS PASSCODE\ISAPI\ SMSPASSCODE.IIS.HttpModule.dll

25.4.2 1IS Website Protection Configuration File

The behavior of the HTTP module is controlled by an XML configuration file. The default path of
this configuration file is:

C:\Program Files\SMS PASSCODE\ISAPI\Config.xml

You can control the behavior of the HTTP module by making changes to this configuration file. The
most common configuration changes are made easiest using the liIsAdministration PowerShell
module. This module is installed together with the 1IS Website protection and immediately available
through the PowerShell console. The PowerShell default location is over here:

C:\Program Files\SMS PASSCODE\PS\Modules\SMSPASSCODE.PS.IIsAdministration

The syntax and usage of the liIsAdministration PowerShell module is described in section 25.4.3
below.

Another way to change the configuration file is by making changes to this file manually using a text
editor (e.g. Notepad). This allows for more advanced configuration changes. The syntax of the
configuration file is described in detail in section 25.4.4.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’'S GUIDE 408 OF 441

25.4.3 The lisAdministration PowerShell Module
This module has three main features:

a. Enable SMS PASSCODE authentication for a specific website or virtual directory on the
local IIS.

b. Disable SMS PASSCODE authentication for a specific website on the local IIS.

c. Refresh the IIS Website protection configuration file to include any newly added websites
on the local IIS.

The following sub-sections describe the syntax of the liIsAdministration module. The syntax is
also well described using PowerShell help system.

25.4.3.1 Enable Protection of a Website

To enable SMS PASSCODE authentication for a specific website, use the Protect-
SmsPcIisWebSite command in one of the following two ways:

EX¥ Administrator: Windows PowerShell - O X

site by enabling SMS PASSCO S protection on specific si a. udel on a virtual direc

iguration

e: "get- p P

t-help Pri

nistrator.TEST1> _
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The different arguments of the command are described in the table below.

-Name

-Id

-VirtualDir
(optional)

-Owa
(optional)

-AllowActiveSync
(optional)

-AllowAutoDiscover
(optional)

-AllowRpcOverHttps
(optional)

-RdWeb

This argument is used to specify the name of the website to protect.
Example:

Protect-SmsPcIisWebSite —-Name “Default Web Site”

This argument is used to specify the IIS ID of the website to protect. The
default website always has ID 1. Example:

Protect-SmsPcIisWebSite -Id 1

Use IIS administration PowerShell module command (Get-
IISServerManager) .Sites to get a list of the IDs of the different
websites.

This optional argument is used to specify the name of the virtual directory
under the website. Only this virtual directory will be protected.
Example:

Protect-SmsPcIisWebSite -Name “Default Web Site” -
VirtualDir “MyDirectory”

This argument is required if the website is an OWA Website using form-
based authentication. For websites using Basic or Integrated Windows
Authentication, please omit this argument.

This argument is only allowed together with the -Owa argument. It instructs
the HTTP module to disable SMS PASSCODE authentication for ActiveSync
connections.

This argument is only allowed together with the -Owa argument. It instructs
the HTTP module to disable SMS PASSCODE authentication for ActiveSync
AutoDiscover requests.

This argument is only allowed together with the -Owa or -RdWeb
arguments. It instructs the HTTP module to disable SMS PASSCODE
authentication for RPC over HTTP/HTTPS connections.

This argument is required if the website is an RD Web Access site using
form-based authentication. For websites using Basic or Integrated
Windows Authentication, please omit this argument.

Please note that in order to protect an RD Web Access site, additional
actions are required (cf. section 12.2.2, page 55).
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Examples:

Enable SMS PASSCODE authentication for an OWA site using form-based authentication,
allow ActiveSync, disallow RPC over HTTP/HTTPS connections and disallow ActiveSync
AutoDiscover:

Protect-SmsPcIisWebSite —-Name “Default Web Site” -Owa -AllowActiveSync
...or since the Default Web Site always has ID 1, you could also enter:

Protect-SmsPcIisWebSite -Id 1 -Owa -AllowActiveSync

Enable SMS PASSCODE authentication for the SMS PASSCODE Web Administration
Interface:

Protect-SmsPcIisWebSite —-Name “SMS PASSCODE Admin”

Enable SMS PASSCODE authentication for an OWA site using Basic or Integrated
Windows Authentication:

Protect-SmsPcIisWebSite —-Name “Default Web Site”

25.4.3.2 Disable Protection of a Website

To disable SMS PASSCODE authentication for a specific website, use the
Unprotect-SmsPcIisWebSite PowerShell commend in one of the following ways:

EN Administrator: Windows PowerShell - O *

PS5 C:\Users\Administrator.TEST1> help Unprotect-SmsPcIisWeb5ite A

Unprotect-SmsPclisWebSite
SYNOPSIS
Unprotect IIS web site.
SYNTAX ) ) ) i . i i
Unprotect-5msPcIisWebs A [-SkipServiceConfigurationReload] [<CommonParameters=]
ServiceConfigurationReload] [<CommonParameterss>
iceConfigurationReload] [<CommonParameterss]
DESCRIPTION

Unprotect web si ; disabling SM5 PASSCODE IIS protection on a site (or any protected virtual directory withi
n the si

e
eConfiguration

the examples, type: "get-help Unprotect
more information, type: "get-help Unprotec

or technical infor on, type: "get-help Unpro

For online help, ty “get-help Unprotect-SmsPc e -online”

The different arguments of the command are described in the table below.
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-Name

-Id

-All

Examples:

This argument is used to specify the name of the website to unprotect.
Example:

Unprotect-SmsPcIlisWebSite -Name “Default Web Site”

This argument is used to specify the ID of the website to unprotect. The
default website always has ID 1. Example:

Unprotect-SmsPcIisWebSite -Id 1

Use IIS administration PowerShell module command (Get-
IISServerManager) .Sites to get a list of the IDs of the different
websites.

This argument is used to completely remove 1IS Website protection from all
the websites. In this case, config.xml file is not modified and protection can
be restored afterwards by using Repair-
SmsPcIisWebSiteConfiguration command.

(Please see 25.4.3.3)

Disable SMS PASSCODE authentication for an OWA site:

Unprotect-SmsPcIisWebSite —-Name “Default Web Site”
...or since the Default Web Site always has ID 1, you could also enter:

Unprotect-SmsPcIisWebSite -Id 1

Disable SMS PASSCODE authentication for the SMS PASSCODE Web Administration

Unprotect-SmsPcIisWebSite -Name “SMS PASSCODE Admin”

25.4.3.3 Refresh the Configuration File

The IIS Website protection configuration file specifies, for each website, whether SMS PASSCODE
authentication is enabled or disabled. However, if a new website is added to the local IIS, and this
website is not listed in the 1IS Website protection configuration file, then by default the HTTP
module will allow access to this site.

If you want newly added websites to be configured explicitly in the ISAPI filter configuration file,
you can use the following command:

Repair-SmsPcIlisWebSiteConfiguration
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Executing this command will automatically detect all websites present in the local IS and add all
missing websites to the ISAPI filter configuration file. All missing websites are added with SMS
PASSCODE authentication disabled.

In addition, this command can be used to repair the SMS PASSCODE IIS Website protection
component configuration based on the state of the 11S Website protection configuration file. In other
words, manual and advanced configuration can be done in the 1IS Website protection configuration
file and then applied by running this PowerShell command.

25.4.4 IS Website Protection Configuration File Syntax

The configuration of the HTTP module is stored in an XML configuration file. The default path of
this file is:

C:\Program Files\SMS PASSCODE\ISAPI\Config.xml

The following subsections describe the anatomy (syntax) of this file in detail.

25.4.4.1 <CONFIG> Element

At the top level, the configuration file contains one <CONFIG> element, which again contains one
or more <SITE> elements.

<CONFIG>
<SITE />

<SITE />
</CONFIG>

The configuration file must contain a <SITE> element for each website in the local IIS.

25.4.4.2 <SITE> Element

Each site element of the configuration file contains the settings for a specific website in the local
l1S:

<SITE name="Web Site Name"” smspasscodedir="virtual dir name” >
<URL />

<URL />

</SITE>

Each SITE element contains the following attributes:

¢ name: Specifies the name of the website that is configured by this <SITE> element.

o smspasscodedir: Specifies the URL of the virtual directory containing the files that are
needed by the SMS PASSCODE HTTP module during SMS PASSCODE authentication.
Recommended value is “/SmsPasscodeLogon/". It is recommended to enable SMS
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PASSCODE authentication for a website using the PowerShell module because this tool
will automatically create the required virtual directory and configure it correctly (please read
section 25.4.3.1, page 408).

SMS PASSCODE authentication is enabled by default for each website that is named by a SITE
element. However, each SITE element may contain one or more <URL> elements that configure
authentication behavior of the website.

25.4.4.3 <URL> Element

The <URL> elements within a <SITE> element define the authentication behavior of the website.
The syntax is:

<URL path="URL path” smspasscode="true|false”
credentials="credentials source” logoutUri="URL path” >
<host />

<host />

</URL>

Each <URL> element contains the following attributes:

o path: Specifies the URL to which this element applies. Please note, that the configuration
of this element applies to all sub-URLs as well, unless these are overruled by another,
more specific <URL> element.

e smspasscode: Boolean attribute defining whether SMS PASSCODE authentication should
be enabled (smspasscode="true") or disabled (smspasscode="false") for the
specified URL.

e credentials: This is an optional attribute. It should not be specified for websites or virtual
directories that are using Basic or Integrated Windows Authentication.

For OWA sites using form-based authentication, credentials="OWA" should be

specified for the following virtual directories:
o lowa

For RD Web Access sites using form-based authentication, credentials="rdweb”
should be specified for the following virtual directories:

o /rdweb

Normally, you will not set the attribute credentials manually. Use the PowerShell module
with the -owa or -rdweb option to protect an OWA site or RD Web access site, respectively
(please read section 25.4.3.1, page 408).

e logoutUrl: This is an optional attribute. It should be used to specify the logout URL for the
ASP.Net Form Based Authentication. If this URL is navigated by the user’s browser, then
session is marked as expired by the SMS PASSCODE IS Website protection.

For example, if SMS PASSCODE Self Service Web Site is set to form based authentication
(please read section 22.5, page 328) and is protected by the IS Website protection, then
the following URL should be used to make logout functionality work properly:

o [FBA/Logout
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25.4.4.4 <host> Element

Each <URL> element may contain one or more <host> elements. Using a <host> element you can
override the configuration of the parent <URL> element depending on the client’s source IP
address. The syntax is:

<host ip="x.x.x.x" smspasscode="true|false” />

I.e. each <host> element contains the following attributes:

e ip: Specifies the source IP address of the client(s) that this element applies to. Wildcards
are allowed, e.g. ip="192.168.*". Also, you may specify ip="localhost” in this case the
element applies to all requests from the local host, no matter if the requests are coming
from IP address 127.0.0.1 or from any other locally assigned IP address.

¢ smspasscode: Boolean attribute defining whether SMS PASSCODE authentication should
be enabled (smspasscode="true”) or disabled (smspasscode="false") for the
specified client(s).

25.4.4.5 Configuration Examples

This section shows different examples for configuring websites:

e Enable SMS PASSCODE authentication for the default website:

<CONFIG>
<SITE name="Default Web Site” smspasscodedir="/SmsPasscodelLogon/" >
<URL path="/" smspasscode="true” />
<URL path="/SmsPasscodeLogon” smspasscode="false” />
</SITE>
</CONFIG>

e Disable SMS PASSCODE authentication for the default website:

<CONFIG>
<SITE name="Default Web Site” smspasscodedir="/SmsPasscodeLogon/" >
<URL path="/" smspasscode="false” />
</SITE>
</CONFIG>

e Enable SMS PASSCODE authentication for the default website, but only for the URL'’s
starting with “/secure”:

<CONFIG>
<SITE name="Default Web Site” smspasscodedir="/SmsPasscodeLogon/" >
<URL path="/" smspasscode="false" />
<URL path="/secure” smspasscode="true” />
</SITE>
</CONFIG>

e Enable SMS PASSCODE authentication for the default website, but not for clients
requesting from IP addresses 192.168.*:

<CONFIG>
<SITE name="Default Web Site” smspasscodedir="/SmsPasscodelLogon/" >
<URL path="/" smspasscode="true”>
<HOST ip="192.168.*"” smspasscode="false” />

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 415 OF 441

</URL>
</SITE>
</CONFIG>

e Enable SMS PASSCODE authentication for an OWA site using form-based authentication:

<CONFIG>
<SITE name="Default Web Site” smspasscodedir="/SmsPasscodelLogon/" >
<URL path="/" smspasscode="false” />
<URL path="/OWA" smspasscode="true”
type="FormAuthentication” credentials="OWA" />
<URL path="/rpc” smspasscode="true” >
<host ip="localhost” smspasscode="false” >
</URL >
</SITE>
</CONFIG>

25.5 Configuring Windows Logon Protection

If you have installed the optional SMS PASSCODE Windows Logon Protection component, you
will normally not have to perform any further configuration of this.

The Windows Logon Protection component is implemented by means of a custom Credential
Provider.

25.5.1 Windows Logon User Exclusion Groups

You may optionally configure users who should be excluded from SMS PASSCODE authentication
during Windows Logon. To support this, two local*® user groups have been created on the
computer during installation:

e SMS PASSCODE console exclusion: All users being member of this group are subject to the
following rules:
o They must authenticate using SMS PASSCODE when they log on to the computer using a
Remote Desktop (RDP).
o They will not authenticate using SMS PASSCODE when they log on locally using the
console. l.e. only user name and Windows password is required to log on in this case.

e SMS PASSCODE general exclusion: All users being member of this group will log on to the
computer without SMS PASSCODE authentication — whether they log on using Remote
Desktop (RDP) or locally using the console.

By default, all users being member of the local Administrators group are automatically added
during installation to the SMS PASSCODE console exclusion group. This ensures that local
administrators will always be able to log on using the local console.

25.5.2 Remote Desktop Logon Timeout

When attempting RDP access to a machine, the connection terminates within 30 seconds by
default, if the Remote Desktop Logon has not completed within this time limit. This might be a

49 The groups are created as AD groups when the SMS PASSCODE Windows Logon Protection component
is installed on a Domain Controller. Still, the groups only have effect on Windows Logon on the local
computer.
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problem when you are using SMS PASSCODE Windows Logon Protection, and you in some cases
expect completion of SMS PASSCODE multi -factor authentications to take longer than 30
seconds; for example, in case of using advanced Dispatch Policies, where a second OTP is sent to
the user, in case the first one expires. To extend the Remote Desktop Logon Timeout, select the
Windows Logon Protection tab in the SMS PASSCODE Configuration tool, and select an
appropriate timeout value in the top of the tab:

- SMS PASSCODE - Configuration Tool

gTB|passcode

Dalabase | Backend | Network | EnduserlP | Password Reset
Secure Device Provisioning | Import/Export | About
RADIUS Client Protection | Windows Logon Protection
Remote Deskiop Logon Timeout

30 o seconds  (defaul = 30) aff———
fhentication cxphmiontos 80P o

25.5.3 RDP Listener Exclusion

Whenever you log on to a Windows session on a Windows machine, your session is established
through a specific WinStation. The most common WinStations are Console and Rdp-Tcp. The
Console WinStation is used when logging on using the local console, whereas the Rdp-Tcp
WinStation is used when logging on using an RDP connection (tcp port 3389 by default). The Rdp-
Tcp Winstation is also called an RDP Listener.

You can see which WinStation has been used to establish each session on a machine by
inspecting the Users tab in the Task Manager. Each session will be named using the name of the
corresponding WinStation.

EJ windows Task Manager =10] x|
File Options Wiew Help

Applications I Processes I Performance I Metwarking  Users I

| ID| Status | C I Session
0 Active Conzole
1 Active Cl. RDP-Teph10

S R T AT e i T Sl

By default, when SMS PASSCODE Windows Logon Protection has been installed on a
computer, all Windows sessions will be protected using SMS PASSCODE authentication, unless
SMS PASSCODE authentication is skipped due to the rules of exclusion groups (cf. section 25.5.1,
page 415).
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However, it is also possible to disable SMS PASSCODE Windows Logon Protection for
individual WinStations. For example, you can disable Windows Logon Protection for the Console
WinStation to disable SMS PASSCODE authentication for all local console logons, independent of
group exclusion membership; or you can disable Windows Logon Protection for individual RDP
Listeners, in case you have created some custom RDP Listeners by yourself.

WinStations / RDP Listeners exclusion is configured on the Windows Logon Protection tab of the
SMS PASSCODE Configuration Tool:

- SMS PASSCODE - Configuration Tool

Database | Backend | Network | EnduserIP | Password Reset

Secure Device Provisioning | Import /Export I About
RADIUS Client Protection | Windows Logon Protection
Remote Desktop Logon Timeout -

30 seconds  (default = 30)

W

5MS PASSCODE authentication exclusion for RDP listeners

Do not perform SMS PASSCODE multifactor authentication for logons from any of the
clients using the following RDP listeners:

[ Console
[] RDP-Tep :

gt g P B AP P A i sl I -

25.5.3.1 Creating a custom RDP Listener

You can create new custom RDP Listeners on a Windows machine. Why would you like to do this?
For example, it might be useful in the following scenario: A machine is accessible through RDP,
but you only want users to be authenticated by SMS PASSCODE Windows Logon Protection
when users are logging on from the external network. When logging on from the internal LAN,
users should be allowed to log on using standard Windows authentication. This can be achieved
using the following setup:

e On the target machine: Create a new RDP Listener and assign a non-standard RDP
port to this listener, e.g. port 4000.

e Configure your firewall to allow access on port 4000 from the external network.

e Configure your firewall to use Network-Address-Translation (NAT) regarding all
RDP requests on port 4000 from the external network. NAT should be configured to
transfer all RDP requests from port 3389 to port 4000. This means that all external
RDP requests will connect to the target machine using the new custom RDP
Listener.

o Exclude the standard RDP Listener from SMS PASSCODE Windows Logon
Protection.

Using such a setup, all users on the internal LAN can make a standard RDP connection (using
TCP port 3389) to the standard RDP Listener on the target machine and will be allowed to log in
using standard Windows authentication, because the standard RDP Listener has been excluded
from SMS PASSCODE Windows Logon Protection. All external requests will hit the target
machine using the custom RDP Listener (on TCP port 4000), i.e. these users are required to
perform SMS PASSCODE authentication to establish a Windows session on the target machine.
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The scenario above is also possible without configuring NAT in the firewall. However, in this case,
the external users will manually have to change the TCP port of the RDP connection to the TCP
port of the custom RDP Listener.

To create a custom RDP Listener, please follow this procedure:

1. Make a backup of your registry.

2. Open the registry using regedit.exe.

3. Locate the following key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp
Right-click the key and export it to a file.

4. Open the exported file. Change the name of the key “RDP-Tcp” to a new name of own
choice. This will be the name of the custom RDP Listener. Additionally, change any other
required settings, e.g. PortNumber. Save the file.

5. Import the modified file into the registry. The registry will now contain a new key with the
name of the custom RDP Listener. This new key is located below the key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations
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25.5.4 Credential Provider Filtering

As mentioned previously, the SMS PASSCODE Windows Logon Protection component is
implemented by means of a custom Credential Provider. Please notice, that the SMS
PASSCODE installation will automatically disable all other installed credential providers® by
default, restricting users to log on only using SMS PASSCODE authentication.

If you wish to allow users to log on using other installed Credential Providers, you can enable these
Credential providers on the Windows Logon Protection tab of the SMS PASSCODE
Configuration Tool:

- SMS PASSCODE - Configuration Tool I;Ii-

__Ste|passcode]

Database | Backend | Network | Enduser P | Password Reset

Secure Device Provisioning I Import /Export I About
RADIUS Client Protection | Windows Logon Protection
Remote Deskiop Logon Timeout ~

30 o seconds (default = 30)

SM35 PASSCODE authentication exclusion for RDP listeners

Do nat perfarm SMS PASSCODE multifactor authentication for logons from any of the
clients using the following RDP listeners:

] Console
[] RDP-Tep

Enabled credential providers
Allow these credential providers on this system:

[] Smartcard Reader Selection Provider ~
] Smartcand WinRT Provider

(] Picture PasswordLogon Provider
] GenericProvider

[] MPProvider

[ ] CngCredUICredertialProvider
[] PasswordProvider v

50 Actually the SMS PASSCODE installation might leave some specific 3rd party credential providers
enabled that are known to co-exist with SMS PASSCODE without disabling or conflicting with SMS
PASSCODE authentication during the Windows Logon. The VMware Credential Provider installed on
VMware View 4.0 clients is an example of this.
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25.5.5 Users’ Cached Credentials

The SMS PASSCODE Windows Logon protection validates user passwords by using the Windows
API. By default, the network logon type is used which is intended for high performance servers to
authenticate passwords. This logon type provides high performance; however, it is not suitable for
all situations. For example, if caching of user credentials is required (i.e. if the domain controller is
unavailable, users with cached credentials on the server can still logon) then the default behavior
can be changed to interactive logon type.

To change password validation to interactive logon type, please follow this procedure:

1. Make a backup of your registry.
2. Open the registry using regedit.exe.

3. Locate the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\SMS PASSCODE\WinLogon

Right-click the key, select New and then DWORD (32-bit) value option.

4. Name the new setting as following UseNetworkLogonType and leave the default value of 0.

26 CONFIGURATION TOOL

The SMS PASSCODE Configuration Tool is used to configure machine specific SMS
PASSCODE settings. A link to start the tool is located in the SMS PASSCODE folder of the
Windows Start Menu.
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When you start this tool, you will see several tabs:

- SMS PASSCODE - Configuration Tool =[O -

' &TB|passcode
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import /Export | About
Database Backend | MNetwork | EnduserIP | Password Reset
Database host
|Iocalhost
Database file

Path: |C:\Program Files\SM3 PASSCODE\Database\ |

Browse. .

[] Encrypt database

The actual number of tabs shown depends on the current configuration and the components that
have been installed. The different tabs have the following purposes:

Tab Explanation

Database This tab appears during an On-premise or Hybrid Setup, not for a Cloud Setup.

You can specify the server on this tab, on which the SMS PASSCODE Database
Service is located. This tab also contains a button Test Connection, which will
perform a test whether the connection to the specified database server operates
properly.

On the server with the SMS PASSCODE Database component installed, this tab also
includes an option for enabling strong encryption of the SMS PASSCODE database
(cf. section 26.1).
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Tab
Backend

Network

Proxy Settings

End-user IP

Password Reset

RADIUS Client
Protection

Explanation

This tab appears when an SMS PASSCODE authentication client or SMS
PASSCODE Password Reset Backend Service has been installed.

First of all, you can specify on this tab, whether to connect to an on-premise SMS
PASSCODE backend (using an On-premise or Hybrid Setup), or whether to
connect directly to the IntelliTrust™ cloud service (using a Cloud Setup).

On-premise/Hybrid Setup: In this case, you can furthermore specify a list of SMS
PASSCODE Authentication Backend Service hosts that the authentication client(s) or
PRBS on the local machine must use for handling authentication attempts. In
addition, the priority is specified, i.e. in which order the authentication client(s) should
attempt to communicate with the specified hosts. This tab also contains a button Test
Connection, which will test whether the connections to the specified hosts operate

properly.

Cloud Setup: In this case, you can furthermore specify the URL to the IntelliTrust™
tenant to which you want to connect, and the ID(s) of the relevant Application(s) of
type “Authentication API” in IntelliTrust™. This tab also contains a button Test
Connection, which will test whether the connection to the specified IntelliTrust™
tenant operates properly (but will not test, whether the Application IDs are valid).

This tab appears during an On-premise or Hybrid Setup, not for a Cloud Setup.

On this tab you can specify which TCP ports must be used by the different SMS
PASSCODE components and specify a shared secret (password) that is used for
encrypting all communication between the different machines with SMS PASSCODE
components installed. Please ensure that the TCP ports and shared secret are
configured identically on all involved SMS PASSCODE machines. If this is not
observed, communication between the machines will fail.

This tab only appears during a Cloud Setup.

This tab allows you to enable the usage of a web proxy, meaning that every SMS
PASSCODE protection on the local machine will access the IntelliTrust™ cloud
service via such a proxy.

This tab appears only when at least one SMS PASSCODE authentication client or
the SMS PASSCODE Password Reset Website has been installed on the local
machine. The tab allows you optionally to enable collection of end-user IP addresses.
Collection of end-user IP addresses is required, if you would like to forward such IP
addresses to IntelliTrust™, or if you would like to make use of location and behavior
aware authentication. Please read section 26.2 (page 424) for more details.

This tab appears only when the SMS PASSCODE Password Reset Website and/or
SMS PASSCODE Password Reset Backend Service component has been installed
on the local machine. The tab allows configuring different settings related to the
PRWS and PRBS components. Please read sections 23.6.1 (page 349) and 23.7.2
(page 357), respectively, for more details.

This tab appears only when SMS PASSCODE RADIUS Protection has been
installed on the local server. The tab allows configuring different settings related to
the RADIUS Protection component. Please read section 25.2.2 (page 380) for more
details.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 423 OF 441

Tab Explanation

Windows Logon  This tab appears only when SMS PASSCODE Windows Logon Protection has

Protection been installed on the local machine. The tab allows configuring different settings
related to the Windows Logon Protection component. Please read section 25.5
(page 415) for more details.

Secure Device This tab appears only when SMS PASSCODE Secure Device Provisioning has

Provisioning been installed on the local machine. The tab allows configuring the connection to the
relevant Exchange Server to become protected. Please read section 24.2 (page 364)
for more details.

Import/Export This tab allows importing and exporting all settings configured in the SMS
PASSCODE Configuration Tool. You can either export all settings to a text file or
import settings from a text file. This might be useful for backup purposes or for
transferring settings from one machine to another one. When exporting settings that
include a shared secret, you will be prompted to enter a password that is used for
protecting (encrypting) the shared secret in the text file. This password will be
requested, when you try to import the settings file. Please note, that it is possible to
import and export settings from the command line (e.g. from a batch file or login
script). This is useful, if you would like to mass-import SMS PASSCODE settings to
many machines, e.g. when protecting virtual machines like VMware View clients with
SMS PASSCODE Windows Logon Protection, and you need to apply the same
network settings including a shared secret to all these clients. The syntax for
importing and exporting settings is described in section 26.3 (page 428).

26.1 DB Encryption

On a server with the SMS PASSCODE Database component installed, the Database tab of the
SMS PASSCODE Configuration Tool includes an option for enabling strong encryption of the SMS
PASSCODE database files.

- SMS PASSCODE - Configuration Toal
, &TB|passcode
RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import /Export I About
Database Backend | Network | EnduserIP | Password Reset
Database host
|Ioca|host
Database file
Path: |C:\Program Files\SMS PASSCODE \Databass' |
—.——E Encrypt database

e Y LWy B R S S
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To enable encryption, proceed as follows:

a. Select the checkbox Encrypt database
b. Enter an encryption password
c. Click the Save button

Password: |ooooo-oo-o--o-.. |
. Verify password: |-ooo--oo-o-oooo. |

‘SEH‘E Cancel Cloze

To disable encryption, clear the Encrypt database checkbox and click the Save button. You will
be asked to enter the same encryption password again that was used when enabling the
encryption.

Encryption can be enabled, no matter if the SMS PASSCODE Database Service is running or is
stopped. If the database service is running, encryption will be enabled on-the-fly, i.e. there is no
need to restart the database service.

Disabling encryption is only possible while the SMS PASSCODE Database Service is running.
Decryption of the database files will occur on-the-fly, i.e. there is no need to restart the database
service.

26.2 Collecting End-User IP Addresses

The tab End-user IP of the SMS PASSCODE Configuration Tool allows you to configure,
whether any locally installed SMS PASSCODE authentication clients, SMS PASSCODE Self-
service Website, or SMS PASSCODE Password Reset Website should collect end-user IP
addresses during authentication attempts.

By default, collection of end-user IP addresses is disabled for all clients, for the Self-service
Website and for the Password Reset Website. However, if you would like to make use of location
and behavior aware authentication (cf. section 16.1, page 96) a pre-requisite is that end-user IP
addresses must be collected and reported to the SMS PASSCODE backend.

Enabling collection of end-user IP addresses can be done independently for any authentication
client, Self-service Website and Password Reset Website installed locally.
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The End-user IP tab only appears, if at least one SMS PASSCODE authentication client, the SMS
PASSCODE Self-service Website, or the SMS PASSCODE Password Reset Website is installed
locally. The tab will show a list of the clients available for configuration on the local machine:

STB|passcode

Secure Device Provisioning | Import/Export | About
RADIUS Client Protection | Windows Logon Protection
Database | Backend | Network | End-userIP Password Reset

Collect end-user IP
End-user IP source
AD FS | Do not collect v]
Citiie Web Interface | Do not collect v]
RADIUS Configured on the BADIUS Client Protection tab
15 Website (ISAPI) | Do not collect W |
Windows Logon |Dn not collect V|
Password Reset Website | Do not collect v|
Secure Device Provisioning |Dn not collect v|
Self service Website | Do not collect

The drop-down boxes are used to select the End-user IP source independently per client. The
possible options for selection are:

End-user IP Explanation
source option

Do not collect This is the default option. In this case, the client will NOT collect any end-user IP
addresses. Instead, all authentication attempts will have an unknown end-user IP.
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End-user IP Explanation

source option

Network This option configures the client to report the end-user IP address according to the IP
connection address of the source socket of the network connection. This is the recommended

option, but only in case your network infrastructure is configured in such a way that the
client recognizes the real end-user IP address.

When selecting this option, it is recommended to perform some initial tests from
different internal and external IP sources to ensure, that the correct IP addresses are
reported.
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End-user IP Explanation

source option

HTTP Header This option is only available for services hosted by a Microsoft Internet Information
Server (1IS), meaning:

SMS PASSCODE Citrix Web Interface Protection

SMS PASSCODE IIS Website Protection

SMS PASSCODE AD FS Protection

SMS PASSCODE Secure Device Provisioning

SMS PASSCODE Password Reset Website

SMS PASSCODE Self-service Website

In this case, you may configure the authentication client to collect the end-user IP
address from an HTTP header of your own choice. By default, the header X-
forwarded-for®! is suggested, but you can enter any other name into the textbox, that
appears:

- SMS PASSCODE - Configuration Tool

, ETB|passcode

RADIUS Client Protection | Windows Logon Protection
Secure Device Provisioning | Import /Export | About
Database Backend | Network | EnduserlP | Password Reset

Collect end-user IP

End-user IP source HTTP header
AD FS | Do not collect v] /
Citrix Web Interface |HTTP header v | [Xforwarded-for |

WARMING: Only select this option, if you are sure that
the specified HTTF header can be trusted, i.2. is always
set by an intemal gateway. Never trust headers set

This option should be used, when the authentication client is located behind a reverse
proxy that hides the real end-user IP address, but at the same time stores the original
end-user IP address into an HTTP header. Examples of such reverse proxies are Citrix
Secure Gateway/Citrix Access Gateway Standard®?, Bluecoat®® and NetScaler.

When selecting this option, it is recommended to perform some initial tests from
different internal and external IP sources to ensure, that the correct IP addresses are
reported.

WARNING!
Take great care, when using this option. Only use this option, when you have

ensured that the specified HTTP header is always set by an internal network device
under your control, e.g. a reverse proxy. If this is not ensured, a hacker might set
the specified HTTP header value, thereby faking an incorrect end-user IP address.

51 |In case of AD FS, X-MS-Forwarded-Client-IP is suggested, since this is the default HTTP header used by
the Microsoft Web Application Proxy.

52 HTTP header X-forwarded-For is hard-coded and enabled by default

53 Please read KB2996 on http://kb.bluecoat.com for how to enable
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26.3 Command Line Arguments

The SMS PASSCODE Configuration Tool can be started from a command line. The executable
is named Config.exe. Itis located in the SMS PASSCODE installation folder, which by default is:

C:\Program Files\SMS PASSCODE

When starting the Configuration Tool from a command line, you may specify some optional
arguments.

To export all current settings, use the following syntax:

Config.exe -export:”filename” [-password:”password”] [-quiet]

To import settings from a file, use this syntax:

Config.exe —-import:”filename” [-password:”password”] [-quiet]

The command line arguments are described in the table below:

-export:”filename” This argument instructs the configuration tool to export all current settings to
the file with the name filename. Please remember to use quotes if the
filename contains spaces.

—import:”filename” This argument instructs the configuration tool to import settings from the file
with the name filename. Please remember to use quotes if the filename
contains spaces.

-password This optional argument specifies the password for encrypting and
decrypting the shared secret during export and import, respectively. The
password must contain at least 5 characters. This argument is only required
if the exported/imported settings contain a shared secret.

-quiet This argument instructs the configuration tool to perform the requested
action quietly, i.e. without any user interaction. Please note, that this
includes a quiet restart of affected services as well, if required.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 429 OF 441

Examples:

e Open the Configuration Tool and export all current settings to a file named
mySettings.xml. Encrypt the shared secret using the password 1234567890ABCDE:

Config.exe -export:”mySettings.xml” -password:”1234567890ABCDE”

e Export all current settings to a file named mySettings.xml. Encrypt the shared secret using
the password 1234567890ABCDE. Perform the action quietly, i.e. do not open the
Configuration Tool:

Config.exe -export:”mySettings.xml” -password:”1234567890ABCDE” —-quiet

e Open the Configuration Tool and import settings from a file named mySettings.xml.
Decrypt the shared secret using the password 1234567890ABCDE:

Config.exe -import:”mySettings.xml” -password:”1234567890ABCDE”

Please note, that this will import the settings to the Configuration Tool user interface without
actually saving them. l.e. you will have the chance to inspect all the imported settings
before clicking the Save button and applying the settings.

¢ Import settings from a file named mySettings.xml. Decrypt the shared secret using the
password 1234567890ABCDE. Perform the action quietly, i.e. do not open the
Configuration Tool, but instead apply all imported settings right away:

Config.exe -import:”mySettings.xml” -password:”1234567890ABCDE” -quiet
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27 BACKUP AND RECOVERY

This section describes what files to backup to be able to perform a recovery of an SMS
PASSCODE installation.

NOTE: In case of a Cloud Setup, only subsection 27.2 is relevant.

27.1 Backup of Database Files

The most important thing to backup is the SMS PASSCODE database. The database files are
normally located on the server where the SMS PASSCODE Database component is installed
(unless the database location has been moved to a file share). The default location of the folder
containing the SMS PASSCODE database files is:

C:\Program Files\SMS PASSCODE\Database
You should backup all files located in this folder. The folder should contain at least two files:

e The main database file:
SMSPASSCODE DB.xml:

¢ The database transaction log file:
SMSPASSCODE DB TRANSLOG. xml:

The procedure for a database recovery depends on the fact, whether encryption was enabled for
the backed up database files or not (cf. section 26.1, page 423).

If the backed up database files are not encrypted, or if the backed up files are encrypted, but are
being restored to the same server as they were backed up from (with the same encryption
password still in place), then the procedure for a database recovery is quite simple:

1. Stop the SMS PASSCODE Database Service.
2. Restore both the main database file and the database transaction log file from your backup.
3. Start the SMS PASSCODE Database Service.

On the other hand, if the backed up files were encrypted and should now be recovered to a new
database server, then proceed as follows:

1. Install the SMS PASSCODE Database Service on the new server (if not already done).

2. Stop the SMS PASSCODE Database Setrvice.

3. Using the SMS PASSCODE Configuration Tool, enable database encryption and enter the
same encryption password as used previously (i.e. the encryption password used, when
the database files were backed up).

4. Restore both the main database file and the database transaction log file from your backup.

5. Start the SMS PASSCODE Database Service.
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27.2 Backup of Configuration Tool Settings

On every machine containing any SMS PASSCODE component you can use the SMS
PASSCODE Configuration Tool to set machine specific configuration settings. If you want a
backup of these settings, you should use the Configuration Tool on each machine to export the
settings to a file, and then store these files in a safe place.

In case of a recovery, the Configuration Tool must be used to import the previously exported files.

Please read section 25.5.5 (page 420) for a description of the Configuration Tool export and import
feature.

27.3 Backup of Authentication Monitoring Archive

If you have enabled the Authentication Monitoring feature on the General Settings page of the
WAI (cf. section 17.3.3, page 114), then it is recommended to back up the archive as well, in case
the archived data is of importance to you.

¢ If the archiving feature is set to store archived data to either CSV or XML files, then you
simply need to back up all files stored in the archive folder, which is defined on the General
Settings page as part of the archiving setup. The default path to the archive folder is:

C:\Program Files\SMS PASSCODE\Database\Archive

Please note, that there is no automatic clean-up of the files in the archive folder. You
should plan to remove the old files that are outdated according to the policy of your
organization.

¢ If the archiving feature is set to store archived data to an SQL Server, then you must back
up the destination table, which is defined on the General Settings page as part of the
archiving setup. Please refer to the manual of your backup software regarding the
procedure of backing up data from an SQL Server. Remember to ensure, that the SQL
transaction log of the archive database is shrinked on a regular basis, preferable after each
backup.

27.4 Backup of Self-service Notification Templates

If you are using the SMS PASSCODE Self-service Website and have enabled Self-service
notifications on some User Group Policies, you might have customized your own templates for the
notification contents (cf. section 17.6.1.3.1, page 168). If you have performed any such
customization, then it is recommended to perform a backup of the customized template files. The
template files are located on the server where the SMS PASSCODE Database component is
installed. The default location of the folder containing the template files is:

C:\Program Files\SMS PASSCODE\Templates

However, you should verify the actually used paths by inspecting the configuration of your User
Group Policies.

In case of a recovery of the template files, you just need to restore the backup of the template files.
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28 TROUBLESHOOTING

This section describes some common errors and the corresponding solutions:

e No SMSis received during SMS PASSCODE authentication:
Section 28.1 (page 432)

o Error message “Unknown user” is shown during authentication:
Section 28.2 (page 435)

e Component communication problems:
Section 28.4 (page 435)

e User Store Integration (Active directory integration) does not work as expected:
Section 28.3 (page 436)

e Users cannot save changes in the Self-Service Website:
Section 28.4 (page 437)

e Users cannot access the Password Reset Website:
Section 28.6 (page 440)

e Users do not receive any quarantine email or an incorrect quarantine email when
using the SMS PASSCODE Secure Device Provisioning component:
Section 28.7 (page 440)

e Token Authentication does not work:
Section 28.8 (page 440)

¢ RD Web Protection does not work:
Section 28.9 (page 441)
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28.1 SMS Transmission Problems

In case of SMS Transmission issues, please always start with opening the Windows Event Viewer
on the SMS PASSCODE Transmitter Service host(s) and check the SMS PASSCODE
Transmission event log (a) to verify whether any SMS was sent. Look for “Transmission events”
(b). Also look, if any initialization errors have occurred (c). In case of any error or warning events,
please inspect these events for details.

ﬂ Event ¥iewer

File  Action View Help

=101 x|

&= BEEFLR| @ E

@ Event Wigwer (Local)
Application

SMS PASSCODE Transmission

-h- QJ SMS PASSCODE Transmission

Tvpe Date Time Source Caktegar Event User
@Information 058-09-2008 17:47:58 Transmitter  Initialization 201 NiA
QErrnr 08-09-2008 17:46:54 Transmitter Initialization 292 MIA
@Information 058-09-2008 17:44:58 Transmitter  Initialization 201 NiA
QErrnr 08-09-2008 17144116 Transmitter Initialization 292 MIA
Infar 058-09-2008 17:42:28 Transrikber Terrnination 204 MfA
l:i,)InFl:-rmaI:n:- 08-09-2008 1714228 Transmitter Termination 203 MIA
@Information -2008 17:142:28 Transmitter  Initialization 201 NiA
l:i,)InFl:-rmaI:ic-n -2008 17:42:09 Transmitter  Transmission 210 MIA
@Information 03-09-2008 17:41:44 Transmitter Transmissian 210 NiA
l:i,)InFl:-rmaI:ic-n 08-09-2008 17130055 Transmitter Skatistics ] MIA
@Information 03-09-2008 18:30:25 Transmitter Statistics 1 NiA
l:i,)InFl:-rmaI:ic-n 08-09-2008 15129155 Transmitter Skatistics 15 MIA
@Information 03-09-2008 14:29:25 Transmitter Statistics 150 NiA
l:i,)InFl:-rmaI:ic-n 08-09-2008 13:28:55 Transmitter Skatistics 150 MIA
@Information 03-09-2008 12:28:55 Transmitter Statistics 150 NiA
l:i,)InFl:-rmaI:ic-n 27-08-2008 13139141 Transmitter Transmission z10 MIA
@Information 27-05-2008 13:38:23 Transmitter Transmissian 210 NiA
l:i,)InFl:-rmaI:ic-n 27-08-2008 13137145 Transmitter Transmission z10 MIA
@Information 27-05-2008 13:35:23 Transmitter Transmissian 210 NiA
@ Information  27-08-2003 13:34:51 Transmitter  Initialization 202 MIA
@Information 27-08-2008 13:34:23 Transmitter  Initialization 201 NiA
1 | i

Problem

SMS transmissions
fail permanently

Error message in the SMS

PASSCODE Transmission event log
Unable to send SMS

Possible reasons

No connection to the modem due to:
Modem not powered on

Or

Error during initialization of SMS
Modem (COMXx): Device not found on
COMx.

Event ID: 11001

Modem not connected to the COM
port specified in the SMS
PASSCODE setup

COM port is damaged

Modem is damaged
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Problem Error message in the SMS Possible reasons
PASSCODE Transmission event log

SMS transmissions
fail permanently

SMS transmissions
fail permanently

SMS transmissions
fail permanently or
periodically

A specific user
does not receive
SMS, even though
it has been sent
correctly according
to the event log

Com port is occupied or does not exist  No connection to the modem due to:
e A different application is using the
Event ID: 11001 COM port specified in the SMS
PASSCODE setup
e COM port is damaged
e The specified COM port does not

exist

Error during initialization of SMS Initialization of modem fails because an

Modem (COMx): ERROR: Could not incorrect SIM PIN code has been

register PIN code. entered.

Event ID: 11001 Please correct the PIN code in the SMS
PASSCODE Web Administration
interface.

Unable to send SMS (Mobile: xxxx). This could be due to a deactivated SIM

Modem reply=... card, insufficient signal strength or other

cellular network problems.

Event ID: 11008
To determine the exact reason, please
power off the modem, pull out the SIM
card and verify that it works (e.g. put it
into a mobile phone and try to send a
SMS). If the SIM card does not work in a
mobile phone, then replace it with
another SIM card. If it works fine in a
mobile phone, then the problem is most
probably due to insufficient signal
strength. You can inspect the signal
strength on the Modem Monitoring page
in the Web Administration Interface.
In case of low signal strength, please try
to move the modem to a location with
better signal strength or try a better
antenna.

None The user’'s mobile phone might not
support flash SMS. Please try to disable
flash SMS for this user (you can disable
flash SMS for a specific user in the SMS
PASSCODE Web Administration
interface).
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28.2 Error Message “Unknown user” during Authentication

This error message is shown in the event log (and Authentication Monitor), if a user, who has not
been created as an SMS PASSCODE user, tries to authenticate. This might be due to different
reasons:

e |f users are created manually in the SMS PASSCODE Web Administration interface, please
check if the user in question is in fact present in the user grid.

e If users are imported using a User Integration Policy, please check if the user in question is in
fact present in the user grid of the SMS PASSCODE Web Administration interface. If the user
is not present, then please read section 28.3 below.
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28.3 User Store Integration does not Work as Expected

When importing users from an Active Directory, it is recommended to install the SMS PASSCODE
Database Service on a domain member server (or a domain controller). Enabling User Store
Integration is very easy in this case (cf. section 17.5.2, page 128).

If User Store Integration does not work, please use the button Verify settings on the User
Integration Policies page of the SMS PASSCODE Web Administration interface and check the
result:

Policies > User Integration Policies /
Edit User Integration Policy: Default User Integration Policy (test.dom)

General Settings || Data Source | Data Mapping | Data Filtering | Data Transformations

B} User infegration Poiicies ) '
User Group Policies @ LDAP Select whether :‘
Global Catalog T —
fi AD us
Authentication Policies Protocol Catzlog, 0 ?
Encrypt communication using S5L
Passcode Policies
Dispatch Policies If necessary: Sp

name or IP addr
domain contrall

Server name domain name [t

=T 4
(Optional] not necessary i
service runs on

member =er\-er,3
Login: If necessary: 5
credentials for
Credentials authentication
{Optional) Password: necessary if the
service accoun

access). ;
User selection ® Group membership (default) Select how to r
X . from the data =

Custorn LDAP filter (advanced) either retrieve%
direct ar indired

Import users that are direct or indirect members of the specific user gr;
group specified below. users accardin

filter (advanced)

v s
Specify the nam3
group [security®

group} containi
PASSCODE users
group is "SMS

- , Users", In case
Group name: not have a unig
SMS PASSCODE Users an AD forest, o
autharization tg
search far the g
root doamain na
then please sp
complete distin
{DN} of the gre

Click the butt:n‘l

_ : Connection test Verify settings connection test,
SCODE A/S ‘

settings above

AP a P s Gl gl sl P oy gpd B

Common problems regarding User Store Integration:

o Error message “User group xxx not found”: Please verify that the group name is spelled
identically in the SMS PASSCODE Web Administration interface and in the LDAP Store (Active
Directory). Also, in case of Active Directory, please ensure that the group has been replicated
to the domain controller, to which SMS PASSCODE is connecting.

© 2019 ENTRUST DATACARD. ALL RIGHTS RESERVED.



SMS PASSCODE 2020 SP1 / ADMINISTRATOR’S GUIDE 437 OF 441

e A specific user is not synchronized to the SMS PASSCODE Web Administration interface:
Please verify in the User Store that the user is a direct or indirect member of the selected user
group and that all required data (as defined on the Data Filtering tab) has been entered on this
user’s account.

e No users are synchronized to the SMS PASSCODE Web Administration interface when using
Global Catalog: Please ensure that the fields containing required data are replicated to the
Global Catalog.

28.4 Component Communication Problems

If you are experiencing problems related to communication between components, please note the
following requirements:

¢ All machines must run the same version of SMS PASSCODE.
e The same shared secret must be entered on all machines.

e The TCP ports used for communication must be open between the different machines (please
read section 11.1, page 44, for TCP port details). If any default TCP port is changed to a
different port number during installation, then this port change must be performed on all
involved machines.
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Spps) passcode

Secure Device Provisioning | Import /Export |
RADIUS Client Protection | Windows Logon Pmtemm
Database | Backend | Network | EnduserIP | Password Reset

STB|passcode

Secure Device Provisioning | Import/Export | About
RADIUS Client Protection | Windows Logon Protection
Database | Backend | Network | EnduserlP | Password Reset

Password Reset BackengService host

|prb5_host_name /

STB|passcode

RADIUS Client Protection | Import/Export | About
Database | Backend | Nelwork |  EnduserIP

Backend infrastructure
® On-Premises
) Cloud

Authentication backend service hosts (in prioritized order)
Send authentication requests to these hosts:
| || Add |

e hom?
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28.5 Self-service Website

If the SMS PASSCODE Self-service Website is configured to use Integrated Windows
Authentication, and users get an error message when trying to save any changes, then this could
be due to one of the following two reasons:

o |f the error message says “Saving xxx failed. Reason: An operations error occurred”, then the
problem might be due to missing configuration of authentication delegation. Please refer to
section 22.5.1 (page 330).

o If the error message says “Saving xxx failed. Reason: Access is denied”, then the problem
might be due to lack of write permissions in the AD. Please check the effective permissions in
the AD, whether the user in question has write permissions to the specific LDAP attribute in
guestion. In AD, find the user group used for importing the user (the group is called “SMS
PASSCODE Users” by default), select Properties, Security, Edit, Advanced, Self, Edit, tab
Properties, apply onto User objects:

. et - )
" < —
Genenal | Memteet | Mo Permission [ntry for SMS PASSCOOE Usery 11 3
advance seonn SRl :,}
Pesutsoras | Ay
l tame [SELF Charge l
1o viow mone i
Agoly grea ['J:u cbpects E]
Peomison erped Pevmesone Alow Dery
"lﬁ—“l'NTE Fload Membae Of g 4
'l,‘;“ SYst Wit Mamber 01 o ]
Alow  Aithe Plead Midde Name 2 a
Ak Accos W '
o SELF ; e Mdde ':mr D D
_,.:”M Ashe ead Mobde Nusber =) a i
Mow W \Wite Moobde Husmbes ) ]
Adow  Admr Flead Mobie Nunter Others 2 o
\Wite Mobde Numbes [Ohers | 2 o
A4 Flead muCOM P aton oLk 2 a
Wit meCOM PatiorSetrk o O
Sdow rhetal
P eevihed | Resd Jserlirk (=] u]
Wit meCOM-Used rk o =)
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28.6 Password Reset Website

This section describes different errors that can occur regarding the SMS PASSCODE Password
Reset Website, and how to solve them.

28.6.1 Fatal Error when Accessing the Password Reset Website

If you try to access the SMS PASSCODE Password Reset Website, and you get a FATAL error,
this is most probably due to the reason that you have not enabled HTTPS correctly for the site yet.
Please read section 23.6.2 (page 350) for more details.

28.6.2 Access Denied when Accessing the Password Reset Website

If a user tries to log in to the SMS PASSCODE Password Reset Website, and gets an “Access
Denied” error message, then please inspect the Password Reset event log on the Password Reset
Backend Service host. It should contain an event log entry describing in more detail, what went
wrong (cf. section 23.8, page 362).

28.7 Secure Device Provisioning

This section describes different possible reasons for issues that may occur when using the SMS
PASSCODE Secure Device Provisioning (SDP) component.

28.7.1 Fatal Error when Accessing the Secure Device Provisioning Website

If you try to access the SMS PASSCODE Secure Device Provisioning Website, and you get a
FATAL error, this is most probably due to the reason that you have not enabled HTTPS correctly
for the site yet.

28.7.2 No Quarantine Emails Received

If no users receive quarantine emails, then this is most likely because the Exchange Server has
not been configured correctly to send out quarantine emails for new ActiveSync devices. Please
review section 24.2.1, page 368, in this case.

28.8 Token Authentication

This section describes several reasons, why token authentication might not work.

¢ If token authentication does not work in general, i.e. all users are affected:
o Has token authentication been allowed on the UGP of the affected users?
o Has the Token Policy of the users been configured correctly? Moreover, has the correct
Token Policy been assigned to the users?
o If you are using USB Keys:
* Have you signed up for the 3" party web service from Yubico?
» s the web service up and running (please contact the 3" party provider for
info)?
o Ifyou are using OATH tokens:
» |sthe SMS PASSCODE Database Service up and running?
o |f token authentication does not work for selected users:
o Has token authentication been allowed on the UGP of the affected users?
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o Has the Token Policy of the users been configured correctly? Moreover, has the correct
Token Policy been assigned to the users?

o Has atoken ID been assigned to the users?

o The token might be out of sync. Please try to perform several authentications in a row.
If this does not help, try to resync the token (the administrator can do this on the user
maintenance page in the WAI, or the end-user can do this in the SMS PASSCODE
Self-service Website, if permission has been granted).

28.9 RD Web Protection

If signing of RDP files is enabled on your RD Web Access server, you might experience issues
with your SMS PASSCODE protected RD Web site. The symptoms are:

o Windows Server 2012 R2: Starting RemoteApps from the RD Web site fails with the error
message...

“This RDP File is corrupted. The remote connection cannot be started.”

¢ Windows Server 2016/2019: When starting RemoteApps, users need to re-authenticate on the
RD Session Host (single sign-on not working).

If above applies to your installation, you need to re-configure your RD session collection. This is
accomplished by executing the following PowerShell commands on the RD Web Access server:

Import-Module RemoteDesktop

Get-RDSessionCollection | Set-RDSessionCollectionConfiguration -CustomRdpProperty "gatewaycredentialssource:i:5"

Hereafter, users should be able to start RemoteApps from the RD Web Access site.

If you later on need to revert the re-configuration of the RD session collection, this is accomplished
by executing the following PowerShell commands on the RD Web Access server:

Import-Module RemoteDesktop

Get-RDSessionCollection | Set-RDSessionCollectionConfiguration —~CustomRdpProperty " " n"

Confidential information

Please note that the information above is intended for SMS PASSCODE customers and partners
only with the purpose of implementing and maintaining SMS PASSCODE. Any other use needs to
be authorized by Entrust Datacard prior to disclosing information from this document.
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